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FOR PROSPECTS

Mastering the Fundamentals
of Zero Trust (EDU-104)

elearning + Lab + Test
2.5 hours

Foundation Courses

Zero Trust Cyber
Associate (ZTCA)

elLearning + Exam
Self-paced 7 hours

Zero Trust

Cyber
Associate

T

Introduction to Cybersecurity
(EDU-102)

elearning + Test
Self-paced 4.5 hours

T

Introduction to Networking for
Cyber Professionals (EDU-101)

elLearning + Test
Self-paced 4.5 hours

If you are new to the space, start
with Foundation Courses.

Otherwise, start with EDU-200
within the Platform learning paths.
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Once you have completed the
baseline learning path (EDU-200),

3 you can then progress higher within
the Platform courses or take one of
the specialization courses.
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COURSE OUTLINE

Role-Based Platform Learning Paths

Zscaler for Users —
Administrator (EDU-200)

elearning + Lab + Exam
26 hours

Zscaler for Users —
Engineer (EDU-202)

Zscaler Digital
Transformation
Administrator elearning + Lab + Exam

41.5 hours

Zscaler Digital
Transformation
Engineer

Zscaler for Users — Delivery
Consultant (EDU-302)

Zscaler for Users —
Architect (EDU-XXX)
elLearning + Lab + Exam
Upcoming

Zscaler
Digital Delivery

elearning + Test + Lab Consultant

28 hours

Specialization Courses

DATA SECURITY

Data Security
(EDU-220)

elearning + Lab + Test
8 hours

Endpoint DLP
(EDU-222)

elearning + Lab + Test
5 hours

CYBERTHREAT PROTECTION

Cyberthreat Protection
(EDU-230)

elearning + Lab + Test
9.5 hours

Broswer Isolation
(EDU-233)

elearning + Lab + Test
4 hours

ZERO TRUST NETWORKING

Zscaler for Workloads
(EDU-240)

elearning + Lab + Test
9.5 hours

Zscaler Zero Trust
Branch (EDU-280)

elearning + Lab + Test
9 hours

SECURITY OPERATIONS

Deception
(EDU-238)

elearning + Lab + Test
6 hours

Security Operations
(EDU-250)

elearning + Lab + Test
10 hours

ZSCALER DIGITAL
EXPERIENCE

ZDX Operationalization

(EDU-310)

elearning + Lab + Exam
16 hours

ZSCALER TROUBLESHOOTING
ESSENTIALS

Troubleshooting Basics

Zscaler Digital
Experience
Administrator

(EDU-260)

elearning + Lab + Test
12.5 hours
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ZSCALER ZERO TRUST
AUTOMATION

Zscaler Zero Trust
Automation (EDU-270)

elLearning + Lab + Test
7 hours




ZTCA Learning Journey Map

The recommended path for the Zero Trust Cyber Associate learning journey is to
complete the Zero Trust Cyber Associate e-learning path. Once the e-learning path
is complete, you can sign up for the exam. You will have 120 minutes to answer its
75 questions, with 3 re—tests. Upon passing the test, you’ll earn the Zero Trust Cyber
Associate (ZTCA) Certificate.

OUR LEARNING PATH

Zero Trust Cyber Associate (ZTCA) Learning Path

Zero Trust Cyber Zero Trust Cyber
Q —————— Associate (ZTCA) |- - - - — - — - Associate (ZTCA)
elLearning Exam

Zero Trust

Cyber Associate

LEARNING OUTCOMES
Once you complete this course, you will be able to:

* Recognize the importance of shifting from a legacy network and security
architecture to a Zero Trust architecture in a new world of digital transformation

« Identify the background and importance of the three sections needed to build a
successful Zero Trust architecture

« Discover how connections are made to and from Zscaler’s Zero Trust Exchange

« Determine the technology and architectural considerations needed when building
a true Zero Trust architecture

« Explain how Zscaler’s Zero Trust Exchange accomplishes each of the seven
elements of a true Zero Trust architecture
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eLearning Details

Prerequisites None

Proficiency Intermediate

The Zero Trust Cyber Associate (ZTCA) path enables you to gain
. a clear understanding of the need to transform to a true zero
Description trust architecture and be introduced to the three sections and
seven elements one must understand when embarking on a zero
trust journey.

Duration 5 hours

Type Self-paced

Completion criteria Complete the elLearning

Available language(s) English

Price per set Free

eLearning Outline

Topics Sub Topic

An Overview of Zero Trust * From Legacy Network & Security To Zero Trust Architecture
« Establishing Zero Trust Connections
« Section 1: Verify Identity & Context
« Section 2: Control Content and Access
« Section 3: Enforce Policy
« Initiating Connections to Apps

Zero Trust Architecture « Zero Trust Architecture Deep dive introduction will prepare you for
Deep Dive Introduction what you will learn in the eLearning to follow on this path.
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Section 1: Verify Identity
and Context

Section 2: Control Content &
Access

Section 3: Enforce Policy

Zero Trust Architecture
Deep Dive Summary

Zscaler Cyber Acamedy: Zero Trust Cyber Associate (ZTCA) ©2025 Zscaler, Inc. All rights reserved.

Connecting to Legacy Network & Security Architecture
Connecting to a True Zero Trust Ecosystem
Element 1: Who is Connecting

*  Why is this Important

« Architectural Best Practices

*  What Zscaler Does

Element 2: What is the Access Context

*  Why is this Important

* Architectural Best Practices

*  What Zscaler Does

Element 3: Where is the Connection Going?
*  Why is this Important

* Architectural Best Practices

*  What Zscaler Does

Element 4: Assess Risk (Adaptive Control)
*  Why is this Important

* Architectural Best Practices

* What Zscaler Does

Element 5: Prevent Compromise
*  Why is this Important

* Architectural Best Practices

*  What Zscaler Does

Element 6: Prevent Data Loss

*  Why is this Important

« Architectural Best Practices

*  What Zscaler Does

Element 7: Enforce Policy

*  Why is this Important

» Architectural Best Practices
*  What Zscaler Does
Connecting to the Application
*  Why is this Important

* What Zscaler Does

Zero Trust Architecture Deep Dive Summary will recap what
you learned throughout your journey to a successful zero trust
architecture in the eLearnings above.




Exam Details

Prerequisites Zero Trust Cyber Associate
Duration 120 minutes

Test format 75 multiple—-choice questions
Available language(s) English

Price per attempt US$300 (1 credit)

About Zscaler

Zscaler (NASDAQ: ZS) accelerates digital transformation so customers can be more agile, efficient, resilient,
and secure. The Zscaler Zero Trust Exchange™ platform protects thousands of customers from cyberattacks
and data loss by securely connecting users, devices, and applications in any location. Distributed across
more than 150 data centers globally, the SSE-based Zero Trust Exchange™ is the world’s largest in-line
cloud security platform. Learn more at zscaler.com or follow us on Twitter @zscaler.

© 2025 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i) registered
trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other countries. Any other
trademarks are the properties of their respective owners.
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