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About the Course
The Security Operations course explores Zscaler’s products and solutions
designed to enhance your organization’s security posture through Zscaler
comprehensive risk management strategies. It covers foundational Security
principles of risk management, including threat identification, Operations
assessment, and mitigation, with insights into Zscaler’s Risk360.
Additionally, the course delves into advanced solutions such as Unified
Vulnerability Management (UVM), External Attack Surface Management

(EASM), Deception, ITDR, and Breach Predictor, detailing their

capabilities, use cases, and contributions to a robust cybersecurity strategy. We would also discuss
how Zscaler Data Fabric and UVM revolutionizes vulnerability management, understand how Zscaler’s
Al powered product helps in enhancing an organization’s security posture, cover an overview of Zscaler
EASM, and finally we will focus on Deception: Architecture and Use Cases and explore how ITDR
continuously monitors the Active Directory (AD) domain for any identity—based threats.

Prerequisites Basic knowledge of Cybersecurity domain

Learning Path Security Operations (EDU-250)

A certificate is awarded upon successful completion of:

Certificate « Security Operations (EDU-250) elLearning course (5 hours)
« Hands-on Lab (4 hours)
« Test (30 mins)

Resources Visit Zscaler Cyber Academy for more information

Delivery Formats Hybrid: 5—-hour elearning course + 4-hour Lab (virtual/in—person)

Target Audience Network Engineers and Security Administrators
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