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Zscaler Internet Access”

Deliver fast, secure access to the internet and SaaS
apps with a complete security stack as a service.

DATA SHEET

Zscaler Internet Access delivers your security stack as a service from the cloud, eliminating

the cost and complexity of traditional secure web gateway approaches. By moving security

to a globally distributed cloud, Zscaler™ brings the internet gateway closer to the user for a
faster experience. Organizations can easily scale protection to all offices or users, regardless of
location, and minimize network and appliance infrastructure.

Because Zscaler sits in between your users and the internet, it inspects every byte of traffic inline across multiple security
techniques, even within SSL. You get full protection from web and internet threats. And with a cloud platform that supports
Cloud Firewall, Cloud IPS, Cloud Sandbox, Cloud DLP, CASB, and Cloud Browser Isolation, you can start with the services you

need today and turn on others as your needs grow.
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Secure internet and web gateway as a service

Zscaler Internet Access delivers a completely integrated gateway
that inspects all ports and protocols, even across SSL.
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Cloud Firewall

© cloud bLP w/EDM

e Cloud Browser Isolation

Just point your traffic to the Zscaler cloud. For offices, you can set
up a tunnel from your edge router. For mobile, you can use our Zscaler
Client Connectoror a PAC file.

Zscaler services are conveniently packaged in editions on an annual, per-user subscription basis. By moving your security costs

from CAPEX to OPEX, Zscaler simplifies your budgeting and operational processes. For larger customers, the Enterprise License
Agreement provides the most robust and flexible cost approach to network and security transformation.

Professional Edition

Up-level your security by making the
Zscaler Security Cloud your next hop
to the internet. Completely secure all
internet and SaaS connections for all
your users—on the network or off.

Deploy quickly without any
infrastructure changes and provide
instant coverage for all users.

Enterprise License Agreement

Business Edition

Further reduce complexity and
enhance security with all Professional
Edition features, plus advanced threat
protection, SSL inspection, data
protection essentials, and SIEM log
streaming support.

Phase out gateway appliances and
reduce costs with a security stack as
a service.

Transformation Edition

Transform your network security with
everything included in the Business
Edition, plus a full proxy-based Cloud
Firewall and Cloud IPS, always-on
Cloud Sandbox with quarantine, and
out-of-band CASB protection with
historical scanning.

Enable secure direct-to-internet
connections from branch offices and
slash MPLS backhaul costs.

This is the ideal option for larger organizations that want to embrace the full flexibility of the Zscaler platform in the most cost-
effective way. All Zscaler Internet Access features are included at a cost that's lower than adding them later. As new product
features are added to the ELA, they become available to ELA customers at no additional cost.
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ZSCALER INTERNET ACCESS SERVICE PROFESSIONAL BUSINESS TRANSFORMATION ENTERPRISE LICENSE
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CLOUD SECURITY PLATFORM

Data Centers
Global access, high availability, with latency SLAs

Traffic Forwarding
GRE tunnel, IPsec, proxy chaining, PAC file, or Mobile Zscaler App

Authentication
SAML, secure LDAP, Kerberos, hosted

Real-Time Cloud Security Updates
More than 120,000 unique security updates daily and 60+ security feeds

Real-Time Reporting and Logging
Select geography of choice for all log storage (US or EU)

A S N U R N
L S NI NI RN
L S N U R N

SSL Inspection
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Full inline threat inspection of all SSL traffic with granular policy control Add-on J J
Encrypted IPsec

Forward traffic via IPsec VPN tunnels Add-on Add-on Add-on
Nanolog™ Streaming Service

Transmit logs from all users and locations to an on-premises SIEM in real time Add-on J J

CLOUD SECURITY SERVICES

ACCESS CONTROL

URL and Content Filtering
Granular policy by user, group, location, time, and quota; dynamic content J
classification for unknown URLs and Safe Search

File Type Control J
True file type control by user, location, and destination

Web Access Control
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Ensure outdated versions of browsers and plugins are compliant Add-on
Bandwidth Control
Ensure business apps, such as Office 365, are prioritized over recreational traffic Add-on
Standard Cloud Firewall J J
Secure Saa$S and internet access with IP address, port, and protocol rules (5-tuple)
Advanced Cloud Firewall and IPS
v ue rirew Add-on Add-on
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Secure SaaS and internet access with full outbound layer 7 cloud firewall and IPS

CYBER THREAT PREVENTION

Inline Antivirus and Antispyware J
Signature based antimalware and full inbound/outbound file inspection

Reputation-Based Threat Protection V4
Stop known botnets, command-and-control communications, and phishing

Mobile Application Reporting and Control
Visibility, granular policy control, and threat protection for mobile devices on or off
the corporate network

Advanced Threat Protection
PageRisk and advanced threat web signatures for protection from malware, Add-on
callbacks, cross-site scripting, cookie stealing, and anonymizers

C S KA
L 8 S KA
L 8 S KA

Standard Cloud Sandbox J
Zero-day protection for .exe and .dll files from unknown and suspicious sites
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Advanced Cloud Sandbox with Quarantine
Zero-day protection for all file types from all sites; ability to hold file delivery until Add-on Add-on
confirmed sandbox clean; advanced reporting
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Cloud Browser Isolation
Eliminate the risk of active web content and prevent data loss

DATA PROTECTION
Cloud Application Visibility
Discover and monitor web app access (such as streaming, social, email) J J J

Cloud Application Control 9
Gain granular control over web app access (such as streaming, social, email) v

Add-on Add-on Add-on Add-on

Standard Cloud Data Loss Prevention
Identify confidential data loss with inline scanning across PCl, Pll and 2 custom J J
dictionaries. Alerting only, no ICAP forwarding.
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Advanced Cloud Data Loss Prevention
Identify and prevent confidential data loss with inline scanning Add-on Add-on Add-on J
across all dictionaries.

DLP Exact Data Match 1 million cells per
Fingerprint structured data to eliminate DLP false positives Add-on Add-on Add-on 100 seats

ICAP Connectors
Send DLP detection logs from Zscaler cloud to on-premises DLP server

Add-on Add-on Add-on Qty 1

Essentials Out-of-Band CASB
Prevent data exposure and ensure SaaS app compliance for 1 sanctioned app J J J
(exclude email). No historical scanning.

Standard Out-of-Band CASB
Prevent data exposure and ensure SaaS app compliance for 1 sanctioned app J J
(excluding email). Scan 1TB of historical data repositories.

Advanced Out-of-Band CASB
Prevent data exposure and ensure SaaS app compliance for all apps. Scan 10TB Add-on Add-on Add-on J
of historical data repositories

Cloud Security Posture Management
Identifies and remediate application misconfigurations in SaaS, laaS, and PaaS

ADDITIONAL SERVICES

Add-on Add-on Add-on for SaaS

Standard Zscaler Digital Experience (ZDX)
Monitor and isolate user experience issues with complete end-to-end Add-on J J J
visibility for three apps

NSS Log Recovery
One-hour log recovery capabilities for Nanolog Streaming Service for Add-on Add-on Add-on Qty 2
web and firewall logs.

ij:;c;vra:sg:;?y's private certs (instead of Zscaler certs) in for SSL inspection Add-on Add-on Add-on Qy 1

g:giig:tt:g ;:rrttenablmg policy for remote users Add-on Add-on Add-on Qty 1
IZn:;:I:ra‘r:gt:ye::XaDt/iEBAB;i:g:r info to the Zscaler Cloud Add-on Add-on Add-on U
g:ﬁyri;{;tizt)er?z;iiﬁt;ﬁhe top 100 unknown domains in your logs Add-on Add-on Add-on 100 Per Day

g:;‘g\: ?L:llldzlg;gror:re:):t‘:;:on for servers and 10T devices Add-on Add-on Add-on 1GB monthly per 10 seats
HCBUT TR Add-on Add-on Add-on 1GB monthly per 20 seats

Inline protection for guest network traffic

ZIA Virtual Private Service Edge

On-premises virtual inspection node managed by Zscaler Cloud Operations 8 virtual instances

ZIA Test Tenant

Separate test tenant with 50 users, mirroring production tenant Add-on Add-on Add-on L

ZPA Browser Access

) o . 1 ZPA seat per 100 seats
Secure access to internal applications via a browser
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