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El The Evolution of Privacy: A Digital Imperative

The concept of privacy, once articulated as the simple “right to be let alone,”

has transformed into a critical pillar of the digital age: data privacy. As personal
information became a key driver of the global economy, the need for robust
frameworks to protect it became a global imperative. This evolution has culminated
in a new generation of privacy laws designed to empower individuals and hold
organizations accountable. This white paper explores the current landscape of these
regulations, deciphers the universal mandate for “reasonable security measures”
and links these legal obligations to the practical, day-to—-day management of data
throughout its lifecycle.

The Global Privacy Tapestry:

A Mandate for “Reasonable Security”
Across continents, a wave of privacy legislation has solidified the obligations of
organizations that handle personal data. While regional specifics vary, a unifying
principle is the requirement to implement “reasonable security measures.” This is
not a prescriptive checklist but a risk-based mandate demanding that organizations
implement technical and organizational controls appropriate to the sensitivity of the
data they hold and the risks they face.

- General Data Protection Regulation (GDPR) - European Union: The GDPR’s
Article 32 demands “appropriate technical and organisational measures” to
ensure security appropriate to the risk, explicitly mentioning pseudonymisation,
encryption, system resilience, and regular testing.

- California Consumer Privacy Act (CCPA) / California Privacy Rights Act (CPRA)
- United States: The CCPA/CPRA creates a private right of action for consumers
affected by data breaches resulting from a business’s failure to implement and
maintain “reasonable security procedures and practices.” While undefined in
the law, established frameworks like the NIST Cybersecurity Framework are
considered authoritative benchmarks.

» Health Insurance Portability and Accountability Act (HIPAA) - United States:
The HIPAA Security Rule mandates specific administrative, physical, and technical
safeguards—from access controls and encryption to workforce training—to
protect electronic health information.

« Gramm-Leach-Bliley Act (GLBA) - United States: The GLBA’s Safeguards Rule
requires financial institutions to develop a written information security plan with
safeguards appropriate to their size, complexity, and activities.

- Digital Personal Data Protection (DPDP) Act - India: India’s DPDP Act obligates
“Data Fiduciaries” to implement “reasonable security safeguards” to prevent
personal data breaches, placing accountability at the core of the legislation.

Navigating the Global Privacy Maze: From Regulatory Mandates to Practical Security ©2025 Zscaler, Inc. All rights reserved.




» Australian Privacy Principles (APPs): APP 11 requires entities to take “reasonable
steps” to protect personal information from misuse, loss, and unauthorized
access, modification, or disclosure.

These regulations reinforce the importance of integrating reasonable security
measures into operational workflows, requiring proactive risk mitigation, real-time
compliance, and data lifecycle management.

K} Deconstructing “Reasonable Security

Measures”: The Core Components
While regulations provide the legal framework, understanding what constitutes
“reasonable security” in practice is critical for implementation. For an audience familiar
with cybersecurity concepts, these measures can be understood as a multi-layered
defense program. It is a fusion of technology, process, and people, designed to
protect the confidentiality, integrity, and availability of data.

a. Access Control: The Principle of Least Privilege

The foundation of data security is ensuring that only authorized individuals can

access specific data, and only for legitimate, stated purposes. A robust access control
strategy is not about simply locking the front door; it's about providing precise keys to
specific rooms.

Principle of Least Privilege: This is the core concept. Users should be granted the
absolute minimum levels of access—or permissions—necessary to perform their
job functions. An engineer does not need access to HR records, and a marketing
analyst does not need access to production databases.

- Role-Based Access Control (RBAC): Implementing Least Privilege Principle at
scale requires a structured approach. RBAC assigns permissions to roles rather
than individuals. A user is assigned a role (e.g., “System Administrator,” “Sales
Analyst”), and they inherit the permissions associated with it. This simplifies
administration and reduces the risk of error.

* Regular Access Reviews: Access needs change. Employees switch roles, projects
end, and contractors depart. Regular, periodic reviews of user access rights are
crucial to ensure that permissions do not accumulate over time (“privilege creep”),
which can create significant security vulnerabilities.

« Zero Trust Network Access (ZTNA): Enforce dynamic, identity—driven access
policies, factoring in user, device, location, and application context so as to reduce
attack surface and prevent lateral movement.
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b. Data Protection: Visibility Is Key

Data cannot be protected if it cannot be seen. Many organizations struggle with
fragmented ecosystems and shadow IT, where critical data resides in ungoverned
systems or environments. Visibility into sensitive data locations and flows not only
reduces blind spots but also improves the effectiveness of broader security measures
like access controls, incident response, and regulatory compliance. Achieving
comprehensive visibility into where sensitive data resides, how it moves, and who
interacts with it is the cornerstone of effective protection.

KEY STEPS:

« Data Discovery: Use automated, Al-driven tools to locate sensitive data across
the organization’s infrastructure—whether stored on—-premises, in SaaS based
apps or distributed within public cloud environments.

« Data Classification: Categorize data based on its sensitivity, such as personally
identifiable information (PIl), financial data, or intellectual property.

« Centralized Inventory Management: Develop a unified view of all data
repositories and establish a centralized inventory to track sensitive data across
applications, endpoints, and cloud environments.

The visibility achieved through data discovery serves as a foundation for implementing
other security controls effectively. Access controls that restrict sensitive data, incident
management systems that identify breaches, and cloud security configurations that
secure remote repositories all depend on clear visibility into the organization’s data
assets. In the absence of this clarity, any subsequent security measure remains futile,
reactive, and prone to failure.

c. Data Loss Prevention (DLP): Preventing Data Exfiltration

Data Loss Prevention (DLP) comprises a suite of technologies and processes designed
to stop sensitive data from leaving the organization’s control, whether accidentally or
maliciously. DLP tools act as a gatekeeper for data.

 How it Works: DLP solutions work by identifying content through deep packet
inspection and contextual analysis. They use rules and policies to classify sensitive
data (e.g., credit card numbers, health records, intellectual property).
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« Enforcement Points: DLP can be deployed at multiple points:

» Endpoint: Runs on user devices (laptops, desktops) to control data transfers to
USB drives, personal cloud storage, or printers.

» Network & Email: Monitors network traffic (http, https, FTP) and email
channel to detect and block unauthorized sensitive data transmissions.

» Cloud: Monitors and protects sensitive data stored and shared in cloud
applications and services.

d. Incident Management: Detect, Respond, Recover

Organizations must proactively monitor for threats, quickly detect incidents,
and contain breaches to minimize damages. Efficient incident management
not only protects sensitive data but also ensures compliance with regulatory
reporting timelines.

KEY STEPS:

Threat Detection: Use automated systems to identify anomalous behaviour or
unauthorized access to sensitive data.

Response Automation: Leverage workflows to streamline containment and
remediation efforts during incidents.

Root Cause Analysis: Continuously analyse patterns of incidents and
misconfigurations to improve defensive postures.

e. User Training and Awareness: The Human Firewall

Technology alone is insufficient. The most sophisticated security systems can be
undermined by a single instance of human error. An educated and vigilant workforce
is one of the most effective security assets an organization can have.

e Security Awareness Training: Regular, ongoing training is essential to educate
employees about the threat landscape, their responsibilities under privacy laws,
and the organization’s security policies. This should cover topics like creating
strong passwords, identifying social engineering attempts, and handling sensitive
data correctly.

* Phishing Simulations: The most common entry point for attackers is phishing.
Conducting simulated phishing campaigns helps train employees to spot and
report malicious emails, turning a potential vulnerability into a line of defense.
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e Creating a Security Culture: The ultimate goal is to foster a culture where
security is seen as a shared responsibility. This involves clear communication from
leadership, celebrating security successes, and making it easy for employees to
report potential incidents without fear of blame.

P31 The Cost of Non-Compliance: A Global Snapshot

The financial and reputational stakes for failing to implement such reasonable security
measures are higher than ever. Below infographic mentions the regulation and
applicable penalties and fines.

Data Privacy Regulations

A Global Snapshots of Panalities & Fines

GDPR

Up to €20 million or 4% of total worldwide annual
turnover, whichever is high

CCPA/CPRA

« Civil penalities upto $7,500 per intentional violation
 Statutory damages in data breach lawsuits from
$100 to %750 per consumer per incident

HIPAA

« Civil penalties up to $1.5 millon per year for
repeat violations

 Criminal penalties include fines up to $2500,000
and up to 10 years imprisonment

GLBA

« Fines up to $100,000 for each violaytion for
financial institutions.

« Up to $10,000 for each violation for officers
and directors.

DPDP Act

Penalties up to 2250 crore (approx.$30 million USD)
for a data breach

Australian Privacy Principles

For serious interfaces, the grater of:

« AUD $50 million

» 3x the value of the benefit obtained

« 30% of adjusted turnover during the breach period
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El The Data Lifecycle: Aligning Value with Protection

To implement these security measures effectively, organizations must understand
the journey of data within their systems. The data lifecycle provides a comprehensive
framework for managing and protecting data from creation to disposal,
acknowledging that its value—and associated risks—change throughout the
process. Each phase requires specific, tailored security measures to address its
unique challenges.

Phase 1: Creation and Collection — Laying the foundation

The lifecycle begins with the creation or collection of data. The data’s potential value
is identified. Security focus is on data minimization and establishing a lawful basis
for collection.

Phase 2: Use and Distribution — Operational Core and Peak Risk
The data’s operational value is at its peak. Security focus is on robust access controls,
data protection measures to prevent misuse during active processing and sharing.

Phase 3: Maintenance — Sustaining Long-Term Security

The data’s archival and analytical value is primary. Security focus is on secure storage,
integrity checks, and ongoing monitoring to ensure availability for legal or long—term
analytical needs.

Phase 4: Disposition — Secure Data Disposal
The data’s value is now negligible, but the risk of exposure remains. The focus is on
secure, permanent deletion or anonymization to ensure the data is irrecoverable.

The Value of Information
How Data Value Changes Across Business Phase
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This graph illustrates that the value of data is often highest during its initial use. As it moves through its lifecycle from
regular operations to long—term archival, its direct applicability and utility typically decrease.
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Out of these 4 phases, The Use and Distribution phase represents actual business.
It is often the longest part and riskiest part of the data lifecycle, where sensitive
information is actively accessed, shared, circulated, modified, or transmitted across
diverse systems, users, and external parties. This is the phase connected with
deploying “reasonable security standards” as highlighted in various global privacy
regulations. Protecting data during this operationally intensive phase requires a
multilayered approach that encompasses visibility, governance, access controls,
incident management, and, most importantly, data protection and that’s where
Zscaler plays a crucial role.

Let’s understand this in detail.

GOVERNANCE AND STAKEHOLDER AWARENESS

Governance ensures that sensitive data handling aligns with organizational policies and
compliance mandates. During the Use and Distribution phase, effective governance
requires real—-time tracking, granular control, and auditability.

How Zscaler Helps:

* Interactive Governance Dashboards: Zscaler provides real-time compliance
dashboards and reports that generate actionable insights into sensitive data
usage and workflows, allowing stakeholders to understand risks and compliance
gaps immediately.

* Real-time End user coaching: Zscaler delivers custom notifications to users each
time they invoke security—sensitive actions, providing contextual warnings and
educating them about risks or policy violations in real time.

DATA PROTECTION

Data protection represents the cornerstone of security during the Use and Distribution
phase of the data lifecycle. Organizations must prevent unauthorized data exfiltration,
leakage, or misuse while maintaining seamless operations for legitimate use cases.

How Zscaler Helps:

« Web DLP: Prevent data leaks via web-based uploads, downloads, and form
submissions for sensitive content

« Endpoint DLP: Protect sensitive data stored or accessed on endpoint devices,
mitigating risks in hybrid and remote work environments

« Email DLP: Secure sensitive data exchanged in email communications, detecting
attachments and content that pose risks of leakage or non—-compliance
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e Cloud DLP (CASB): Zscaler’s Cloud Access Security Broker (CASB) integrates
native DLP capabilities directly into cloud workflows to monitor and protect
sensitive data in Saa$S applications like Office 365, Google Workspace,
and Dropbox

 Gen Al Data Controls: Zscaler introduces cutting—edge controls for managing
data interaction with generative Al tools to prevent sensitive information from
being shared in Al-powered platforms such as ChatGPT or other third—party
apps. It allows complete control over all aspects of GenAl use—from prompts to
which apps are allowed to DLP ensuring balance between productivity and data
security risk

USER ACCESS MANAGEMENT

Sensitive data is only as secure as the access controls governing who can interact with
it. Poor access management carries the risk of unauthorized data exposure, breaches,
or insider threats.

How Zscaler Helps:

« Zero Trust Network Access (ZTNA): Zscaler eliminates excessive permissions by
enforcing strict Zero Trust principles, granting users access to specific applications
or resources based on contextual factors (e.g., identity, device, location, and time).

- Dynamic Identity Integration: Zscaler integrates with identity providers (e.g.,
Okta and Azure Active Directory) to manage access dynamically, ensuring users
only access data relevant to their job role at any given time.

By embedding role—-based access controls and bolstering user awareness,

Zscaler minimizes exposure risks, even when data is actively accessed or shared
across systems.

INCIDENT MANAGEMENT: MONITOR, DETECT, RESPOND

Incident management during the Use and Distribution phase demands rapid detection
and response mechanisms that prevent sensitive data exposure in the event of
breaches or misconfigurations.

How Zscaler Helps:

Unified Security Monitoring: Zscaler enables real-time visibility into suspicious

activities, including unauthorized data access, unusual sharing patterns, and abnormal
file movements across networks.
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 Workflow Automation for Rapid Responses: Zscaler’s platform integrates
automated incident workflows to accelerate detection, containment, and
remediation of data-related breaches.

* SIEM and SOAR Integration: Zscaler seamlessly connects with leading SIEM and
SOAR solutions and ticketing platforms like ServiceNow or Jira centralizing the
flow of event data to streamline investigations and automate responses at scale.

CLOUD SECURITY

Misconfigured accounts and excessive permissions in popular apps like SharePoint
or cloud storage solutions are gateways for breaches. Regular audit of permissions,
configurations, closing oversharing loops, and monitoring of risks from third—party
apps linked to your SaaS and laaS platforms can greatly help in preventing supply
chain attacks Or an adversary exploiting any sort of misconfiguration

How Zscaler Helps:

e 3rd party SaaS Supply Chain Security: Zscaler helps identify all third—party
apps connected to corporate SaaS applications, creating a comprehensive
inventory of apps, extensions, and add-ons. It evaluates the risk associated
with each app based on factors like permissions, user impact, and potential
security vulnerabilities. It allows organizations to set policies and controls to
manage access to these apps, potentially revoking access for dormant or
over-privileged apps

- SSPM (Saa$S Security Posture Management): Continuously detects and
remediates misconfigurations in SaaS applications, securing sensitive data at scale

- DSPM (Data Security Posture Management): Enables visibility into sensitive data
storage locations across distributed systems while proactively identifying risks tied
to compliance violations.

Conclusion

The increasing complexity of global privacy regulations, such as GDPR, CCPA/
CPRA, HIPAA, and DPDP, has made the implementation of security measures more
critical than ever before. These laws demand organizations align their operations

with stringent standards for protecting sensitive data, enforcing access controls,
monitoring data flow, ensuring compliance, and responding to incidents effectively.
However, with sensitive data becoming more distributed across hybrid environments,
multi-cloud ecosystems, SaaS applications, endpoints, and external collaborations,
achieving compliance while maintaining operational efficacy is a significant challenge.
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Zscaler emerges as a transformative partner in tackling these challenges. By
leveraging its cloud—native Data Protection Suite, Zscaler enables organizations to
address critical aspects of security and compliance across all phases of the data
lifecycle with unmatched efficiency and scale. Its ecosystem includes tools such as
Web DLP, Endpoint DLP, Email DLP, CASB, SSPM, DSPM, Gen Al and Workflow
Automation—all working in unison to deliver robust protection, proactive risk
mitigation, and real-time governance visibility. Zscaler’s advanced capabilities,
including full SSL inspection, Zero Trust Network Access (ZTNA), and seamless
integration with SIEM/SOAR platforms, protect sensitive data with comprehensive

security across complex ecosystems.

By embedding Zscaler’s robust data protection tools into operational workflows,
organizations can achieve real-time security without compromising on performance,
scalability, or business innovation. They can build a proactive, risk—-based security
program that not only satisfies global regulators but also builds lasting trust with
customers in a world that, more than ever, values privacy.
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