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Zscaler Certification supports cyber professionals of all experience  
levels in their career journeys by validating knowledge, skills,  
and abilities related to the Zscaler platform.			 

Take a look at what we offer.

Experience 
Level

Associate Level

Suitable for all learners

Professional Level

•	 Minimum of 5 years working 
in both IT networks and 
cybersecurity.

•	 Minimum of 3-6 months 
experience with the  
Zscaler platform.

Professional Level

Minimum of 12+ months 
experience with the  
Zscaler platform.

Professional Level

Minimum of 12+ months 
experience with the  
Zscaler platform.

Skills  
Required
Recommended 
before starting 
coursework.

Basic knowledge of networking 
and security concepts

•	 Ability to professionally  
operate, and troubleshoot the 
Zscaler platform.

•	 Ability to adapt legacy 
on-premises technologies 
and legacy hub-and-spoke 
network designs to modern 
cloud architectures.

•	 Working knowledge and 
experience working with 
networking and security 
concepts such as routing, 
switching, firewalls, VPNs, 
DNS, proxies, operating 
systems, common  
protocols, etc.

•	 Working knowledge of  
ZIA, ZPA, ZDX.

•	 Ability to professionally 
design, implement, operate, 
and troubleshoot the  
Zscaler platform.

•	 Ability to adapt legacy 
on-premises technologies 
and legacy hub-and-spoke 
network designs to modern 
cloud architectures

Exam  
Description

This exam will certify that a 
beginner network and security 
candidate understands the 
necessity of shifting from 
a legacy network to a Zero 
Trust architecture for digital 
transformation. Candidates will 
demonstrate understanding of 
the background and importance 
of the three Zero Trust 
architecture sections.

This exam will certify that the 
successful network and security 
candidate has the foundational 
knowledge and practical 
skills needed to configure 
and administer Zscaler’s Zero 
Trust Exchange platform for 
secure and efficient traffic 
management in a  
Zero Trust environment.

This exam will certify that the 
successful network and security 
professional has the advanced 
knowledge and practical skills 
needed to configure, manage, 
and optimize the ZTNA 
platform for secure and efficient 
traffic management in a  
Zero Trust environment.

This exam will certify that the 
successful network and security 
professional has the advanced 
knowledge and hands- on 
skills needed to design, install, 
configure, maintain, and 
troubleshoot Zscaler Digital 
Experience implementations.

Suggested 
Exam Prep 
Resources

Zero Trust Cyber Associate 
(ZTCA) eLearning

•	 Exam Blueprint
•	 ZDTA Study Guide
•	 Zscaler for Users - 

Administrator (EDU-200) 
eLearning

•	 D9Zscaler for Users - 
Administrator (EDU-200) 
Hands-On Lab

•	 Exam Blueprint
•	 ZDTE Study Guide
•	 Zscaler for Users - Engineer 

(EDU-202) eLearning
•	 Zscaler for Users - Engineer 

(EDU-202) Hands-On Lab

•	 Exam Blueprint
•	 ZDXA Study Guide
•	 Zscaler Digital Experience 

Operationalization (EDU-310) 
eLearning

•	 Zscaler Digital Experience 
Operationalization (EDU-310) 
Hands-On Lab

Exam  
Details

•	 75 multiple-choice questions
•	 120 minutes
•	 Languages: English

•	 60 multiple- 
choice questions

•	 90 minutes
•	 Languages: English  

and Japanese

•	 60 multiple- 
choice questions

•	 90 minutes
•	 Languages: English  

and Japanese

•	 60 multiple- 
choice questions

•	 90 minutes
•	 Languages: English

Exam  
Delivery

Online Unproctored Exam •	 In-Person at a Pearson  
VUE Test Center

•	 Online proctored  
with OnVUE

•	 In-Person at a Pearson  
VUE Test Center

•	 Online proctored  
with OnVUE

•	 In-Person at a Pearson  
VUE Test Center

•	 Online proctored  
with OnVUE

Credential Credly digital badge and 
certificate of completion

Credly digital badge  
and certification

Credly digital badge  
and certification

Credly digital badge  
and certification

Zscaler Digital Experience  
Administrator (ZDXA)

Zscaler Digital Transformation 
Engineer (ZDTE)

Zscaler Digital Transformation 
Administrator (ZDTA)

Zero Trust Cyber  
Associate (ZTCA)


