Zscaler Inline DLP at a Glance

Zscaler Inline DLP

Cut Costs & Simplify

Reduce point products with cloud-
delivered protection across all inline
loss channels

A Unified Approach to DLP
and Data Security

Securing data today requires a unified
approach that delivers fast, consistent
protection for users and data —
wherever they are.

Zscaler DLP is an enterprise data loss
prevention solution natively integrated into
the world’s largest inline security cloud.

With comprehensive protection across inline
data channels and a streamlined agent that
improves the user experience, organizations
can reduce risk, cost, and complexity.
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High-Performance Proxy

Get unlimited SSL inspection and
scalable inspection across
all ports and protocols

Web & GenAl DLP

Find Risky Shadow Al & IT
Block Data Loss in Real-time
Enforce Cloud App Control

Al Classification

Reduce Device Agents

Reduce agents on the endpoint
while extending consistent data
protection

Zscaler
Unified DLP

Endpoint DLP

Extend DLP Policies into Endpoint
Streamlined & Unified Agent
Secure USB, Print, Share & More

o] [ |
C > ) C )
Managed Unmanaged
Device BYOD

&> zscaler

AT-A-GLANCE

Adaptive & Agentic Workflows

Respond faster to incidents
with automated workflows that
streamline data security operations

Email DLP

Extend DLP Policies into Email
Control Content & Attachments
Cloud or OnPrem

Workflow Automation

Streamlined Operations

Browser DLP

Secure In-Browser data
Secure BYOD without Agent
Install as Cloud, Extension or Enterprise
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Prevent inline data loss in real-time

When users access the internet and its risky destinations, it is a threat
to enterprise data. Legacy appliances can't follow users off— network or
secure their web traffic.

Zscaler is a cloud—-native platform that scales to inspect all traffic,
everywhere. A single DLP policy protects data across web, SaaS and

private apps, along with advanced classification like EDM, IDM and OCR.

Gen Al Security

Data drives the power of Al tools, but without proper safeguards, it
can expose organizations to significant risks, including data loss and
unauthorized access.

Zscaler GenAl Security provides a proactive solution to identify Shadow
Al and implement robust guardrails for secure data interactions.

Its interactive dashboard offers clear visibility into Shadow Al app
exposure across users and data, revealing usage patterns with prompt-
level insights, prompt categorization, and inline DLP controls. These
features work together to prevent sensitive data loss and ensure safer
Al-driven operations.

Zscaler Inline DLP at a Glance

Zero Trust
Exchange

Public cloud

0 ¢

i

ChatGPT

Shadow Al, Prompt
Visibility, Prompt DLP

Zero Trust
Exchange

A

o
Qe

Secure Prompt Data

©2026 Zscaler, Inc. All rights reserved.




Secure endpoint data

Data in use on endpoints can be easily lost across multiple channels.

From removable media, to printing to network shares, users often expose
sensitive data to unnecessary risks or maliciously exfiltrate data when
leaving for another company.

With Endpoint DLP, organizations can enforce consistent DLP policy
across endpoints to ensure sensitive data remains protected. Control USB
drives, bluetooth, printing or network shares with always-on

DLP protection.

Email DLP via smarthost

Email is one of the most common channels for data loss. Users can
easily forward sensitive data out of the organization or to personal
email accounts.

With Zscaler Email DLP, security administrators get a powerfully
simple way to insert DLP inspection into their email architecture.
Implemented as a Smarthost, Zscaler can be added as the next hop
after your email service via SMTP relay. Enforce DLP inspection and
actions like blocking, encrypt and quarantine, all with minimal changes
to your Email or MTA settings.
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Secure BYOD Data with Browser DLP .

Unmanaged devices—such as BYOD endpoints and third—party
contractor devices—often require legitimate access to company data.
But how can you ensure sensitive data stays secure across devices you
don't fully manage?

With Zscaler Zero Trust Browser, data security teams get flexible controls
to secure data and keep it contained within the browser, including
downloads, clipboard activity, screenshots, and more. Choose from

three deployment options: Browser Isolation, Browser Extension, or the
purpose-built Zscaler Chromium Browser.
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Control Uploads & Download

Block Sensitive Data Printing

Secure Prompts & Files to GenAl
Watermark pages for user traceability
Block Screen Shots

Control Clip Board Data

See Data Protection at a Glance to learn more detailed infor ation about
Zscaler Data Protection, including complete bundling options.

About Zscaler

Zscaler (NASDAQ: ZS) accelerates digital transformation so customers can be more agile, efficient, resilient, and secure. The Zscaler Zero Trust
Exchange™ platform protects thousands of customers from cyberattacks and data loss by securely connecting users, devices, and applications
in any location. Distributed across more than 150 data centers globally, the SSE-based Zero Trust Exchange™ is the world’s largest in-line cloud
security platform. Learn more at zscaler.com or follow us on X @zscaler.
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Act Fast.
Stay Secure.



https://www.zscaler.com/resources/data-sheets/zscaler-data-protection-benefits.pdf


