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CYBERSECURITY: ⹦稤䏔⚡وشطتסח7ס״גס
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♿哅ס⹦稤䏔؅ⳉ׾״ն䏘30ע䇗♓┕ס磬꽦؅䧏ס٤ٚطيח♿哅䤗软䇠
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عؚٜؗظ٬G٬غش٥ؔؕظ
ւؔطٖٛ؞ج٭فؕئ: ⹦稤䏔⚡وشطتסח7ס״גסփא׆ֹ׻׫նؔطٖٛ؞ج٭فؕئ
ն׌ױ䓙ַמ剚⩞؅כ׆׾׀ך☭磆ׇיַחמ䙫紶סא׾ֽׄמ梪㗞ٜذةظסյ☪仼כ槡┩ס
熖עյؔطٖٛ؞ج٭فؕئյؔطن٭جյؔطٖٛ؞جյ٭بفؕٚو䄫㕙מ攐⴫ز٤يג׊
CEO⩕סյFireEyeյMcAfeeյDocumentum׽ֵךⰨ哅縖⪵CEOסNightDragonٜذمٔ؞٭ٔ
ס㎁㳃㱦⪒⟊꤃꧅妳鵟⟓钍ゖ㡦⿦⚡NSTACסյ頻礴ꯛגױն׌ךعؚٜؗظ٬هؕظ׾ֵך
ն׌ױ׽ֵ׵ךⰜ㡦⿦Ꝏס钍ゖ㡦⿦⚡CSACؔطٖٛ؞ج٭فؕئյCISA׽ֵך٭ف٤ْ

熖ע磬꽦雛㳪׽ֵך٭ر٭٬ٛؔطٖٛ؞ج٭فؕئםյ磝笝յ䷓䈡յꄆ釐ٜؕذةظֿٚن٤
鞲榤ס㱦⪒؅澬⟊׽גֵמ׾׌泡ꪫ׾׌鐐갭؅岐ׂ杼鉮׾׌䏔⿦׌ױ׽ֵ׵ךն儖傴עךյؓ٤
邾ꥭסؔطٖٛ؞ج٭فؕئյי׊כ٭ف٤ْ⚡⹦稤䏔גױյי׊כյ㲔ⳉ㳃ֿتّٜىכؔظ
י׊僗⪧㵠ꝛ湳閁؅כ湳閁ג׀榟ס׼յ䏘מ״ג׾׌⹦稤䏔؅䶹䭤ס☽ׂ׹י䥁ׄ׽⮉ꯛ㓊؅ם
ױַי؅䐂❪냕ַ鍐עךꄇ⮆סؔطٖٛ؞ج٭فؕئ׵تّٜىכؔظ喋յؓ٤⺱כն熖׌ױַ
ն׌

鲣䇗յםױ׉ױ׈哅槡ס磝笝؅嘅氳٭فؕئג׊כ䷍䱡ֿ䓦㘃׌ױַי׊նׂ׻湳ذ٭ظג׿׼
庀孋◄♭ؘّؓؗئ٤ٚ׼־䷍䱡ךױյע♭◄ס׼׿׆յ䍚㍾ؔطٖٛ؞ج٭فؕئם㵚瓀סꄆ
釐䓪؅宯׀䎻׌ױַי׊מ׽ն儖傴עךյ٭فؕئ䷍䱡ס㲔❆סאכ磵儕؅䫒׽յ鶟⴫׾׌耕㣚
ն׌ױ׊❠嬼㴔؅䬠ם鞕ꄆ׾׌꞊מꡔ䐒䡵樋ם䫑榫⺎耆׷敯媲ס

䈋乃
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僃냕ٝסٜي泃涍嚀꞊׾ֵך⹦稤䏔⚡ע٭ف٤ْסյ磝笝⫂ךⲖ冽氳؅ؔطٖٛ؞ج٭فؕئם
㲔杯ך┕׾׌哕י״ꄆ釐ם䏔Ⱏ؅冽׌ױ׊גն⹦稤䏔⚡ע٭ف٤ْסյؔطٖٛ؞ج٭فؕئ亠
ꄠס閱鑜׷䙫䓙婊㲊מتجٞو犉哕氳מ꞊┙ךכ׆׾׌յ磝笝ؙٛةٝכؔطٖٛ؞ج׾ֽׄמ
׀ךֿכ׆׾؅丝ֻ⤓嶖ס僃ャס״ג׾׌؅鬭峎ؠتٛ٭فؕئ׾׌յ㘃頻׊綗䜉؅澬玮סت٤
ئם犉哕氳ך䇶ַ疗㍱׽׻ס⫁յ哅槡ׂםךׄד⫁յ磝笝ֿ٭ف٤ْס⚡յ⹦稤䏔עն儖傴׌ױ
նֹ׺׊ך׾םכ׬׾׊鷹ס״ג׾םמ䫟鶟縖ؔطٖٛ؞ج٭فؕ

熖؅ؓٛٔ؞סךױ׿׆ע鵟י׋յ⛰ⶉ♭ס׫ع٤ظب٤ؕס׵㵚䑴孨Ⳃ؅䧗䭙ך╈׾׌յؕئ
յ׼־磬꽦םֹ׻ס׆նג׊ױ׀י׊מ׽ג䎎ס䏅ꮶ؅泘ם㙗巶氳׾ֻ┙מ磝笝׷☔䱡ֿ⠕䷍٭ف
熖עյ⹦稤䏔⚡ס☽סא׷磬ㅀ䇠鼧מ㵚י׊յמؔطٖٛ؞ج٭فؕئ꞊׾׌禆禈氳ם䷷罫כ゛
氦ס䑒釐䓪؅䍚ׂ䚉׌ױַי׋ն

ւؔطٖٛ؞ج٭فؕئ: ⹦稤䏔⚡وشطتסח7ס״גסփֿյ磝笝ؔطٖٛ؞ج٭فؕئס㵚
瓀؅䍚⴫׾׌כֹ׻׊⹦稤䏔⚡ْיזכמ٭ف٤鞕ꄆ؅כ׆׾םכت٭خٛם갾׌ױַיזն⪦
ն־؆׎ױ׽ֵעךֹ׻⭳מ亸גׄ⺸מ儔全סٜذةظם⪑㱦׽׻յמ

عؚٜؗظ٬G٬غش٥ؔؕظ
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٘بشِיזכמ哅♿סי׬׌յ׍㕙٬ꪜ┕㕙؅ゖ؂┕׷頻㵸סյ釨嘗עؔطٖٛ؞ج٭فؕئ
׈閾⟊מ⮆յ磝笝ֿⶇעמ⚡յ⹦稤䏔׽ֵך釐碛ם䑒釐┘⺎埝מ哅ⳉ鷈车ٜ؜ؔطٛؠ٤٬
䣆ס׽ס鷹ס㚺ꪵؔطٖٛ؞جյע䡘չך׆אն׌ױ׽ֵֿ♳⹨鋔縖鞊׾׌錞⟊؅כ׆׾ַי׿
䌕ֹ׻׾םכ׀յٛؠت畘杼סؔطٖٛ؞ج٭فؕئס״גס╚釐؅ؠشمع禿糵ג׊յ⹦稤䏔
նג׊ױ׊؅啶疣تجٞو׾׻מوشطتסח7׾׌➟꞊מ⚡
⹦稤䏔⚡ס┉⿦סגםֵסי׊כ䏔Ⱏעյؙؠتٛثؕٚو٭ذ٤ׂםךׄדؠتٛ٭فؕئյ
◄哅ٛؠتյ⟓榫ٛؠتյ䄫㕙ٛ׳⻠׵לםؠت؅泃涍׌ױ׽ֵמכ׆׾׌նؠتٛ٭فؕئ
؅畘杼עמ׾׌յ׏ם磝笝ֿ٭فؕئ䷍䱡ס⷇ꣅמ依־ס׾׿׈յ㓹儖氳ם釐㍔؅杼鉮׾׌䑒釐
ն׌ױ׽ֵֿ

嫎釨⯆յ䤗软氳ם鐐갭յ磝笝乃⴫յع٭قتؾةل
泡מؠتٛ٭فؕئסյ磝笝ֿי׬׌סوشب٭ػ
䫘䏅ꮶ׌ױ׊ն儖傴עךյ磝笝؅ؠتٛ٭فؕئס
鍐❫յ畘杼յ䷉ャ׾׌꤀מ縒䜡׀׬׌喋չם釐碛؅
ⴍ䦮氳מ⹦ג׊ױׅ┕׽ն

ס畘杼ؠتٛעךױ׿׆յעؔطٖٛ؞ج٭فؕئ
┉釐碛מ鷨ׁ׎ױ׿׊׵־גז־ם؆ֿյ氦榟ס澬
曍כ䏅ꮶס頻ס׈׀┸ꪫךյꄆ釐ؠ٤ٚמؠتٛם
ך㕙䢥׾׹׼ֵע䱡䷍٭فؕئն׌ױַי׊وشؓ
氦榟ׂםךׄדגזםמֹ׻׾׌յ頻ם׀겧鍐逇㲹
ն׌ױַי׊׼ג׵ꄋꊤ氳䮇㜊؅ם⯍ⱶֻյ岐מ

ր☔؅꽯עס׌յ
׆ג׿׈꽯מך׌
׻׾׎׈؅硯䐂כ
ցד癨ⶡ׽

٬ؠ٭ُ
٤ؙؕؖع

מ״׋ע
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⹦稤䏔סャ畘嫰䙫紶ⳉ

Caremark1⮭婊עյCaremark׿ף⽛׵כ٤ٛعؠغյ♿哅ؠتٛכت٤ؓؕٚو٤ؤס畘杼ס

泃涍מ꞊׾׌⚡炘⹦稤䏔ס鞊♳؅㲊ג״嫎氳㓹嶖׌ךն⺱⮭婊עյ⹦稤䏔מ㵚׊յ嫎׷釨⯆ס鹖

㱤؅泃涍׊յ㵚⭚ס״ג׾׌⫂鼧礴⯆צ׻ֽّطتب㕔⼔ס☼磝؅ײ澬玮׊յ禴䧏؅כ׆׾׌姲

ն׌ױַי״

յ(1)⹦稤׽ֽי׊⹕銧יַחמ靷ֹ紶ⳉיַֽמ泃涍⮆ꄇסؠتٛ٭فؕئյ⹦稤䏔ע嫎䏱ס׆

䏔⚡ֿ٭فؕئ畘杼סّطتب㵵⪌؅ր㱭⪒מ䓝גזց־ֹל־յ(2)עגױ⹦稤䏔⚡ֿ䙫閁氳

׾׌了⮭؅־ֹל־גז鷈车؅䓝ס♳鞊סך⫁ّطتبסא׷㵚䑴ס׫⠮⩚ס⷇ꣅמ䙫䷚עגױ

ն׌ױ׀ךֿכ׆

⹦稤䏔⚡ס┘⛼憡מCaremark嫎؅鸵榫׾׌כֹ׻׊僃鲣ס鍱עײ⻖㲊ֿג׊ױ׿׈յע׿׆㚺

鵀伺䓪׾׌꞊מؔطٖٛ؞ج٭فؕئ٭ب٤ًٝؓت٤ٚع٭فؕئն؆׎ױ׿׊׵־׾؂

׵ם槡氳頻釨嘗┩עמյ侇׊䏅ꮶֿ㘃頻סع٤ظب٤ؕ٭فؕئյ׽םׂ׊⸬ֿ⯆嫎釨׾׌꞊מ

ն׌ױַיזױ냕ע؅靷ֹ⺎耆䓪♳⹦稤䏔⚡ֿ鞊מյ㵧全氳״ג׾ַיזםכס

:׌ױ׀ךֿכ׆׾׌❪鍐ךꯛ㓊סח3עؠتٛ٭فؕئ

• 磝笝ֿ錉㳊ؠتٛ׾׀ךꄈ錉㳊⺎耆ם䮇㜊סꄈ

• ꄈؠتٛ׾׀ך鬇㪥מ瑬└縖יז׻מꣅ⟊٭فؕئ

• ꄈؠتٛ׾䐂׊鬭峎יז׻מ䤷鞲ס׫לםء٤ؼ٭ٝع׷䤗软ؔطٖٛ؞ج٭فؕئ

儖傴ؠتٛמ╚ע鬭峎׾ֽׄמ⹦稤䏔⚡ס䏔Ⱏמ扥憠؅䎎ֿ׌ױַייյ⹦稤䏔⚡ס┉⿦ֵך
ג䏔Ⱏ؅冽םꄆ釐ך┕׾׌鬇㪥䡵樋؅瓀㲊ؠتյٛ׊ꄈ؅婊㲊ס䮇㜊םյ錉㳊⺎耆׵גםֵ׾
ն׌ױ׊

1  1996年の米国デラウェア州裁判所での画期的な事例として、チャンセリー裁判所によって判
示されたケアマーク事例の判決は、取締役会の監視活動義務を明確にした。

8
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٭فؕئ
ؠتٛ

9

錉㳊׾׀ך
ؠتٛ

鬭峎סؠتٛ

סؠتٛ
鬇㪥
⟊٭فؕئ٬❆) )ꣅ

㍲01מؠتٛ٭فؕئ㵚
䡵樋氳עמ꤀յ磝笝׾׌⭚
ն׾٤ֵֿ٘بو؛

☪仼յ⹦稤䏔עյ舅磝笝ؔطٖٛ؞ج٭فؕئכؠتٛ٭فؕئס㵚瓀ס杯敯מ꞊׾׌湳閁כ杼
鉮؅岐״յ磬ㅀꢛֿ车Ⳃ؅颯ֹ׻׌׆犉哕氳׾ׄ־׀⥸מ䑒釐ֵֿ׌ױ׽ն

䡘չךױ׆׆י׊מֹ׻סלע全־סג
䗯㕔䤗软յי׊א磝笝ֿ琂◁ⱱ؅禴䧏؅׿אמ״ג׾׌⮵榫׾׌䑒釐䓪עյ侇♏מ׵ככ邾ꥭ׈

؅㘃׌ױַי׊ն׵ؔطٖٛ؞ج٭فؕئ⺱喋מյ䏼哅⿦յؓ٤٘ب٭آٛوյֿذ٭ظ⮆丆׊

٤ؔط٭ٖم٤ؤ٬٭ا٭ٗغնؙ٤׌ױַיזםמ邾ꥭ׽׻յך╈׾״閾؅鴑ַ姲⟊ס哅♿ג

յٜ٭ؚؗؓؕؒنס״ג׾׌閾⟊յ鞲榤؅ֿ٭ةٞؿؠطסלם٭ذ٤جذ٭ظյغؗٚؠյء

նג׊ױ׽םמֹ׻׾םכ扥憠ם釐╚מ⪧כ٤ة䮇㜊ꡔ塛ؙ٤ذ٭ظյ٭ف٭ئب؞ٞو

׌ꄆ釐䓪؅㘃׌ױ׌ױյַֹכ鞊♳縖CISOؔطٖٛ؞جյ僃냕䗯㕔׽׻מ鶟㷣םֹ׻ס׆

䧗㵵氳䏔Ⱏֿ氧㕙ג׊ױ׊նCISOס僃磙氳ם鞊♳עյ磝笝ס☔免յؘؗغ٭ـ٬ذ٭ٖم٤ؤ

ؓյؘؓؗعنخյ䗯㕔鞲榤؅⟊閾׊յَٛ؅٭ب錃㲊׌ךכ׆׾׌նؔطٖٛ؞جמֹ׻ס׆

םמֹ׻׾׿׈ꦕ׽⮉׼־⚡磬ㅀꢛյ⹦稤䏔ס☽סא׷IT鼧ꝛע䏔ⰟסյCISOךכ׆׾׌攐⴫מ

նג׊ױ׽

מ״׋ע



2007䇗♓꡸յסغؗٚؠ氧㕙ס٭ةٞؿؠطמ׵ככ鶟⴫עت٭ًסⱶ鵭ג׊ױ׊ն䄫㕙ؘؓب
յAmazon׼־٭ذ٤جذ٭ظס⫁炘מյ䏸չע⩝䤷鞲סعشآ٭ُ׷ Web ServicesAWSյ
Google Cloud PlatformGCPյMicrosoftסAzureגזַכIaaSInfrastructure as a
Serviceכ׫٭ر٤ي燯ג׊ױ׀ַיזնכ׿א⺱侇מյMicrosoftյGoogleյSalesforceյ
WorkdayյZoomסלם♿哅ֿSaaSSoftware as a Service؅تل٭ئסךّ٭ؚنعشٚو
䬠❠׊㡎ג׊ױ״ն

❫劲յ䄫㕙䤷⪌סךױ侇ꝴյꝧ氦縖ס榟榤䓪յי׊א䄈頻ء٤ؔط٭ٖم٤ؤם耆ⱱ؅孨榫׀ך
琂◁⨣⛣䓪؅סך䄫㕙עյ♿哅׽׻מ׿׆նג׊ױ׽םכⳂⱱ⸊ס僃頻ס䫑榫غؗٚؠֿכ׆׾
暠䐂ֿג׊ױ׊յסא磵冽յעذ٭ظյ٭ذ٤جذ٭ظյIaaS/SaaSؕفٞو٤٬٘ب٭ٖٛخ
նג׊ױ׽םמכ׆׾׌丆⮆מ㕙䢥ם㏐杼氳סյ邾丗٭ر

յ״גַם׼םף׿ׄם׿׈閾⟊׵יזֵמ׆לעذ٭ظյע׼־鈝憠סؔطٖٛ؞ج٭فؕئ
յעّ٭ؚنعشٚو׷تل٭ئغؗٚؠסյ㛡ׂגױն׌ױ׽םכؠت磝笝氳ٛם׀頻ע׿׆
زؠط؞٭٬ؓؠ٭٠عشؾסն䏼全׌ױ׽םכ䑒釐׵㲔车סאյ׽ֽיֻ⤓僗嚀耆؅⪧ذ٭ظ
ⶇמס׾׌؅畘杼ؠتٛ٭فؕئך槡┩םג二ס׆յע٭ٔزؠط؞٭٬ؓؔطٖٛ؞ج׷٭ٔ
նג׊ך؆׎ױַי׊鶟⴫ך׈鵭ם⮆

ױ׽םכ鎇갭ם׀յ頻׽םמ⪛׵♭⛰䗯㕔庀孋ֿ׷㲹➇׾׌颯㍔מ鶟塥ס䤗软ַ׊磵冽յ二סא
䍚ס׫յ♿哅לם2׾׿׈٤妣ֿ颯錎فٛئ٬نج٘ة׾ֵךCISOסյ⩕Uberעמ╈סאնג׊
⯆䩠削3׌ױ׽ֵ׵ס׵גזֿםחמ նSEC׾׻מ⺱喋סⳂע׀յ2020䇗ס䗯㕔庀ַֻ◄♭䏲յ
SolarWindsסCISOמ㵚׵י׊车4׌ױַי׿؂ն☪仼յ邾ꥭؔطٖٛ؞جםゖ갭מ㵚׾׌嫎氳鞊
յ2023䇗7僖յעնSEC׌ױַיֻ┙㱦؅┘כⳂ䭰ם׀頻מ⚡⹦稤䏔׷CISOמյ哅槡⪒⛮յ攐ע♳
նג׊ױ׊┖逮㲊؅׾׌釨㲊מ؅塜䌋כ׆׾׿׼״姲מ⾒㕙ג׊㲹ֿ氦榟➇٭فؕئ

2 2016䇗מUber Technologies炘ך氦榟׾׻מء٤؞شـג׊䗯㕔庀孋יַחמյ䎎侇僃냕ؔطٖٛ؞ج鞊♳縖ך
նג׿׼׋⽜䶹䣕ַֿסٜغ┒糏ꄋ5כ閾鈝㴔僿ꝴ⟊סյ3䇗ꝴ׊٤妣ֿ䗯㕔꤉襞؅䧗炐فٛئ٬نج٘ةגזֵ

3 (2023, May 5). Uber˖s Ex-Security Chief Leaves Court With No Jail  for Covering Up Massive Hack. Gizmodo. 
https://gizmodo.com/uber-security-joe-sullivan-sentenced-prison-data-breach-1850403347

4 SECעյSolarWinds炘כ僃냕䗯㕔ؔطٖٛ؞ج鞊♳縖 ؔطٖٛ؞ج٭فؕئס٤妣؅յ仴湳ؗٚه٬G٬٭بٓؔط
նג׊氦⼔ך⤓┘ס⯆鼧礴⫁צ׻鍆堈车憡ֽ׾׌꞊鵽מ䓪ׂ׶׋ַ׏耗䍏כؠتٛ
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SEC٭فؕئ׾׻מ䗯㕔ꝧ炐釨⯞

2023䇗7僖26仼յSECמؔطٖٛ؞ج٭فؕئע꞊׾׌逮㲊5׊┖؅յ⪜ꝧ♿哅מ㵚ס┖♓י׊⫂
㳊؅紶ⳉ築ׄג׊ױ燯车僿ꝴ䏲

• ꄆ釐כ⮭了מع٤ظب٬ؕ٤ؔطٖٛ؞ج٭فؕئג׿׈꞊׾׌䗯㕔ꝧ炐
• 鐄伺סיַחמ⣐ꪫםꄆ釐׾׌꞊מ䓪韬յ疗㍱յ侇僿סع٤ظب٤ؕ
• ⚡炘׾ֻ┙מꄆ頻ם䏅ꮶյסאעגױ⺎耆䓪׾ֵסꄆ頻ם䏅ꮶסꝧ炐

־י׊哅ֿ⮭了♿כ׾ֵךס׵םꄆ頻ֿع٤ظب٬ؕ٤ؔطٖٛ؞ج٭فؕئג׊յ氦榟ע׿׆
ֵֿؠتٛם㲔韬氳׾׌㵚מ⪑㱦ס⪧⪛עגױյ㎁㳃㱦⪒⟊꤃ֿ׌ױ׽םכ4ㅀ哅仼䏲ֿ僿꡾׼
ն׌ױ׿׈婊㲊יז׻מ眦㎁⺚嫎Ꝏ㲆ע׿׆ն׌ך耆⺎ֿכ׆׾׌僿꡾؅䋝僿ע⾒㕙׾
ⱶֻיյס׆逮㲊עךյꄆ頻סؠتٛ٭فؕئם鍐❫כ畘杼מ鞊♳؅䧏ח
♿哅磬ㅀꢛס꞊鵽ג׊㵠ꝛ湳閁סꝧ炐؅釐姲׌ױַי׊նמ׼׈յס׆釨⯞
ؔطٖٛ؞ج٭فؕئםյꄆ頻עך ס״ג׾׌؅鍐❫յ攐㲊յ畘杼ؠتٛ
♿哅יַחמتجٞوסյ磬ㅀꢛס䏔Ⱏכ⹦稤䏔⚡׾׻מ泃涍ס┸亠؅
ն׌ױַי׊ꝧ炐؅釐姲ם㲊僿氳׳⻠

䑒釐䓪յס杼鉮׾׌㵚מ⭳꨽ס׫ؠتٛ 䤷鞲ס䤰瓀瓀յ㱭▼עٜ٭آتّؕذסךױյ⹦稤䏔⚡
٭فؕئյעך⚡⹦稤䏔ס鼧┉ם鶟氳⩝מ㵚瓀٭فؕئն׌ױַיזםכؠشمع䑒ꯄס閱갭ס
畘ؠتٛם䇶疗׽׻յ׷ؠتٛ٭فؕئյ׽ֽיזםמֹ׻׾׿车؂מ塜䌋׽׻泃涍ֿסؠتٛ
杼מ攐⴫ג׊㵠ꝛס泃削㡦⿦⚡؅ت٭ؚنؠتذ׷錃糋׾׌♿哅׌ױ׽ֵ׵նס׼׿׆㡦⿦⚡מ
٤ْ⚡⹦稤䏔׾׌㵠ꝛ湳閁؅僗סؔطٖٛ؞ج٭فؕئעגױ畘杼յؠتյٛ٭ةٞؿؠطյע
յ׿ױ⻠ֿ٭اؕفغ㛙鼧ؓסלם嫎䏱㵠ꝛ㳃׷ع٤ذٜئ٤ؤ٬ؔطٖٛ؞ج٭فؕئյ׷٭ف
ն׌ױ׽ֵ׵⾒㕙׾׌؅䥵䎎❪䡗捘䈱鍐סتجٞو

5  SEC (2023, July 26). Securities and Exchange Commission, Cybersecurity Risk Management, Strategy, 
Governance, and Incident Disclosure, Final Rule. https://www.sec.gov/files/rules/final/2023/33-11216.pdf

מ״׋ע
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㍲02⹦稤䏔⚡כ磬ㅀ䇠鼧ס嚀耆氳꞊➟

׌מֹ׻סלעמ״ג׾׎׈畘杼؅䡗Ⱶؠتٛ٭فؕئסյ磝笝ך┕גֻױ羜俌؅馐םֹ׻ס׆
׈鬭峎ֿ㲔錞ؠتٛג׿⨣յׄ⮆מوشطتסח璻ֻ؅7סאյעךն儖傴־ֹ׺׊ךַ׻ף׿
٬عتٚعٞحն׌ױ׊鐄伺ׂ׊鎋יַחמ僗僶䓪ס٭ٔزؠط؞٭٬ؓعتٚعٞح׾ַי׿
ն׌ױ׊峎⯡؅عتؤյ䤗软׎׈┕⺸؅ؔطٛلا٭ⱶֻյٗמ鬭峎ؠتٛע٭ٔزؠط؞٭ؓ

CISOסכ䏔Ⱏ⮆䥵؅ت٤ٚفס⹦״ג׾յ磝笝עיז׻מյ؅٭بَٛؔطٖٛ؞ج䥵䎎׾׌僃
냕ٛؠت鞊♳縖CROֿ㰆㏇׌ױ׽ֵ׵כ׆׾׌նCRO עגױ CISO ؞ج٭فؕئյע䏔Ⱏס
䏔绷CISOם⮯攐ס⫁յ炘ע٭ف٤ْס⚡ն⹦稤䏔׌ךכ׆׾׌؅产车٭ب٬َٛؔطٖٛ ׷
CROלםמյ磝笝⫂鼧כ٤ؕٚع٭َٝס⹦稤䏔⚡㡦⿦⚡׫泡鵟٤؅ؕٚع٭َٝס澬⟊׾׌
鞊♳؅靷ַ׌ױն鵟䅻յCISO/CROע㍋ⶐ僿ׇמכ泃削㡦⿦⚡מ僃二䗯㕔؅䬠❠׊յCIOע䇗1㍑յ
⹦稤䏔⚡⪒⛮מ僃二䗯㕔؅䬠❠׌ױ׊ն

כ䣆Ⲃׄס畘杼ؠتٛ٭فؕئ׵嫎ⳉ鼧ꝛت٤ؓؕٚو٤ؤ׷鼧泃削鼧ꝛ⫁סյ磝笝מ׼׈
؅澬鏀כ׆׾ַי׊؅鹖㱤♭釐ס⯆釨׷嫎䏱ס꞊鵽٭فؕئյ⚡炘ֿע鼧ꝛס׼׿׆ն׌ױ׽ם
ն׌ױ׀ךֿכ׆׾׌䍏憠؅攐㲊׷ؠتٛ׾ֽׄמ⯆鼧礴⫁סյ⚡炘׊

僃냕磬ㅀ鞊♳縖⹦稤䏔⚡

泃削㡦⿦⚡
䇗域ؓع٭ظوش

僃냕䗯㕔ٖٛ؞ج
鞊♳縖ؔط

㍋ⶐ僿ׇסכ
ع٭ظوشؓ

僃냕䗯㕔鞊♳縖

12
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♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

7
鍐❫כ

⹚䐝
6

鐐갭ס
⩡僜

5
ꪜ䤗软氳

釐㍔

3
鍐❫

1
⹦׽磝ײ

ꝧ㡎ס

2
⨣⩝ꯂ⛣

4
䤗软ס杼鉮

מ״׋ע
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⹦׽磝؅ײ
㡎עמ׾״
מ畘杼ؠتٛ٭فؕئ
䏔Ⱏס⚡⹦稤䏔׾ֽׄ

14

STEP

1

CYBERSECURITY: ⹦稤䏔⚡وشطتסח7ס״גס



STEP 1: ⹦׽磝؅ײ㡎עמ׾״

־סםꄆ釐ֿوشطتס׆׏ם
⹦稤䏔⚡עյ磝笝ֿؠتٛ٭فؕئ畘杼؅车ֹ┕ך╚釐ם䏔Ⱏ؅冽׌ױ׊גնע٭ةٞؿؠط䅻

ם־ַי׊ャ䷉מյ禆禈氳ׄ־յ侇ꝴ؅עײ磝׽⹦ס畘杼ؠتٛ٭فؕئյ״ג׾禈ׄ׊㚺⴫מ

耗䍏סؔطٖٛ؞جյ׷وشٔ؟סؔطٖٛ؞ج٭فؕئ׾׌㵚מّطتبն؆׎ױ׽םף׿ׄ

䓪עյ釨⯆ٛؠتյ⮔◄ٛؠتյ嫎氳ٛؠتյ؅ؠتٛغ٤ٚه䌕׀颯׌׆⺎耆䓪ֵֿ׽յ⹦稤

䏔⚡؅ؠتٛס׼׿אע杼鉮׊յ泃涍׾׌䑒釐ֵֿ׌ױ׽ն☪׵┩槡ך־׆לסյ٭فؕئ敨糆

縖ֵֿסגם磝笝ס׫䷍䱡؅銶槆׊յ湳氳靸榤׷琂⾒䗯㕔յעגױ鍆堈׷䔤ㄏמ⮵榫׾׀ך䗯㕔

؅斤׌ךסַם׿׊׵־׾ַיזնמؠتٛ٭فؕئ扥憠؅䎎יյ哅ⳉֽצ׻靸ⳉס׫䏅ꮶמ꞊

颯㍔מ٭ةٞؿؠط׾ַי׿׈׼׈յ磝笝ֿע⚡յ⹦稤䏔ךכ׆׾؅⹨ׄ⼔냕ַ㕔ס鵀伺䓪׾׌

ն׌ױ׀ךֿכ׆׾׌杼鉮מ伺澬׽׻؅ؠتٛ׾׌

⹦稤䏔⚡־׀׬׌؅⛰ע
ױ׽꞊؂ׂ׀頻מ䡗Ⱶס磝笝ע䏔Ⱏסגםյֵיַֽמت٤ػف؝כ畘杼סّطتبITכذ٭ظ
յ׽׻מ׿׆նֹ׺׊ױ״杼鉮؅岐ם㓹儖氳יַחמتجٞوכ耆ⱱם䤗软氳סյ磝笝ע׍ױն׌
ⶇ⮆ם䗯㕔מ㓹יַטյס׫ؔطٖٛ؞ج٭فؕئ䤷鞲ס⨣⩝ꯂ⛣築ׄ׊յ鸵⮉מ鿥⮆؅车ֹ׆

׾׌꞊鵽מ䱡䷍٭فؕئյגױն׌ױ׀ךֿכ
嫎䏱׷釨⯆ס凂磝׵יַחמײ鎋ׂ׊㰢כ׆ש
ն׌ױ׽םׂ׌׷畘杼؅车ַؠتٛ׽׻յך

䤷鞲ס䶹⭳ٝ׷ٜي注㵚氳ם⨣⩝ꯂ⛣؅錃㲊׌
י׿׈׼׈מؠت爊䈱ٛסלյ磝笝ֿעמ꤀׾
ն׌ױ׊❪؅鍐⯆⛮畘杼ؠتյٛ׊؅吾錞־׾ַ
فؕئי׊כ鼧┉ס畘杼銶槆ؠتٛם䇶疗׽׻
ն磝笝ֹֿ׺׊ױי扥憠؅䎎מؔطٖٛ؞ج٭
鸵⮉מ⟊閾׿׈յ嶖⤓؅כ׆׾ַי׿׈澬㲔מ

סؔطٖٛ؞ج٭فؕئ
յ釨ע耗䍏䓪׷وشٔ؟
յؠتٛ◄⮔յؠتٛ⯆
嫎氳ٛؠتյٛغ٤ٚه
׌סאյ׊⭳ײ؅榟ؠت
յ׊؅⹦稤䏔⚡ֿ杼鉮י׬
泃涍׾׌䑒釐ֵֿ׌ױ׽ն

15



STEP 1: ⹦׽磝؅ײ㡎עמ׾״

ؔطٖٛ؞ج٭فؕئֿגםյֵמ⯥׾׌氦榟ֿع٤ظب٤ؕ٭فؕئםյ頻釨嘗עמ״ג׾׌
ף׿׌┙꞊׼־י׊氦榟ֿع٤ظبնրؕ٤׌ױ׽䑒釐ֵֿ׾ַי׊ג䏔Ⱏ؅冽ס舅骰׾׌꞊מ
ַַցכ縒ֻ׌ך׍עַםַע☔׾ն磝笝؅ؠتٛ٭فؕئס鬭峎עמ״ג׾׌յ䷍䱡؅⹨ׄ׾
ն׌ױ׽㵚瓀ֵֿםⲖ冽氳׀׬ֽׂי׊㲔产מ⯥

頻釨嘗ֿع٤ظب٤ؕ٭فؕئם氦榟ג׊꤀מյ⚡炘յ걘㲘յ䏼哅⿦յ劔╚יזכמ䏔玮ח◀ꡔ
瓀׼־☪؅吾鋀ֹ׺׊ױ׀ֽי׊ն
n 磬ㅀꢛյٛوشب٭ر٭յ⹦稤䏔⚡ס玮㕙׼־յמؠتٛ٭فؕئ㵚׾׌泡䫘氳ם鞊♳

ն׾׌מ؅伺澬כ׆׾ֵֿ
n ն׾׌؅䤧䭂־׾׿׈յ⚥鷼׿׈⭚㵚מֹ׻סלֿع٤ظب٤ؕ⺨
n 㲔꤀ךכ׆׾׌٤٘ب٭ِٖٝب؅ع٤ظب٤ؕסյظب٤ؕؔطٖٛ؞ج ס㵚瓀ع٤

庋綗ֿعتطכ㲔产؅כ׆׾ַי׿׈澬鏀׾׌ն

CEOע⚡炘ס䡗Ⱶמ㵚י׊僃磙氳ם鞊♳؅靷׽ֽיזյסؠتٛ٭فؕئעמ╈סא畘杼ױ⻠׵
ؕئյֿ׌ױ׀ךֿכ׆׾׌♳鞊ⳉ؅㡦ס攐㲊מ䏔绷םꄆ釐סלםCISO׷յCROעնCEO׌ױ׿
䑒釐ֿع٭َئם磝笝氳׵מ☽յ״ג׾耆䓪ֵֿ⺎׾׌氦榟׵׼־⮆鼧סלס磝笝עؠتٛ٭ف
ء٤ؼ٭ٝعם⮆յⶇ׊؅鏀閁ؠتٛסؔطٖٛ؞ج٭فؕئֿ٭ف٤ّْ٭زסי׬׌ն׌ך
؅⹨ׄ׾乃⴫ֹ׺׊ױ׽⛼؅ն

⹦稤䏔⚡ס䏔Ⱏעյ◄哅ֿ㱦⪒מ鷈车؅ؠتٛמֹ׻׾׀ך畘杼׌ךכ׆׾׌նٖ؞ج٭فؕئ
车ֹל畘杼؅ؠتٛ٭فؕئյ׽꞊➟䓪ֵֿמꯛ㓊ؠتٛסי׬׌׾꞊؂מ⚡յ⹦稤䏔עؔطٛ
מ⮭鍐סյ磝笝ע耕㣚٭فؕئն׌ױֻ┙䏅ꮶ؅מי׬׌յךױ㱦㲊䓪׼־䡗Ꝏסյ磝笝ע־ֹ
䏅ꮶ׽גֻ┙؅յ㏐䷓㰢氳ם䏅ꮶׂםךׄד׌ׯ⹕؅յ嫎䏱׷釨⯆מ꞊׾׌ゖ갭؅䌕׀颯׌׆⺎
耆䓪׌ױ׽ֵ׵նٛؠت畘杼ס凂磝׷ײ亠ꄠ؅礴䦮׾׌⹦稤䏔⚡עյتٛ׳⻠؅ؠتٛ٭فؕئ
ն׌ױַיז؅靷♳鞊׾׌؅禴䧏⯆鼧礴⫁ס畘杼ؠ

㓹סؠتٛכؔطٖٛ؞جյ׀㵠ꝛ㳃؅糋סؔطٖٛ؞ج٭فؕئמ٭ف٤ْס⚡յ⹦稤䏔גױ
儖氳ם縒ֻ亠כ׽־ז׊؅杼鉮ֿכ׆׾׌姲׵כ׆ַׂי׿׼״◀䘶׌ױ׿׈ն
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& IP
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ت٤ػف؝

磬岷ٞؠُ
/

㏐䷓㰢

◄哅禆禈

鍐⮭

嫎氳釨⯆
䡗Ꝏ

وشب٭ر٭ٛ
㱦㲊䓪ס
䡵樋氳⹦׽磝ײ

ئ
ؕ
ف
٭
ٛ
ت
ؠ
畘
杼

㍲03鸵⮉ؠتٛ٭فؕئם畘杼עյ⹦稤䏔⚡ֿ泃涍׾׹׼ֵ׾׌嚀耆⮆ꄇ׾ֿגױמն

סتجٞوסյ舅磝笝ע٭ف٤ْס⚡յ⹦稤䏔׍׼꞊؂מ־׾׌䡵樋؅䫑榫٭فؕئםֹ׻סל
䡗捘䈱؅杼鉮ֿכ׆׾׌ꄆ釐׌ךն杯㏇յ㛡ׂס♿哅עյ眦㎁䷓䈡ס㎁玮嘅嶖䤗软溿狒䢥
NIST6؅ؠ٭٠ّ٭ٝنס㓹מյ夵䇗עגױ㲊僿氳מ㵠ꝛ湳閁ס鍐❫؅车׌ױַיזն

6  National Institute of Standards and Technology (2023, August 17). NIST https://www.nist.gov/cybersecurity
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鴑ⱶت٤رؕ؝

⪒眦♿哅⹦稤䏔⶜⚡NACDעյ2023 Director˖s Handbook on Cyber-Risk Oversightؕئ
ؠشهغ٤ـ2023䇗⹦稤䏔׾׌꞊מ泃涍ؠتٛ٭ف ״גס⚡յ⹦稤䏔ך╈ס撶擻⭳׾׌갭כ
7ג׊ױ׊؅氦辐⯞⸊סח6ס畘杼ؠتٛ٭فؕئס նעךؠشهغ٤ـס׆յ♓┖٭طסח6ס
׌ױַיזםכ䧗ꄠֿ╈䑏כُ

1. 䡵樋氳ؔطٖٛ؞ج٭فؕئסי׊כ٭ٚه٭ؾؕتؾةل

2. 杼鉮ס䏅ꮶכ磬岷氳釐㍔סؠتٛ٭فؕئ

3. ⾒丝סث٭ؼتؾةلכ畘杼ؠتٛ٭فؕئ

4. 磝笝錃銶׾׌ع٭َئמ؅澬㲔ؔطٖٛ؞ج٭فؕئ

5. ײ鱮ײ磝ס׫ت٤ػف؝⚡⹦稤䏔ס㵠ꝛ湳閁ؔطٖٛ؞ج٭فؕئ

6. 磝笝氳ם㍑䐝ⱱכ⶜ⱱ⛮⯆ס➢鶟

鵟䅻յםֹ׻ס׆鍐❫עյPWCյEYյAccentureסלם㛙鼧嚀꞊יז׻מ车׿؂յ㛡ׂס㕙⾒յ
⺱哅☽炘סכ奂鬳׌ױ׿ױ⻠׵ն⩝鳭ס鵟׽յSECעյ磬ㅀꢛכ⹦稤䏔⚡ֿ؅ؠتٛ٭فؕئ鍐
❫٬畘杼׵יַחמتجٞوס״ג׾׌㲊僿氳םꝧ炐؅姲׌ױַי״ն

ך氦车縖צ׻յ蜷縖ֽעն儖傴׌ױַי׊כ؅泘氳כ׆׾׌❠鉮鐄؅䬠ם塜澬י׊꞊מյ㵚霄◄ꯁע撶擻⭳ס׆  7
طٖٛ؞ج٬عشؾ٭ذ٤ؕצ׻ֽ⚡眦⚡炘䏔⿦⶜⪑׾ֵ 嫎䏱յי׋յ儖傴؅鵟׵׿׍ַסت٬ؓٚؕؓ٤ؔ
⚡銶յס☽סאעגױ㵠ꝛ氳؅تل٭ئם䬠❠؅כ׆ַםעךס׵׾׌杼鉮ך┕ג׊䬠❠׌ױַי׿׈ն嫎氳
Ⲃ銧עגױ㵠ꝛ氳䶹䭤ֿ䑒釐ם㕙⾒עյ鞲劲؅僗׾׌僗耆ם㵠ꝛ㳃؅تل٭ئס姲׾״䑒釐ֵֿ׌ױ׽ն

© 2023 by the National Association of Corporate Directors and 
the Internet Security Alliance. All rights reserved.

18

https://www.nacdonline.org/contentassets/4931ac5b05a84111953919eaa03a38e9/cyber-risk-oversight-handbook_webcompressed.pdf
https://www.nacdonline.org/contentassets/4931ac5b05a84111953919eaa03a38e9/cyber-risk-oversight-handbook_webcompressed.pdf


STEP 1: ⹦׽磝؅ײ㡎עמ׾״

ع٤َؕ٭؞

n ⹦稤䏔⚡ؠتٛ٭فؕئע畘杼יַֽמ╚釐ם䏔Ⱏ؅冽׌גն⹦稤䏔⚡עյ舅磝笝ֿ泡
ꪫ٭ةٞؿؠط׾ַי׊꞊鵽׽׻؅ؠتٛס岐ׂ杼鉮׊յ泃涍׾׌䑒釐ֵֿ׾ն

n ⹦稤䏔⚡עյ舅磝笝ס䤗软氳耆ⱱיַחמتجٞوכ㓹儖氳ם杼鉮؅䧏׾ֵך׀׬חն
նח䏔玮מ䙫䓙婊㲊ס䤷鞲׾׌꞊מؔطٖٛ؞ج٭فؕئյע׿׆

n ⹦稤䏔⚡עյ䶹⭳ס⨣⩝ꯂ⛣؅錃㲊׾׌꤀מյ磝笝ֿסל爊䈱׈׼׈׫ؠتٛ٭فؕئ
فؕئי׊כ梪┉ס㵚瓀銶槆ؠتٛם䇶疗׽׻ն׾ֵך׀׬׌❪؅吾錞٬鍐־׾ַי׿
նכ׆׾י扥憠؅䎎מؔطٖٛ؞ج٭

n 鞊♳ס伺澬⴫յؕع٤ظب٤㵚䑴銶槆յ嶖⤓庋綗סלם◀ꡔ氳䫣糋ֿꄆ釐׾ֵךն磝笝
ն׾םכꄆ釐׵כ׆ַׂי״䙫閁؅냕׾׌㵚מ٭فؕئסך⫁

n ⹦稤䏔⚡סؔطٖٛ؞ج٭فؕئעמ٭ف٤ْס㵠ꝛ㳃؅鿥糋׾ֵך׀׬׌նNIST ׷
NACD םֹ׻ס磝笝עյⲖ冽氳ؠتٛ٭فؕئם畘杼מ꞊؅ت٤رؕ؝׾׌䬠❠ַי׊
ն׾

2
⨣⩝ꯂ⛣

♀ׄ

♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
䤗软♓㛙ס

釐㍔

7
鍐❫כ

⹚䐝

3
鍐❫

4
䤗软ס杼鉮

1
⹦׽磝סײ

ꝧ㡎

6
鐐갭ס

⩡僜
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סؠتٛتؾةل
ꐶ׾םכ釐碛סי׊כ
ؠتٛ٭فؕئ

⨣⩝ꯂ⛣؅
׾ׅ┕
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STEP 2: ⨣⩝ꯂ⛣築ׄ

־סםꄆ釐ֿوشطتס׆׏ם
⧠丗ⶇ׼־ٜغ┒յ丗氬׊־؅耕⮭鍐׷غ٤ٚهסն磝笝׌ךؠتٛتؾةلעؠتٛ٭فؕئ

׼־ס׵םն鬭䐬׌ױ׽耆䓪ֵֿ⺎׌׆颯׀䮇㜊؅䌕ס劔╚❫⡁׷磬岷氳䏅ꮶם׀頻ַֹכٜغ

岐⯍ךױס׵םյםױ׉ױ׈䏅ꮶ؅䌕׀颯٭فؕئ׌׆䷍䱡ֿ㰆㏇׊յ⤓ַֻםס磝笝ؾةلע

ֹ׻ׄח䍏憠؅釤ס磝笝מ⽜յ䠫ע䱡縖䷍٭فؕئն׌ױַיזםׂ׌׷䏅ꮶ؅⹨ׄם׀頻מت

׊鵭ׂ鶟⴫׵׽׻ꡔ䐒耆ⱱס磝笝סյ㛡ׂע嬲穒䈱յ䡵樋ס䱡疗㍱յ䤗软䷍ס׼յ䏘׽ֽי׊כ

ظַםַי׿׈鞲榤յ⟊閾׾ַי׊⭳꨽מ免յ㛙鼧☔ַםַיյ鋌穒؅⹨ׄעն䷍䱡縖׌ױַי

䯥䅮꧅鎇׷PCتؕفظع٤َؕغ٤ַؙםַי׿׈յ畘杼ؔطٖٛ؞ج擻杼氳םյ耗䍏ذ٭

ն׌ױ׊亠嫎؅嘗碟׾׹׼ֵ׾׌䱡䷍յ♿哅؅לם

⹦稤䏔⚡־׀׬׌؅⛰ע
׌湳閁؅杼鉮ם芗氳⪑סיַחמ䱡䷍٭فؕئ

׾׌ꯂ⛣築ׄ⩝⨣؅ؠتٛ٭فؕئյעכ׆׾

յ䷍䱡縖ֿעכ䱡䷍٭فؕئն׌ױה䏔玮ך┕

磝笝ס☔⿦յؕٚن٤鞲榤٭ةٞؿؠط׷յ

ײ؅鍱تجؠ塜ؓ┘ס׫ذ٭ظעגױ/צ׻ֽ

縖敨糆縖յ琂סյ㛙鼧עն䷍䱡縖׌ךכ׆׾

⾒☽炘յ㎁㳃מ䶹䭤ג׿׈磝笝לם׾ֵך㕙

ն׌ױ׽ֵ׵⾒㕙׾ֵך縖סյ⫂鼧ף׿ֵ׵⾒

⫂鼧ס耕㣚縖עյ㎁㳃嚀꞊׼־鴜׽鱮׵ג׿ױ

׵׾׻מלם䔤ㄏ׷䏼哅⿦䖾䙫םյ丟㵚氳ס

ַםך䙫㍲氳٭ا٭ٗם嫰䙫┘עגױյס

׊孨Ⳃ؅䦡頻ךغ٭متַםיח־禈ׄյ׊鶟⴫עⳙⱱסն耕㣚׌ױ׽耆䓪ֵֿ⺎׾ֵךס׵

䈡꞊➟縖䷓׷ն㎁㳃氳车憡縖䷓䈡׌ױַי׊鞲ꄋ؅僗ם弞媇עو٭ٜء耕㣚סյ㛡ׂ׽ֽי

ס䱡縖䷍٭فؕئ
䷍䱡疗㍱յ嬲穒䈱յ
䡵樋עյ㛡ׂס
磝笝סꡔ䐒耆ⱱ
מ䓦鵭׵׽׻
鶟⴫׌ױַי׊ն
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ם⮉ն鸵׌ױַי׊䱡؅銶槆䷍ם냕䈱ג׊כ磝笝؅嘅氳סյ攐㲊״耆ⱱ؅냕כ嬲穒䈱סյ䷍䱡ע
յע磝笝׾ַי׊榫✳؅ٚن٤ؕםյ耗䍏׷磝笝ם⮆ꡔ䐒瓀ֿ┘ⶇםꄆ㷺氳׷畘杼ؔطٖٛ؞ج
䖾䙫؅䧏גז车憡縖יז׻מյ׽׻頻׌ױַי׿׈׼׈מؠتٛ٭فؕئם׀ն

ր⟓갔סלם٭ٕؕٚوئ׷걘㲘׾׀ךتجؠؓמ氳⩝⨣מّطتبסյ磝笝עؠتٛ٭فؕئ
ؿؠطם耗䍏ח䧏ס٭ػع٭قյ磝笝ֿ㛙鼧ע׿׆ն׌ױ׊氦榟׵׼־哅♿٭ػع٭قցג׿׈
׿׈⾒յ礴׊׵ն׌ךؠتٛ٭فؕئס䎬ַםג泘玮׽ױյֵ׾׌氦榟מ⾒㕙ג׊⾒؅礴٭ةٞ
ס磝笝סגם㕙⾒յ丟㵚縖ֵַֿםַיֻ⤓䣆壿؅׾׌⭳؅吾ت٭خٛ׾ַי׿׈䖾榫ֿ׾ַי
梪㗞⫂ך舅榺מ车Ⳃֹױ׊י׀ך⺎耆䓪ֵֿ׌ױ׽ն

㎁㳃׾׻מ䶹䭤؅⹨ׄ٭فؕئ׾ַי䷍䱡ע哕י״䄆㟒׽ֵךյסא㲔车縖׵ꪜ䅻מ僗耆׌ךն
䏘ע׼յ磝笝ס僃׵耗䍏ם甙䢥؅釤ׄחյ僃׵嚀㳡䓪ס냕ַꯛ㓊׊تجؠؓמյ؅ذ٭ظ䥁׀⭳
־磬饟⪋➇ס┉յⶡםֹ׻ג׀י׊מ泘ךױ׿׆ն䡘չֿג׊ױ׀יׄח׎釤׊鲭׽耆ⱱ؅筝׌
նֹ׺׊ך׾םמכ׆׾׌氦榟׵յ☪䏲ע❆◄׾׿׈滭㙗ׂ׀磝笝ֿ頻׼

䄆㟒ם䷍䱡縖עյםױ׉ױ׈䖾䙫׾ֵס车憡؅车ֹ⺎耆䓪ֵֿ׌ױ׽ն

n 仼䅻哅ⳉ؅╈了׾׎׈

n ׾׌מ榫┘耆✳؅٭ذ٭ٖم٤ؤ

n 磝笝تجؠؓס׫ذ٭ظס嘤؅Ⰼ㝥׊յ䦊⻖׾׌

n 斻舅ס嬼㴔؅䐂ס⫁ّطتبמ״ג׾孨Ⳃ؅畘杼׾׌

n ׳河׊꥗⹜؅ذ٭ظ

n 䗯㕔עגױ䤗软؅ّطتب滭㙗׾׌

n ׾׌榫✳؅ذ٭ٖم٤ؤג׿׈㲹➇מ״ג׾׌䱡؅ꝧ㡎䷍׾׌㵚מّطتبס☽
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㓹灄ס䱡䷍٭فؕئ

յ䷍䱡עךն扛䄐⮯䷍䱡׌ױ׿׈걉⮆מח2ס嘅氳㑔䷍䱡כ鵟䅻յ扛䄐⮯㑔䷍䱡ע䱡䷍٭فؕئ
縖עյׄד׾׀ך㛡ׂס☔ꝴ؅٭ةٞؿؠط׷䖾榫מכ׆׾׌扥憠؅䎎׌ױיն┉亠յ嘅氳㑔䷍
䱡עךյ䷍䱡縖ע攐㲊ס磝笝յ鼧ꝛꝧ氦鼧ꝛלםյעגױ⠕☔CEOס熹傴לם؅斤ַױ
ն׌

ն׌ױ׽ֵֿوؕذסח4מ╚עמ׾׿ף⽛׵כ䱡➇㲹䷍٭فؕئ
n לם٭ر٭ٛ׷յꉏ车י؅榫ַء٤ٛؓؼة٬ؙ٤ٜٔب٭خ敨糆縖ֿء٤بشؔن

⟓갔׾׀ך䗯㕔嶎׊ױ׌׽םמյ嚀㳡䗯㕔؅峚ֹ׻׌鐄䐂׾׌ն
n ؅ذ٭ظך؆鱮☼؅ؘؓؗعنخ׾ֵס䖾䙫מّطتب敨糆縖ֿ䗯㕔ؘّؓؗئ٤ٚ

ն׾׌מֹ׻ַם׀ךتجؠؓךױյ骰♏ꄋ؅䶹䣕ֹ׊倊⺘⴫עגױؠشٞ
n ؘُٜؗؓ䤗软؅ّطتب䷍䱡׊յغ٭؜عشةٝؠ׷ذ٭ظ䗯㕔؅河؆׽דյت

☼؅ؘؓؗؕق 鱮؆סّطتبך孨Ⳃ؅畘杼לם׾׌׽ג׊յ耆Ⳃ氳מ䮇㲹׾ֻ┙؅
նؘؓؗعنخם䖾韬ג׿׈ꝧ氦מ״ג

n ⫂鼧耕㣚嚀㳡׾׀ךتجؠؓמذ٭ظ磝笝⫂鼧ס☔ꝴֿյ侇עמ扛䙫閁מהֹס䌕
㲹ն➇ذ٭ظ׌׆颯׀

ն׌ױֻ┙逇㲹؅ם׀頻מꪜ䅻מتؾةلס磝笝ע䱡䷍٭فؕئ
n 걘㲘ٗ٭ا٭䗯㕔ס狴河敨糆縖עյ㛡ׂס㕙⾒յꮟ㚜յ꧅㯸ْتٝغٜؓ٭յ

Slackյס☽סא鵟⟓䣆壿יז׻מ׊ױ׌׽םגז✳؅յ嚀㳡䓪ס냕ַ⠕☔䗯㕔؅斤ֹն
n 湳氳靸榤յ♿哅熹㳡յꪜ⪜ꝧ䗯㕔ס狴河敨糆縖ע磝笝ס僃׵ꄆ釐؅ذ٭ظם斤ֹն
n לם٤ؤخقع٭ؿյٜ٭յ꧅㯸ْعؕئهؘؗס⪧⪛յע㟷㲹敨糆縖تل٭ئ

ն׾׌㟷㲹מ؅犉哕氳تجؠؓס׫تل٭ئס
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րؕظٞحց䷍䱡עכյמךױ׿׆氦釤ַםַי׿׈耗䍏䓪؅䖾榫ؗعنخ׷ؘؓؗغ٭ـי׊
ؘؓ؅䷍䱡׾׌䣆嫎׌ךնםֹ׻ס׆䷍䱡עյ┉芗氳מյ妨ꝴ磝笝յ䷓䈡嚀꞊յꄆ釐ٚن٤ؕם
嚀꞊ך丗氬┒☔ֿ✳榫׾ַי׊䤗软؅嘅氳׌ױ׊כնؕظٞح䷍䱡עյُٞؠ磬岷氳ם䮇㲹յ⪜
轜轼榟ס׫䏅ꮶյ㎁㳃㱦⪒⟊꤃מ耕㣚׌׼ג׵؅⺎耆䓪ֵֿ׌ױ׽ն㲔꤀յ僃鲣ס㕔⼔傴8׻מ
䱡縖ֿ䷍ע׿׆յ׽耗䍏䓪ֵֿ׾׌㵚מ䱡䷍ؕظٞحמ70%סٜ٭ؚؗؓؕؒنםյ┉芗氳ף׿
䖾榫⺎耆מ┕♓♭┒30ت٤ذت٤ؕם注䎎׌ױ׊ն磝笝מ㵚׊洠ؕظٞحס䷍䱡ֿ氦榟ג׊㕙⾒յ
◄䏲㵚䑴٤٘ب٭آؼِٖؤ׷孨Ⳃיַֽמյ⹦稤䏔⚡ْס٭ف٤꥗╈氳ם꞊┙ֿ䑒釐׾םכ⺎
耆䓪ֵֿ׌ױ׽ն

8  (n.d.). 2023 ThreatLabz State of Ransomware. Zscaler. https://info.zscaler.com/resources-industry-reports-
2023- threatlabz-ransomware-report

釐嫰䙫מؘّؓؗئ٤ٚ

Zscaler 2023 Ransomware Reportכ׾׻מյ⪒┩槡ؘّؓؗئ٤ٚסך䷍䱡ע⯥䇗奂40%ך鲣
ׂ㘃ⱶ׌ױַי׊նגױյ⺱َٝעךع٭յ♓┖ֿכ׆ס伺ג׊ױ׽םמ־׼ն

n ؞٬ؘّؓؗئ٤ٚסյ鷨⸻12٧僖ꝴ׽ֵך⯍岐ך眦㎁מ攐ע䏅ꮶסؘّؓؗئ٤ٚ
նגַי׊כ硜ⶐ丗ֿ眦㎁؅嘅氳ס٤٭٤ًٔ

n 菚软յ㥇哧յٝ٤٘ب٭ؙٛؠ哅槡ס磝笝ؘّؓؗئ٤ٚס׫䷍䱡ֿ僃׵䓦忁מ㘃ⱶ
նג430%؅飃ֻעյ㘃ⱶ曍׊

n 邮鵰哅ע❣抅י׊כ僃׵嘅氳׾׿׈כ哅牊׽ֵךյؘّٚؓؗئ٤䷍䱡⪒⛮15%ס鲣
ׂ؅ⶭ׾״ն域تل٭ئמ哅ֿ禈׀յ佤䇗ؘّؓؗئ٤ٚס䷍䱡稀丗ס硜12%؅ⶭ״
ն׾ַי
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僃鲣ؔطٖٛ؞ج٭فؕئס➇㲹ס䓦㘃׽׻מյ
丗ⶇ⧠סٜغ䮇㲹ֿ氦榟׾ַי׊

2019䇗9僖: SolarWinds
㑔ؘُٜؗؓؓغؠشف
㕔ךױյ2020䇗䏲ⶐע䱡䷍٤٭ؘزؕٚوئס׆
眦㎁䷓䈡ס邾丗כ哅♿סյ丗ⶉׂםכ׆׾׿׈⼔
嚀꞊מ䏅ꮶגֻ┙؅ն逇㲹稀갮ע┘伺ֿדյ丗ⶇ
ն׾ַי׿׈䫟㲊כ׾┕מٜغ⧠

2020䇗12僖: Accellion
䱡䷍ؕظٞح
ء٤؞شـֿتل٭ئ鬇鴜ٜؕؒن
䏅ꮶն逇㲹稀갮מ哅♿סյ邾丗׿׈
伺ն┘ע

2021䇗1僖: 
Microsoft Exchange 
䱡䷍ؕظٞح
䷍䱡縖עյMicrosoft Exchange٭ف٭ئ
┩⪑յ׊耗䍏䓪؅䖾榫ؕظٞحס鵽┉ס
槡ך硜25┒⺏ֿ٭ف٭ئס倽꨽ג׿׈ն

2021䇗5僖: 
Colonial Pipeline
ؘّؓؗئ٤ٚ
ؕٚوؕق׽׻מ䱡䷍ؘّؓؗئ٤ٚ
٤ֿ⢥塛׊յ掩乢┘餉כ❫劲냕꾚؅䌕
٤յؕؤعشل75עն⺱炘ג׊׆颯׀
նגז骰♏ꄋ؅䶹䣕סٜغ┒440א׻ֽ

2021䇗7僖: Kaseya
ؘّؓؗئ٤ٚ
ֽך╈յ┩槡ע䱡䷍٤٭ؘزؕٚوئס׆
յ┩槡⪦鵟ֻ┙䏅ꮶ؅מ哅♿ס1,500א׻
סյ㛡ׂמ⯥׾םמ榫⺎耆⮵ֿ٭؞鉮鐆ס
♿哅ֿ䷍䱡縖מ丗ⶇ┒סٜغ骰♏ꄋ؅䶹䣕
նגז

2021䇗8僖: T-Mobile
APIס䖾榫
┕♓☔┒7,600עךյ眦㎁׽׻מ⭳孱ذ٭ظ
⨑韝סٜغ┒յ3⧠5,000׊⭳⠕☔䗯㕔ֿ孱ס
ꄋסٜغ┒5,000⧠1כ鴑ⱶؔطٖٛ؞ج鞝榫
ֿ氦榟ג׊ն

2021䇗9僖:
New Cooperative Inc.
ؘّؓؗئ٤ٚ

յ眦㎁؅䦠׽׻מ䱡䷍ؘّؓؗئ٤ٚ
憠׾׌כ鱔哅٭رؕفٞو٬تل٭ئ
غ┒590עյ䷍䱡縖׿׈哅ⳉֿ╈了ס
ٜ؅釐姲ג׊ն逇㲹稀갮ע┘伺ն

2022䇗1僖: Apache Log4j
䱡䷍ؕظٞح
耗䍏䓪סؔطٛؔط٭٬ٗء٤؟ٞס׆
93ֿ⷇ס梪㗞غؗٚؠסյ♿哅׽׻מ
♓♭┒100ךյ⪜ꝧ䏲3仼ꝴ׿׈׼׈מꣅ
նג׿׼ײ䱡ֿ鍱䷍ס┕

2022䇗1僖: Twitter
䱡䷍ؕظٞح
䷍䱡縖2021ע䇗ⶐ׼־ףMicrosoft 365ס
鏀錞סتجٞو耗䍏䓪؅䖾榫׊յ㛻釨嘗
י׊٤؅㷣ꝧ٭٤ًٔ؞ء٤بشؔنם
伺ն┘עն逇㲹稀갮גַ

2023䇗3僖: DC Health Link
鏰錃㲊ס䖾榫
䷓䈡硌⟊ꣅ⚡炘ס䗯㕔庀孋׽׻מյ邾丗ס眦鵽黅
閱⿦ס┕♓☔56,000׳⻠؅⠕☔䗯㕔ֿ孱⭳׊յ
նג׿׈鞄㚞ךهؘؗؠ٭رע鼧┉סא

2021䇗12僖: 
Electronic Arts (EA) 
䖾榫סٜٔب٤ظٝؠ
䷍䱡縖٤ٛؓؼة٬ؙ٤ٜٔب٭خע
ّ٭أ؛ظلסյ780GBי׊榫⮵؅ء
מלםٜ٭صյꝧ氦縖غ٭ؤت٭خס
עն逇㲹稀갮ג׊⭳ײյ河׊تجؠؓ
┘伺ն

2021䇗10僖: Facebook
ء٤ؔطتي٭ـ
ء٤ٛؓؼة٬ؙ٤ٜٔب٭خ
⠕☔䗯㕔ֿ孱ס⮆☔⧠15ך⭳孱ذ٭ظ
ն逇ג׿׈⭳מ׽㚞ך┕عشؾյ׊⭳
㲹稀갮ע┘伺ն

2022䇗3僖: Microsoft
䱡䷍ؕظٞح
䷍䱡縖2021ע䇗ⶐ׼־ףMicrosoft 365
յ㛻釨׊耗䍏䓪؅䖾榫סتجٞو鏀錞ס
嘗٤؅٭٤ًٔ؞ء٤بشؔنם㷣ꝧ׊
伺ն┘עն逇㲹稀갮גַי

㍲042019䇗䏲ⶐ♓꡸מ氦榟٭فؕئם╚ג׊➇㲹25♭ס哭釐
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סػؕٚؠؗ
爑ⳉ榼⼔哅縖ֿ嘅氳מ
յע䱡縖䷍٭فؕئ
׾׌걘㲘ֿ⮵榫ס☔┒40
爑ⳉס٭ر٤يMeDoc炘ס
وش٬ؘؓؓؗعنخ
嚀啶؅䪭䭂նع٭ظ

Maersk ֿ MeDoc ס
㲊僿氳ؘؓؗعنخם
؅㲔产ع٭ظوشؓ
Maersk ֿ MeDoc ס
㲊僿氳ع٭ظوشؓם
ءف⟣塜յقؔطٖٛ؞ج
յ二嚀耆؅㲔产նزش

䷍䱡縖ֿ٬ؓغؠشف
؅暠䐂تجؠؓ
걘㲘כյ䖾榫عنخג׿׈
؅㲔ع٭ظوش٬ؘؓؓؗ
车ֿذ٭ٖم٤ؤ׾ַי׊յ
䖾榫ס⷇ꣅמ依׾׿׈ն

䦡丆סتٜؕؗ
Maersk ס䤗软٭٠عشؾ
׈㲹➇מ⫁♓⮆7ֿ⛮⪑ؠ
նג׿

逇㲹ס氦榟
✳٤ֿؤخقع٭ؿס⺏49,000
榫┘耆׽םכյ1,200ס䤗软ؓو
تجؠؓמ٤ֿⷉ䈳٘ب٭آٛ
┘耆׽םמյ1,000ס䤗软ؓٛو
նג׿׈滭㙗מ⪑٤ֿ㱭٘ب٭آ

Maerskֿ٭ةٞؿؠطס
מ耆┘تجؠؓ
شٔبמ⪑㱭ע٤ؤخقع٭ؿ
㍑تجؠյؓ־׾׿׈٤ؗرع
䐝ٜغ300מ״גס注䎎شلס
ة٭جشْ׾׌٤؅釐姲ؕؤع
ֿ辐炐ג׿׈նַׂ׼䶹䣕יז
նגז־ם׊鉮婊עゖ갭׵

2017䇗6僖/7僖מMaerskך氦榟ג׊
րؕظٞحց䷍䱡ס㲔❆9

㍲05Maersk炘ذ٭ظ׾ֽׄמ➇㲹ס鎋碷ն

2021䇗מ氦榟ג׊Colonial Pipelineס׫䷍䱡ס哭釐
Colonial Pipeline10ע眦㎁僃頻ס溍媧瞿邮⿁ך٤ؕٚوؕقյ寕鞝縖٭؟ٜؾؙס꧎釐؅嵹׌ג

䱡؅⹨ׄյ䷍٭فؕئעն2021䇗5僖յ⺱炘׌ױַי׊掩乢؅鮖鴜ס┕♓٤ٞ؝⧠夵仼1מ״ג

眦㎁ס┉芗䄫妨׷♿哅מ⪒㎁氳ם䏅ꮶ׌ׯ⹕؅◄䛜ג׊ױ׽םכն

䷍䱡縖׍ױעյColonial Pipeline٤ؕءٞס٭ا٭ٗס鏀錞䗯㕔؅河ג׊ױײնٖ؞ج٭فؕئ
מذ٭ظכّطتبסי׬׌עյ䷍䱡縖״גגזֵמ敯䛜ם٤ֿ耗䍏٘ب٭ٖٛخ䤗软כؔطٛ
ذ٭ظյ׊מ٤؅嘅氳٘ب٭آٛو냕ַ鑁姲ؓס⡁❪עն䷍䱡縖ג׊ױ׀ךֿכ׆׾׌تجؠؓ
؅骰♏ꄋ釐姲מ״גס⟊䧏׊յסא磵冽յColonial Pipeline440ע┒眦סٜغ骰♏ꄋ؅䶹䣕ֹ׆
㍑⹜նיז׻מ眦㎁鵽黅嫎㓴车嚀꞊מ䏲עٜغյ230┒眦׊דגג׊ױ׽םמכ

9 WIRED (2018, August 22). The Untold Story of NotPetya, the Most Devastating Cyberattack in History. Wired.com.  
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/

10 (2022, April 26). Colonial Pipeline hack explained: Everything you need to know. TechTarget. https://www.
techtarget.com/whatis/feature/Colonial-Pipeline-hack-explained-Everything-you-need-to-know
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Colonial Pipelineס׫䷍䱡םٜيٝؕـס吾錞2021䇗

٭ذ٤جذ٭ظ ٭ذ٤جذ٭ظ٭ذ٤جذ٭ظ

عشؾ٭ذ٤ؕ

1
䷍䱡縖ֿٝ٭ةٞؿؠط٬٭ب؝
䏼全㑔ךյ㱭⪒עמ⟊閾י׿׈
耗䍏䓪؅氦釤סַםַ

2
䷍䱡縖ע庀孋؅غ٭٠تقג׊䖾
榫׊յٗ٤ؕءٞס٭ا٭䗯㕔؅
河ג׊⭳ײ

3
䷍䱡縖ע䤗软ّطتبյ鞲榤յ㕙䢥յסלם٭ذ٤جذ٭ظ
磝笝؅ؠ٭٠عشؾס⣑㴔

4
䷍䱡縖ע❫⡁ס냕ַ鑁姲ؓآٛو
؅ذ٭ظյ׊تجؠؓמ٤٘ب٭
倊⺘⴫י׊河ג׊⭳ײ

㍲06Colonial Pipelineذ٭ظס׫➇㲹ס鎋碷ն

նג׊ױ׿׈׆颯׀䏅ꮶֿ䌕םյ喋չיז׻מ䱡䷍ס׆
n 骰♏ꄋ440י׊כ┒眦סٜغ䶹䣕ַ
n 2侇ꝴ♓⫂100֐מGBס嚀㳡ֿذ٭ظ河ג׿ױ
n ⢥塛ס6仼ꝴס哅ⳉכ٤ؕٚوؕق
n 겧鍐ס׫榖頻ة٭ْرם
n 鵽黅䷓䈡ס꞊┙כ閱⚡⪜绱⚡

յעնNISTג׊ױ׊׼ג׵䏅ꮶ؅ם׀頻׽׻מ⚡յ炘״גֻ┙逇㲹؅מٚن٤ؕםꄆ釐ע㲹➇ס׆
ꄆ釐ؕ؅ٚن٤ր擻杼氳־׾ֵך♞䘶氳؅־׾ֵךゖ׍؂յ眦㎁יזכמ哕י״ꄆ釐ّطتبם
㕙⾒յ㱦⪒⟊꤃յ㎁㳃磬岷㱦⪒⟊꤃յג׋滭㙗ֿ榟׷⪑┘嚀耆מ׼׿א׊׵յ׽ֵך鞲榤צ׻ֽ
㎁妨ס⢸䉓עׂ׊׵㱦⪒յס׼׿אעגױ磝מ׎؂⾒ײ岐⯍ם䏅ꮶס׵׌ׯ⹕؅ցכ㲊紶ַי׊
ն׌ױ
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䷍䱡׾׻מ䏅ꮶע喋չמ؀׆כם嫧⹕ג׊ױ׊ն
n 丗┒☔ֿ؅ت؝⮵榫׍׀ךյ17♓┕ס䃸ֿꪜ䅻◄䛜؅㲚銧
n 丗氬┒☔ت؝ס乢ꄋֿ냕꾚
n 䏅ꮶמ45ס哅縖◄٤ؕٚوؕق
n 芑狜⚡炘ֽצ׻芑狜擻鞲鮖鴜➘מ䏅ꮶ
n 磬岷氳ם䏅ꮶֿ嫧⹕

䤗软氳鶟⴫םյ禆禈氳עמ״ג׾墦׀榟׊յ磝笝ֿ琂◁ⱱ؅禴䧏כ׾׌؅縒䜡ؠتٛג׊ֹ׆
٤٘ب٭ْ٭ؚنت٤ٚعٜذةظה؂ם׌؅鷈ׅ׎ױ׽םף׿ׄם؆ն琂◁ⱱ؅禴䧏׾׌
ط٭قغ٭ئ׷哅♿٭ػع٭قյעמ׿׆յ׽䑒釐ֵֿ׾׌؅䫑榫٭ةٞؿؠطםג二עמ״ג
׫غؗٚؠյعشؾ٭ذ٤ؕ׷٤٘ب٭آٛوյؓגױն׌ױ׿ױ⻠׵僗⪧ذ٭ظם⪑㱦סכؔ
׈յ⟊閾עն♿哅׌ױ׽䑒釐ֵֿ׾ׄח亠嫎؅釤׾׌❠䬠מ⪑㱦ׂם硜⯆ם؅㏐杼氳تجؠؓס
ն׌ךסַם׀ךעכ׆׾״؅塛⹜յ䡗Ꝏյꪵ二յ鞙מ״ג׾׌敯䛜؅禴䧏ג׿

ַי׿׈յ杯㏇✳榫╈׾׆㚺ꪵֿ颯םֹ׻ס׆
ب٭ٖٛخ٬ؔطٖٛ؞ج٭فؕئס䏼全㑔׾
ⶇעמ׾׌؅ꡔ塛تجؠյ┘塜ؓע㛡ׂס٤٘
סյ㛡ׂ׍׼꞊؂׵מ׿אն؆׎ױ׽ֵעך⮆
磝笝ֿ㛡ׂסIT◀畀מؔطٖٛ؞ج٭فؕئ؅
鞝׌ױַי׊׷նסֹױ׊י׿׈⪋➇׵ך׿א
㕙⾒յ⹿ַסյ㛡ׂע׿א־ֹ׺׊ך׏םע
סؔطٖٛ؞جյ׊׷ꄋ؅鞝ֽמ٭ةٞؿؠط
埝ꢞ؅䑴䓦⭚糋氳מ⟣塜׊յ⪒⛮氳٭فؕئם
ةٞؿؠطַ׊二ַםסⲖ冽עמ鉮婊סؠتٛ
ֹ׻ס׆ն׌ך׼־׾ַי׊䫑榫מ؅轿Ⳃ氳٭
䤗软؅邾ꥭס׿侇♏鷐סյ仴㰆עز٭ٞوؓם
ն׌ױ׎׈؅㘃頻عتؤכ䰵䴙ס┕յ鷞榫׊מ

׾׌؅縒䜡ؠتٛג׊ֹ׆
׊յ磝笝ֿ琂◁ⱱ؅禴䧏כ
榟׀墦עמ״ג׾յ禆禈氳
ظה؂ם׌䤗软氳鶟⴫ם
٭ْ٭ؚنت٤ٚعٜذة
םף׿ׄם٤؅鷈ׅ٘ب
ն؆׎ױ׽

28
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㍲07⟊閾鞝榫ֿ㘃ⱶ׵י׊յ٭فؕئ䷍䱡ס䡗Ⱶ♭丗ע㘃ⱶն

磝笝ֿמؔطٖٛ؞ج٭فؕئכؠ٭٠عشؾ㛡갮ס鞝榫؅鞝׍׼؂־־׵מג׊׷յ׏ם➇⪌
מ90䇗♏⯥ⶐ׼־յ80䇗♏䏲ⶐעゖ갭ם╚նֹ׺׊ױײיׅ┖׽䫁׊㵼ֹ׵յ־סֹױ׊י׿׈
錃銶׿׈յי׊א杯㏇׵✳榫ؔطٖٛ؞ج٭فؕئ׾ַי׿׈䤗软ֿյր倊랺ס⟓갔ց㑔٭ؓס
䫘禈מ◍注ל؆כ׮ֿؠ٭٠عشؾסյ⺨♿哅ע׿׆ն׌ךכ׆׾ַי׊מ䑏╈؅٭ٔزؠط؞
׻ֽؘؓؗغ٭ـ٬ؠ٭٠عشؾםն╚釐ג׊ױַי׊嚀耆ׂםゖ갭עמ♏侇גז־םַי׿׈
յ䶹䈘յ⠐䈻յ䄄٭ا٭ٗסי׬׌؅تجؠ磝笝氳ؓס׫ذ٭ظյ♿哅ֿע哅♿ؘؓؗعنخצ
㕙յמלם٭ٕؕٚوئ䦡䍖מֹ׻׾׀ךյ⨣ג׿䤗软؅ꝧ氦ג׊ױ׊ն

ذ٭ظնג׊ױ׽㚺؂ׂ׀頻ע亠׽׷סتؾةلյ׽׻מ꯽⺏סؔطٛلٓכغؗٚؠյ׊־׊
䑒釐ֿ׾׀ךتجؠؓמت٭خٛ׵ך׼־׆לעյ䏼哅⿦׽ֽי׊㰆㏇מ؀׆כ׾׹׼ֵ׷☪ע
ײ鱮ה䜉车؅䧏סؔطٖٛ؞جכء٤؞٭٠عشؾס♏┩仾מ♏侇غؗٚؠյעն磝笝׌ױ׽ֵ
նג׊ױ׀ט妳מכ׆ַם䦡䍖䓪ֿעמ䤗软סאյֿג׊ױ

$

$
$

$
$

$

$ $
$

$

$
⟊閾מ鞝ג׿׈׷鞝榫

䡗Ⱶ♭丗ס䱡䷍٭فؕئ
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⟊閾鞝榫ֿ㘃ⱶ׾׌┉亠ך
㘃ⱶע䡗Ⱶ♭丗ס䱡䷍٭فؕئ

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023



STEP 2: ⨣⩝ꯂ⛣築ׄ

㍲08SaaSյغؗٚؠؠشٛهقյٓעؔطٛلյסؔطٖٛ؞جכؠ٭٠عشؾ泘氳؅㚺ֻגն

⺎؅錉تجؠؓס׫ؠ٭٠عشؾג׿׈յ䏼哅⿦ֿ⟓갔עךٜظ٬ٓؔطٖٛ؞ج٭فؕئס׆
׌׾ֵמ┖畘杼סյ⚡炘׽םמ燯Ⳃֿ⺎耆ס⺸姡䇖亠ע䱡縖䷍עגױ䏼哅⿦סאյכ׾׿׈
٭٠عشؾ⫁炘׋⺱׵٤٘ب٭آٛوնؓ׌ױ׀ךتجؠؓמتؕفظյ䄄㕙յتؔن؛סי׬
٤ؔط٭ٜכ銧ֹך榫鏤ؠ٭٠عشؾם嘦了⺎耆י׬׌עت٭خٛםꄆ釐סյ磝笝׽ֵמ┕ؠ
עיַֽמյ䎎侇עؠ٭٠عشؾס䏼全㑔םֹ׻ס׆ն׌ױַי׿־糋מ狜ꝴסח1ם耆⺎ء
鵽䯥כ⮆丆׾ֽׄמء٤ؔط٭ٖم٤ؤ頻ם׀鶟塥ֿג׊ךյ☪仼עךյؠط؞٭ؓםֹ׻ס׆
׾ַי׎׼㍑׀塥מ舅榺מ☔ן׼؅釤湳╈סյ㳃׀ֽי؅ꝧׄؓغס曆꞊מյⶎ⯥3侇ע٭ٔز
ն׌ךס׵םֹ׻׋⺱כס

־׊ն׌ךסַם׀ךֿכ׆׾׌鸵䑴מ槡┩ס♏յ杯עךز٭ٞوؓס䏼全ס׆؀յ׆כ׾ױח
䱡䷍٭فؕئמ값竳״גסאյ׽ֽי׊榫✳؅٭ةٞؿؠطס牊ס׆מדױַע磝笝סյ㛡ׂ׊
㘃׵☔׾׌؅◄☼ךյ舅㱝ײ鶟׽ם־⴫ֿٜؕفٓסյⲐ⥸縖עךն☪仼׌ױַיזםכ嘅氳ס
؅ؠ٭٠عشؾס炘⚡יז✳VPN؅ؠ٭٠عشؾ٬ع٭يؕٚوյ♞䘶עն磝笝׌ױַיֻ
⺨䏼哅⿦ס䢥㏇㏐מ䦡䍖ךכ׆׾׌㵚䑴ג׊ױ׀י׊כֹ׻׊ն澬מ־VPNע┉㲊ٜٝي

亠׽ֵסتؾةلג㚺ֻֿؔطٛلٓכغؗٚؠ

SaaSס㵵⪌
峎յ⛥عتؤյٜ٭آتյعشْٛ

礴⾒ס㲔杯סךױ侇ꝴס湾竊

⪋㵵סغؗٚؠؠشٛهق
AI/ML؅孨榫ג׊

┕⺸ס嬼㴔ⱱتؾةل

⪋㵵סؔطٛلٓ
㕙׾׹׼ֵעتؾةل

䢥ך车׾ַי׿؂

٭ا٭ٗכذ٭ظ׾׌㰆㏇מ㕙䢥םױ׉ױ׈

泘氳םג二סؔطٖٛ؞ج٭فؕئ

ؔطٖٛ؞ج
غؗٚؠכعشؾ٭ذյؕ٤עؔطٖٛ؞ج٭فؕئ
כذ٭ظס哅♿׾ֿגױמ٤٘ب٭آٛوؓסت٭ي

鞲榤؅䐿䈓氳מ⟊閾׾׌䑒釐ֵֿ׾

ؠ٭٠عشؾ
⺸姡䇖亠׾׻מյ䷍䱡縖עؔطٖٛ؞ج٭فؕئ
ؓמؠ٭٠عشؾ⫁յ炘מ״ג׾׌燯Ⳃ؅䪶ꢜס

׾䑒釐ֵֿ׾׌꡾⯆؅٭ا٭ٗ׾׀ךتجؠ

30
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䫘禈ֿ车סךٜيٝؠ٭٠عشؾյ׽ֽי׿׈ꝧ⪛מյ┉芗ך亠┉סאյֿ׌ױ׊❠閾؅䬠⟊ס
⚡车憡縖ֿ׾յ䖾䙫ֵע؀յVPN׆כסն磵㷀׌ױַיזם׵כ㍔⸊ס㲹➇סյ㛡ׂ״ג׾׿؂
炘׾׌تجؠؓמؠ٭٠عشؾס二םג嚀⚡׌ךס׾ַי׊⭳׽⛼؅ն

ؠط؞٭ؓסն䏼全־ֹ׺׊ך׾םֹלכ׾׌⪋SaaS؅㵵׷غؗٚؠؠشٛهقյך敯媲ס׆
عشؾյ♿哅״גגַי糋ַמ┕ؠ٭٠عشؾ׋⺱٤؅٘ب٭آٛوؓכ٭ا٭յٗעך٭ٔز
ؠ٭٠عشؾסն䏼全׌ױ׽םמכ׆׾׿׈䦡䍖מי׬׌㕙䢥םױ׉ױ׈סغؗٚؠյֿؠ٭٠
ם䄈頻׾׌מ耆⺎姡䇖燯Ⳃ؅׵יזכמ䱡縖䷍ׂםךׄד٭ا٭յٗי׿חמ׾׌䦡頻ֿٜظٓ
䷍䱡㵚霄ꯛ㓊ֿ䎬䡗׌ױ׽םמכ׆׾׿׈ն

┉芗ؠ٭َت٬غ٬ؓ٤هـמ㑔׷ؠ٭٠عشؾր㒮כ㔃ց㑔י׊כؔطٖٛ؞ج湳׿׆׾׿׼
ն׌ױַי׿׈䫑榫ך磝笝ס㛡ׂ׵ךյ☪仼ע٭ٔزؠط؞٭⹿ַؓס׼

䷍䱡縖ֿ㒮׾׌⪋➇מյֵעַ׾㒮╚؅꽯׾׎׈⪋➇י׊亠嫎ע
ն׾׌㛡ׂ㰆㏇דױ

31

ゖ갭עյ┉份╈ףֻױ׊יז⪋מյ╈؅ס׵ס釤׽גյ䫒׽㍑גז
նדכ׆׾׀ך׽ד؆յ河׽

ր⮼鷼ֿ⺎耆׼םյ
狯滭׵⺎耆׾ֵךց

־ס׾׌滭秓׏םע٭ٔزؠط؞٭ؓ٭ب؝ٝ
鷿ֹע☪յֿג׊嚀耆עך槡┩ס⯥♓ٜؕفյٓ⯥♓غؗٚؠ

㍲09䏼全㑔ע٭٭ٔزؠط؞٭ؓס㒮כ㔃ךס׵םֹ׻סյٓסغؗٚؠכٜؕف┩槡؅ؔطٖٛ؞جעך䬠❠׀ך
նַם
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♿哅סך狴河כ׾כמ❆؅յ♿哅ֿמؔطٖٛ؞ج׷ؠ٭٠عشؾ⛰氬┒׵ٜغ鞝ג׊׷䏲׵ךյ
䷍䱡縖ֿ磝笝סח4׾כמ״ג׾׌⪋➇מꄆ釐ֿوشطتם㰆㏇׌ױ׊ն

׾׌؅氦釤تؔن؛ (㛙鼧מꪫג׊䷍䱡㵚霄ꯛ㓊)
䖾☔עյֵסגם⪜ꝧ׾ַי׿׈䷍䱡㵚霄ꯛ㓊؅釤׌ױׄחն䷍䱡㵚霄ꯛ㓊׺׊ך⛰עכ
ٝغؓؠ٭٠عشؾ׾ַי׿׈갔⟓מהֹסյ倊랺ם氦釤⺎耆ך┕عشؾ٭ذؕ٤־ֹ
מ⮉鸵מ꤀׾׌燯Ⳃֿذ٭ظךꝴס٭ةٞؿؠط׷ն☔չ׌ױ׽םכ䱡㵚霄䷍י׬׌עت
倊⺘⴫לםַםַי׿׈յ耗䍏䓪؅䧏י׬׌עّطتبח➇㲹׾׿׈⺎耆䓪ֵֿ׌ױ׽ն
⮼鷼ֿ⺎耆ף׿ֵךյ➇⪌׵⺎耆׌ךכ׆ַֹכն

耗䍏ם⪌⹾׾׌⪋➇יז✳؅ (┘塜ؓتجؠ)
䖾☔ג׊ױ׊⪋➇מؠ٭٠عشؾסגםֵעն㛙鼧־عشؾ٭ذ٤ؕי׬׌ע⪋➇ס׼־
䍏憠؅䫒ס״ג׾׌յ➇㲹לםتؕفظַםַי׿׈閾⟊׷٭ا٭ٗם⤓յ扛ꡔ׿车؂׼
յי׊כ؅颯憠ت٭خٛג׿׈㲹➇סאעյ䷍䱡縖כ׾׿׈鞲榤ֿ➇㲹؆גזնַ׌ױ׊
ն׌ױ䱡؅车ַ䷍׾ם׼׈

㍲10⪯㑔氳٭فؕئם➇㲹סח4ס壿꣪ն

1 2 3 4㛙鼧מꪫג׊
䷍䱡㵚霄ꯛ㓊

姡䇖亠⺸ס
燯Ⳃ

1

2

3 ♿哅ס嚀㳡䗯㕔؅䫒׌(姡䇖亠⺸ס燯Ⳃ)

䖾☔׊⪋➇מؠ٭٠عشؾעյ姡䇖亠⺸מ燯Ⳃי׊❫⡁ס냕ַ؅عشأ٭ذ䫒׌ױ׊ն

VPNע♿哅״ג׾ֵמ┕ؠ٭٠عشؾյע٭؜شـVPNיז✳؅♿哅⫂؅嘦了׊յֵ׹׼

⺘؅倊ذ٭ظյעַ׾նֵ׌ך耆⺎ֿכ׆׾׎׈٤ؗر٤؅٘ب٭آٛوؓ׷ّطتب׾

⴫י׊骰♏ꄋ؅釐姲׌ױ׀ך׵כ׆׾׌ն؅׿׆耗䍏䓪夵מ⟣塜עסַׂי׊յ냕鵭鷹饟

ն׌ךס׵םֹ׻׾׌⯆؅釨تجؠؓיז⛼僗乢鷹饟؅׷乢ꄋ䢥מ

32

┘塜ؓتجؠ 䮇㜊ذ٭ظ



STEP 2: ⨣⩝ꯂ⛣築ׄ

嚀㳡䗯㕔؅䧏יז玮׾⸻ה (⭳孱ذ٭ظ)
䖾☔؅ذ٭ظסגםֵע河ג׊ױײն河עذ٭ظג׿ױյ鵟䅻ؕי׊☭؅عشؾ٭ذ٤鴜
ס׼־䮇㜊յ걘㲘ס湳氳靸榤ע河ꦘסאյ׽ֵך靸榤םꄆ釐ס磝笝עذ٭ظն׌ױ׿׈⟓
⟓갔ס㜊㘉յغ٤ٚهⱱס׫䖾䏅ꮶ؅䙫⽏׌ױ׊ն

18

1
7

23

24

25

16

15

22

19 21

2

1

3

Room 22
Authorized

1

ID؅䬠ֿ٭ا٭ٗ
炐׊յ鼧㷑ס׫⪌
㲜ֿ錉⺎׾׿׈

Reception

Metal Detector

4

Room 22
Authorized

3

յ䤔鏀ע٭ا٭ٗ
꞊؂מتذ٭طت
鼧סי׬׌յ׍׼
㷑تجؠؓמ⺎耆

4

河绱㉺؅墦ֿ٭ا٭ٗ
⭳鴙י׊
嚀㳡؅ٜؕؒن䧏יז
䋦擻׾⭳؅

2

ꄋ㷯䫒湳ֿ٭ا٭ٗ
嚀؅鵟鷨

TOP 
SECRET

㍲11䏼全עؔطٖٛ؞جסյ⹨築ג׊٤ؕؠشؘزך䏲յ築׀岣ַַםס鋼ゖ縖ֿ؅⛮⪑ٜلتؔن؛舅榺מ
塥׀㍑דס׵םֹ׻׾ַי׊מֹ׻׾׿ն

4

33
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2
⨣⩝ꯂ⛣

♀ׄ

ع٤َؕ٭؞

n 磝笝ַםסն◀ꡔ瓀׾ֵך耕㣚׾ֻ┙䏅ꮶ؅ם׀頻מյ靸ⳉյ겧鍐յ哅ⳉע䱡䷍٭فؕئ
ն׾ַיזםׂ׌׷䏅ꮶ؅⹨ׄם⯍岐ע

n ䷍䱡縖ע耗䍏䓪؅䖾榫׊յّطتبյذ٭ظյؕמٚن٤┘塜ؓ؅تجؠ鍱׾ײն䷍䱡ֿ
䡗Ⱶכ׾׌յֿذ٭ظ河׿ױյֿتؾةل頻ם׀岜▞מꢞ׾⺎耆䓪ֵֿ׾ն

n 倊랺ס⟓갔מ㓹ׂט䏼全ؠ٭٠عشؾס ׹׼ֵֿتجؠؓכذ٭ظյע٭ٔزؠط؞٭ؓ
侇םֹ׻ס׆מדױ磝笝ַֿסյ㛡ׂ׊־׊նַםעך⮆ⶇעך仼☪׾׌㰆㏇מ؀׆כ׾
♏鷐מٜظٓס׿❣㰆׾ַי׊ն

n ䷍䱡縖עյ䷍䱡㵚霄ꯛ㓊؅釤ׄחյ׊⪋➇מّطتبյ姡䇖亠⺸מ燯Ⳃ׊յ؅ذ٭ظ河׳
ն׾耆䓪ֵֿ⺎׾׿׈⪋➇յ׵יזֵך磝笝׾ַי׊׷鞝榫؅鞝סն㛡갮׳䣆ꯂ؅馐ַֹכ

n Colonial Pipelineס׫䷍䱡עյסחכץגזג庀孋ג׊鏀錞䗯㕔ֿס׫ّطتبסי׬׌
؅炐כ׆ג׊׆颯׀ꄋꊤ氳逇㲹յ겧鍐逇㲹؅䌕כ掩乢┘餉םյ⪒㎁氳׊מ耆⺎؅تجؠؓ
ն׾ַי׊

34

2
⨣⩝ꯂ⛣

♀ׄ

♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
ꪜ䤗软氳

釐㍔

7
鍐❫כ

⹚䐝

3
鍐❫

4
䤗软ס杼鉮

1
⹦׽磝סײ

ꝧ㡎

6
鐐갭ס

⩡僜



STEP

3

鍐❫
磝笝ס杯㏇ס
כ耕㣚㵚瓀٭فؕئ
䡗捘䈱ٜٝي

35

CYBERSECURITY: ⹦稤䏔⚡وشطتסח7ס״גס
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־סםꄆ釐ֿوشطتס׆׏ם
ゖ갭ֿ䏅ꮶ׌ׯ⹕؅疗㍱؅杼鉮ף׿ׄם׊յסאゖ갭מ㵚⭚׎ױ׀ךעכ׆׾׌؆ն磝笝ֿסל

爊䈱➇㲹؅־ַ׌׷׿׈⮭㲊עכ׆׾׌յ┉芗ؠتٛ٭فؕئמ畘杼⛮⯆ס鍐❫׌ױ׿ף⽛כն

כ׆ס耆ⱱ׾؅㱤׼舅׼־ؠتٛ׷耕㣚׾׌꞊מ٭فؕئյ磝笝ֿעכ⯆⛮畘杼ؠتٛ٭فؕئ

僃㵸ֿؠتյٛ׵י׊כג׊畀؅䤔鏀◀ס㛡갮מ״גסؔطٖٛ؞ج٭فؕئֿ⚡ն⹦稤䏔׌ך

ն؆׎ױ׽꡾עכ׾ֵך

⹦稤䏔⚡־׀׬׌؅⛰ע
磝笝ؠتٛ٭فؕئס畘杼⛮⯆؅澬鏀עמ׾׌յCIOյCISOյעגױCROס┖♓מ韬ゖ׾׌؅䑒

釐ֵֿ׌ױ׽:

1. 䡘չס磝笝٭فؕئםֹ׻סלעמ䷍䱡㵚霄ꯛ㓊ֵֿ־׾סؠتٛ׽׻냕ַ⹿ַ٠عشؾ
ח־׾ַי׊榫⮵מדױ؅ַ٭ٔزؠط؞٭٬ؓؔطٖٛ؞ج׷٭ٔزؠط؞٭٬ؓؠ٭
鷞榫䤗סלם⵳殴嚀㉺׷յ邮鵰逷糋עמ韬ゖס׼׿׆־耆⺎ֿ⪋➇鷼٬⮼׼־յ㛙鼧׽ױ
软OTعشؾ٭ذ٤ؕסؿٓ׷IoTםֹ׻ס擻杼氳鞲榤؅כ׆׾׿ױ⻠׵伺澬י׊מ
ֽׂն

2. 鐍ֿ䡘չ؅䷍䱡־ס׾ַי׊כֹ׻׊עמ׿׆յ㛙鼧䷍䱡縖כ⫂鼧䷍䱡縖ס┸亠׳⻠؅ն
3. ䷍䱡؅ꡔ塛עגױ鬭峎מ״ג׾׌յ٭بَٛםֹ׻סלյ䣆ꯂյעגױ畘杼ֿ㵵⪌ַי׿׈

־׾
4. 磝笝ֿ➇㲹ג׿׈㕙⾒յםֹ׻סל㵚䑴ֿ銶槆־׾ַי׿׈❆ֻףյ⫂鼧٭ز٭؝ؕذס

ّ攐⽜杘עյ⫂鼧׷ذ٭ظ걘㲘סذ٭ظ庀孋מ㵚⭚؅⯆⛮׾׀ך丝ֻ־׾ַי
5. ➇㲹ג׿׈㕙⾒յ䷍䱡縖؅ؠ٭٠عشؾע舅榺מ燯Ⳃי׊嚀㳡؅ذ٭ظ䫒׊㍑׀ךֿכ׆׾

־׾爊䈱Ⲗ冽ֵֿסלמ״ג׃燯Ⳃ؅ꡔס׆յע畘杼ؔطٖٛ؞جס杯㏇־׾
6. 䡘չס嚀㳡מ׆לעذ٭ظ⟊畘־ס׾ַי׿׈յגױյ䷍䱡縖؅׿אע釤ֿכ׆׾ׄח⺎耆

ךتجؠյ鐍ֿؓ׽ֽי׿׈畘⟊מ׆לյ׽⡁ֵֿ❪׵僃ֿذ٭ظסלյעמ韬ゖס׆־
ն׾׿ױ⻠׵כ׆׾׌؅攐㲊־ס׾ַי׿׈榫✳מֹ׻סלյ׀

STEP 3: 鍐❫



7. ䷍䱡縖ע䡘չס嚀㳡؅ذ٭ظ河ֿכ׆׳
׿א㕙⾒յג׿ױ河ֿذ٭ظ־׾׀ך
ֿ磝笝ס鍐⮭յ靸ⳉס㱦㲊䓪յ邮⿁ئ׷
䏅ꮶםֹ׻סלמ耆ⱱ׾׌❠؅䬠تل٭
־׾ֻ┙؅

8. ꄆ釐׷ذ٭ظם鞲榤׾׀ךتجؠؓמ炘
ל畘杼؅סؔط٭قغ٭ئ׷䏼哅⿦ס⫁
擻ֿ☔ס׼׿׆־׾ַיזם爊䈱车ס
עכ׆׌⭳ה䧏מ鞲ꄋ؅磝笝㛙׷ذ٭ظ
⺎耆־

9. ➇㲹ֿ氦榟ג׊㕙⾒յ逇㲹ס爊䈱؅鍐❫
ت٭خ㛙鼧ٛס״ג׾׌յ⟣䐝؅䶹䭤׊
־׾ַי׊㜵硜؅稤磵סכ

ն׌ךوشطتםꄆ釐׵僃ך┕׾׌❪؅鍐⯆⛮畘杼ؠتٛ٭فؕئյעכ׆׾璻ֻמ韬ゖס׼׿׆
瑬└縖׾׻מ泃削עյ磝笝ס杯敯؅斻玮ג׊釱憠כ׼־鍐❫מס׾׌䏔玮׌ױהնס׼׿׆泃削
׌ױַיꄆ憠؅糋ַמכ׆׾׌❪؅鍐ؠتٛ׼־鈝憠סח4ס┖♓յעך

n 㛙鼧מꪫג׊䷍䱡ꯛ㓊 ˑ ☪杯㏇ؕך┕عشؾ٭ذ٤⪜ꝧ׾ַי׿׈յ䷍䱡縖ظ׾׻מ
ն׾׌耗䍏䓪؅鐧削׾׌מ耆⺎䖾榫؅ס䤗软׷ذ٭

n 㲹➇ذ٭ظ - 䖾䙫ֿص٤ط٤ؤ׾ֵס磝笝⫂׽⪋מ鱮؆׽דյ磝笝⫂ך⪦僗׽ג׿׈
ն׾׌❪耆䓪؅鍐⺎׾׌

n 姡䇖亠⺸ס燯Ⳃ -䷍䱡縖ֿ➇⪌מ䡗Ⱶג׊䏲מ氦釤׾׀ךյ⺱׾ֵמ┕ؠ٭٠عشؾ׋
ն׾׌؅峮㲊־׾׌爊䈱㰆㏇סלֿذ٭ظכ٤٘ب٭آٛوؓ

n 䮇㜊ذ٭ظ ־׾ֵֿؠتٛ׾׿׈յ䖾榫׿׈狴⹦ֿذ٭ظ냕ַ磝笝ס嚀㳡䓪םֹ׻סל-
؅杼鉮׊յ⫂鼧ذ٭ظ⪦僗סتؔطؠٚو㱦⪒䓪؅鍐❫׾׌ն

כ⯆⛮畘杼ؠتٛ٭فؕئ
ٛ׷耕㣚ס┕٭فؕئյע
ס磝笝׾؅㱤׼舅׼־ؠت
耆ⱱ؅䧗׌ױ׊նֻכג杼
طٖٛ؞ج٭فؕئֿ⚡◄
؅䤔ٜغ┒丗氬מ״גסؔ
鏀יזַכ׼־ג׊յٛت
ֵעך؂ׄ׾םמ僃㵸ֿؠ
ն؆׎ױ׽
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㍲12ؠتٛסؔط٭قغ٭ئ鍐❫ס❆⭳⪯Zscaler

鍐❫磙▼䏲յ⹦稤䏔⚡ע٭ف٤ْס泘嘅؅錃㲊׊յ磝笝ס鶟䩖敯媲؅侇硌⮛ך䤧䭂׾׌䑒釐ֵֿ
מ׵ככյ磬ㅀꢛעמ⾒㕙ג׀㚺⴫ֿ颯סتػُؕם׀頻מؓؤتסꄇ⮆סח4׼׿׆ն׌ױ׽
僃⨣⩝ך⹦׽磝׌ך׀׬׳ն

כ׆׾׌❠䬠ך拨⹆䎬䌋┖㍲؅غ٭ٍٖبشرյ׊ء٤ٛذؼ釐碛؅ٓؠتٛסח4׼׿׆
ն׌ױ׀ךֿכ׆׾׌鵀伺⴫מ⪑؅㱭⺸⥝סך⮛侇硌כյ杯敯ך

38
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׊ךה냕ַ䙫閁؅ֽ䧏מך׌מ❪鍐סؠتյ靸ⳉٛי׊כ梪┉ס♳⹨鋔縖鞊עגםյֵׂ׼אֽ
י׿׈啶鵰⴫עؠتն靸ⳉٛ׌ױ׽注鷿憠ֵֿכ걉⛍憠עמؠتٛ٭فؕئכؠتն靸ⳉֹٛ׺
յ׊釐碛ֿ㰆㏇ס儔湳סյ㛡ׂמ㵚⹚עؠتٛ٭فؕئյֿ׌ױ׊釐碛ֿ㰆㏇ס仴湳סյ㛡ׂ׽ֽ
啶鵰⴫׎ױַי׿׈؆ն

䖾韬ם车憡עյ◀僿ן׎ꄋꊤ氳䮇㜊׷哅ⳉס╈了לםյמتؾةل頻ם׀䏅ꮶ׾ֻ┙؅⺎耆䓪ֿ
ն׌ױ׽ֵ׵כ׆׾׿ױ鴑ַ鱮מ⠠榤ע㕙⾒յ♿哅סյ僃䖾׽ֵ

靸ⳉٛכؠت
:ؠتٛ٭فؕئ

䅻מ鶟⴫׽ֽי׊յ
禆禈氳כء٤ٛذؼٓם鍐❫ֿ䑒釐

稷⽰䡵樋ֿ䑒釐כ畘杼םهؔطؠؓٞو

♿哅⪒⛮ס⢸⪒䓪כ㱦㲊䓪מ
弍㏇氳ם耕㣚׌׼ג׵؅

磝笝⪒⛮ך⶜鐧ג׊⹦׽磝ֿײ䑒釐
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㍲13כؠتٛ٭فؕئ靸ⳉٛעמؠتյסא㵚⭚亠嫎ס־חַׂיַֽמ⪦鵟憠ֵֿ׾ն

靸ⳉٛؠت
㛡ׂס仴湳◄ꯁ
냕䈱מ啶鵰⴫׾ַי׿׈

ؠتٛ٭فؕئ
儔湳ס鼧⮆ֿ㛡ַ

啶鵰⴫ַםַי׿׈

STEP 3: 鍐❫



㍲14٭فؕئ䷍䱡ס׫تؾةلס䏅ꮶն

◄꞊䑏ס鵟⪧יזכמ㲹꞊➟縖⮵כյ⪒䏼哅⿦״ג׌־靸ⳉ氳㱦㲊䓪؅耕ס哅♿ע䱡䷍٭فؕئ
־ױ頻ס״ג׾׌؅瓀㲊׽䮇㜊釤犉ס㲹➇٭فؕئյע䗯㕔ס┖♓ն׌ױ׽ֵ׵ך♳յ鞊׽ֵך
׌ױ׽םכ氦憠⭳ם

n 11ٜغ┒435عتؤ䇖㏯ס庀孋ذ٭ظ

n 孱⭳ג׊鋗ꎰ1♭ֵס׽ג䇖㏯عتؤ16412ٜغ

n :䇖㏯仼丗סךױ׾׌㍑䐝׼־䱡䷍٭فؕئ 279仼13

n ꄆ頻٭بفؕٚوם➇㲹מ㵚׾׌糏ꄋ
♿哅ס䇗ꝴٜف٭ٞء⹜沟ס僃頻4%14

겧鍐逇㲹

걘㲘כ
٭ػع٭ق
♿哅סㄨ㜊

걘㲘ס
ٚوذ٭ظ
כ٭بفؕ
⟓갔סㄨ㜊

ꣅ⟊٭فؕئ
تجؠؓס׫

ㄨ㜊

⹜沟ס
䮇㜊כ

䄫㕙鍐❫
䏅ꮶס׫

錎鋦מ
꞊鵽׾׌

鞝榫

11 International Business Machines (n.d.). Cost of a Data Breach Action Guide. IBM. Retrieved August 17, 2023, from  
https://www.ibm.com/reports/data-breach-action-guide

12 (n.d.). Worried About a Cyberattack? What It Could Cost Your Small Business. Business News Daily. Retrieved 
August 17, 2023, from https://www.businessnewsdaily.com/8475-cost-of-cyberattack.html

13 (2022, September 22). Cyberattack recovery time and cost much higher than businesses realize. Nationwide. 
https://news.nationwide.com/cyberattack-recovery-time-and-cost-much-higher-than-businesses-realize/

14 (2022, January 18). Fines for breaches of EU privacy law spike sevenfold to $1.2 billion, as Big Tech bears the 
brunt. CNBC. https://www.cnbc.com/2022/01/18/fines-for-breaches-of-eu-gdpr-privacy-law-spike-
sevenfold.html
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https://www.ibm.com/reports/data-breach-action-guide
https://www.businessnewsdaily.com/8475-cost-of-cyberattack.html
https://news.nationwide.com/cyberattack-recovery-time-and-cost-much-higher-than-businesses-realize/
https://www.cnbc.com/2022/01/18/fines-for-breaches-of-eu-gdpr-privacy-law-spike-sevenfold.html
https://www.cnbc.com/2022/01/18/fines-for-breaches-of-eu-gdpr-privacy-law-spike-sevenfold.html


؅־׾׌㵚䑴מֹ׻סלמع٤ظب٤ؕ٭فؕئⱶֻյ磝笝ֿמכ׆׾׌؅杼鉮ؠتٛ٭فؕئ
婊㲊׵כ׆׾׌ꄆ釐׌ךն٭فؕئ耕㣚ס◀ꡔյ吾⭳յ㵚䑴מ꞊׾׌䡵樋؅沸׽鱮؆٭فؕئד
敯סյ杯㏇י׊榫✳؅ٜظ䡗捘䈱ٓؔطٖٛ؞ج٭فؕئ־׌ױַי׊榫䙫ע畘杼銶槆ؠتٛ
䛜؅ր儔嶖⤓ցյր◄䏲㵚䑴㑔ցյր◄⯥㵚䑴㑔ցյր◀峮㑔ցכ鍐❫׌ױ׀ךֿכ׆׾׌ն׮
յעךյNISTֽםնֹ׺׊ך׾׌❪鍐כր◄䏲㵚䑴㑔ցעגױյ舅炘؅ր儔嶖⤓ցע磝笝סל؆כ
ն׌ױַי׊❠䬠׵ؠ٭٠ّ٭ٝن׾׌꞊מء٤ٛؓؤتסؠتٛ٭فؕئ

15 National Institute of Standards and Technology (2021, February 1). NIST Cyber Risk Scoring. NIST. 
https://csrc.nist.gov/ CSRC/media/Presentations/nist-cyber-risk-scoring-crs-program-overview/images-
media/NIST%20Cyber%20 Risk%20Scoring%20(CRS)%20-%20Program%20Overview.pdf

$4.35M
ס㲹➇ذ٭ظ
䇖㏯عتؤ

$164
庀孋ג׊鋗ꎰ
ס׽גֵ♭1
䇖㏯عتؤ

4%
♿哅ٜف٭ٞءס䇗ꝴ
㚞┕냕מⶭ׾״Ⱏ⺬

㍲15٭فؕئ➇㲹׾׻מ䫟㲊䮇㜊갮ն
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嚀㳡ذ٭ظ孱⭳מ㵚׾׌糏⯞

n 埪䃸鵽⾒ס┉芗ذ٭ظ⟊閾釨⯞GDPR ꄆ䈱ס鷿⹚ס㕙⾒յ僃냕2,000┒ٗגױٞ٭
냕ַ亠ն־׿׍ַס4ס沟⹜סך槡┩⪑ס䎎鎉♿哅ע

n 眦㎁⵳殴⟊ꣅס注◍鷞榫䓪כ鐄伺鞊♳מ꞊׾׌嫎䏱HIPAA鷿⹚1♭50,000֐50׀חמ
眦ٜغյ僃냕糏ꄋ150ע┒眦ٜغն

n 嘤嫎CPRA٭بفؕٚو䃸ؓؼؚٜنٛ؜ 鷿⹚1♭׀חמ僃냕2,500眦ٜغյעגױ
䷚䙫1♭׀חמ僃냕7,500眦ٜغն䷚䙫׾׻מ鷿⹚ס㕙⾒1ע㍑7,500׀חמ眦ٜغն糏ꄋס
┕꡾׊םն

279仼
ס׼־䱡䷍٭فؕئ
䐝仾מ釐׾׌
䇖㏯仼丗
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https://csrc.nist.gov/CSRC/media/Presentations/nist-cyber-risk-scoring-crs-program-overview/images-media/NIST%20Cyber%20Risk%20Scoring%20(CRS)%20-%20Program%20Overview.pdf
https://csrc.nist.gov/CSRC/media/Presentations/nist-cyber-risk-scoring-crs-program-overview/images-media/NIST%20Cyber%20Risk%20Scoring%20(CRS)%20-%20Program%20Overview.pdf
https://csrc.nist.gov/CSRC/media/Presentations/nist-cyber-risk-scoring-crs-program-overview/images-media/NIST%20Cyber%20Risk%20Scoring%20(CRS)%20-%20Program%20Overview.pdf
https://csrc.nist.gov/CSRC/media/Presentations/nist-cyber-risk-scoring-crs-program-overview/images-media/NIST%20Cyber%20Risk%20Scoring%20(CRS)%20-%20Program%20Overview.pdf


❪䡗捘䈱鍐ؔطٖٛ؞ج٭فؕئ
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㍲16סؔطٖٛ؞ج٭فؕئ䡗捘䈱עյ嶖⤓ֿ׼־ס׵ַםַי׀ך◀峮⺎耆ךױס׵ם䆋䇶ַն

STEP 3: 鍐❫

儔嶖⤓

◄䏲㵚䑴㑔

◄⯥㵚䑴㑔

◀峮㑔

䑒釐ם䗯㕔ֿ┘餉׾ַי׊

ַם׀ך㵚䑴מع٤ظب٤ؕ

㓹儖氳׾ֵֿتجٞوכّ٭ؚنعشٚوם

ַם׀ךעכ׆׃ꡔמ؅儔抅ع٤ظب٤ؕ

杯㏇מع٤ظب٤ؕס㵚⭚׾ֵֿّ٭ؚنعشٚو׾׀ך

杯㏇מع٤ظب٤ؕס㵚⭚׾׀ך磝笝啶鵰׾ֵֿتجٞوכ

㵧全מع٤ظب٤ؕס㵚⭚׾ֵֿّ٭ؚنعشٚو׾׀ך

㵧全מع٤ظب٤ؕס㵚⭚׾׀ך磝笝啶鵰׾ֵֿتجٞوכ



ع٤َؕ٭؞

n ⪜ꝧ׾ַי׿׈䷍䱡㵚霄ꯛ㓊յ弍㏇氳ם䷍䱡縖յ仴㰆כ٭بَٛס畘杼亠嫎յ䷍䱡縖طتبס
ّ⫂燯Ⳃס⺎⻖յ 嚀㳡סذ٭ظ㕙䢥تجؠؓכ䓪յٓסء٤ٛذؼ㲔产敯媲יַחמ韬ゖ׌
ն׾׌؅䤧䭂⯆⛮畘杼ؠتٛ٭فؕئյךכ׆׾

n 瑬└縖׾׻מ㛙鼧䷍䱡㵚霄ꯛ㓊յ⫂鼧➇㲹յ姡䇖燯Ⳃյذ٭ظ䮇㜊ס泃削יז׻מյ斻玮ג׊
釱憠؅ؠتٛ׼־鍐❫׾׀ךֿכ׆׾׌ն

n 冪؅⮆סյ靸ⳉ氳䏅ꮶי׊כ氦憠⭳䮇㜊؅׾׻מ糏ꄋכ⪋➇յ┘塜עך❪鍐סؠتٛ٭فؕئ
车ֹն

n 儔嶖⤓յ◄䏲㵚䑴㑔յ◄⯥㵚䑴㑔յ◀峮㑔؅ٜظٓםֹ׻ס✳榫י׊յع٤ظب٤ؕ٭فؕئ
㵚䑴ס䡗捘䈱؅⮭了׾׌նסל؆כ׮磝笝ע儔嶖⤓־յ◄䏲㵚䑴㑔ס敯䛜׾ֵמն

n ⪧יזכמ㲹꞊➟縖⮵צ׻յ⪒䏼哅⿦ֽ׽ֵךס׵׌־㱦㲊䓪؅耕סյ♿哅עؠتٛ٭فؕئ
鵟ס꞊䑏◄׾ֵךն⹦稤䏔⚡עյסؠتٛ٭فؕئ敯媲יַחמ⺸⥝כյ㱭⪒ח־僃二ס鵀伺
䓪؅䬠❠׾ֵך׀׬׾׿׈ն

3
鍐❫
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⨣⩝ꯂ⛣
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♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
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釐㍔

7
鍐❫כ

⹚䐝

3
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䤗软ס杼鉮

1
⹦׽磝סײ

ꝧ㡎

6
鐐갭ס

⩡僜
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ؠط؞٭٬ؓعتٚعٞح
؅ؠتٛتؾةلֿ٭ٔز
־׾׌鬭峎מ־ַ
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STEP 4: 䤗软ס杼鉮

־סםꄆ釐ֿوشطتס׆׏ם
磝笝ؠتٛ٭فؕئס畘杼⛮⯆ֿ婊ף׿ױյ؅ؠتٛ٭فؕئ鬭峎מ״ג׾׌䑒釐ةٞؿؠطם
鹟䥃յס٭ٔزؠط؞٭ؓכ䤗软ם⮉㕙⾒յ鸵סն㛡ׂ׌ױ׀ךֿכ׆׾׌閱鑜יַחמ䫑榫ס٭
鐧鷼յ䫑榫؅㲔车עמ׾׌յ⹦稤䏔⚡סⶇ⮆ם瞿削ֿ䑒釐׌ךն؅ؠتٛ٭فؕئ杼鉮׊յٞح
גזַכ٭ةٞؿؠطס״גס鬭峎ؠتٛ׷׾ֵך갭╚ס儖珕٭ٔزؠط؞٭٬ؓعتٚع
㲔车⺎耆ם鉮婊瓀יַחמյ䗯㕔מ㓹גַט䙫釤؅鳭ֿכ׆׾׬ꪜ䅻מꄆ釐׌ױ׽םכն

⹦稤䏔⚡־׀׬׌؅⛰ע
磝笝ؠتٛ٭فؕئס畘杼⛮⯆؅婊㲊׼ג׊յ☪䈱סאע䷉ャמ⹦׽磝׳樑׌ךն二ַ׊䤗软ס

鹟䥃յ㵵⪌յ⟊㱤ס㲔车ע䤗软䥵䎎䏔⿦סא׷鿥┖ס䏔Ⱏֿ׌ךյס׼׿׆婊㲊מ㵚׾׌⹦稤䏔

ն׌ך瞿削ֿꄆ釐כ杼鉮ס⚡

յע瑬┉塥ס״ג׾׌؅僃㵸⴫ؠتٛ٭فؕئ
⛰؅㱤؅־׀׬׾釤哕׌ךכ׆׾״նրי׬׌
؅㱤ף׿׌כ؀ֹյ⛰׵㱤ַם׿ցַֹכ劲銧
מؔطٖٛ؞ج٭فؕئע׿׆յֿ׌ױ׽ֵֿ
ؠס׵םꄆ釐׵ն磝笝ֿ僃׌ך喋⺱׵יַֽ
ٛؠ٤٬٘بشյِ״؅釤哕ؙٜٖة٤ؗٚ
٭خٛם䑒釐┘⺎埝מ鷈车ס哅ⳉٜ؜ؔط
סն㛡ׂ׌ךꄆ釐ֿכ׆׾׌閾⟊מ氳⩝⨣؅ت
㕙⾒յ磝笝חח׊٭ف؜؅⛮⪑ע庀ַםס׿

Ꝏ僿ע׿׆ն׌ױַױ׊יזױעמյ嫫媫׽ױֵ׾׌כֹ׻׊㲊紶ךױ銶槆؅碷鼧ؔطٖٛ؞ج
氳עמꄆ釐ֿ׌ךכ׆םյַׂס־ח癨ⶡ؅وشطتם馐ךכ׆׳յꄆ釐ם鞲榤ؠتٛס畘杼⛮
⯆؅頻䆋מ䷉ャ׌ױ׀ךֿכ׆׾׌ն
┉芗氳מյ僃׵ꄆ釐ם鞲榤ւؙٜٖة٤ؗٚؠ曓⫦ס㲑溍 փעכյ♿哅ס湳氳靸榤յ걘㲘ظ
ס״ג׾׌؅䫟鶟تؾةلյ׷לם⤓䄄㕙錃ّطتب٤յIoT/OT٘ب٭آٛوյ靸ⳉؓذ٭
ꄆ釐٤؅٘ب٭آٛوؓם䧗׌ױ׊ն厏䮇ג׊㕙⾒מتؾةلמ頻ם׀䏅ꮶעס׵׾ֹֻ┙؅յ
ն׌ױ׿ױ⻠מعتٛס׆י׬׌

׌؅僃㵸⴫ؠتٛ٭فؕئ
؅㱤⛰յע瑬┉塥ס״ג׾
ךכ׆׾״؅釤哕־׀׬׾
յמֹ׻׾ֵמն劲銧׌
ր؅י׬׌㱤ף׿׌כ؀ֹյ
ցնַם׿㱤׵⛰
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STEP 4: 䤗软ס杼鉮

㍲17⟊閾؅ס׵׀׬׌攐㲊׊յ⨣⩝ꯂ⛣؅築ׄյٛؠت㵚瓀؅伺澬⴫׾׌ն

ն׌ױ׊㵚䑴׼־ח1סؠتٛؔطٖٛ؞جס僃頻יזכמյ磝笝׼גזױ鞲榤ֿ婊׀׬׌⩝⨣
耆䓪⺎׌׆颯׀؅䌕⭳孱ذ٭ظյ׊յ姡䇖燯Ⳃ؅錉׊؅錉⪋➇յ׊յ䷍䱡㵚霄ꯛ㓊ֿ㰆㏇ע׿א
םֹ׻ס׆ն׌ך٭ٔزؠط؞٭ؓ׾ַיזױ׊י׊갔⟓מהֹסյ倊랺׍׼؂־־׵מ׾ֵֿ
י׿־糋מ┕ؠ٭٠عشؾ׋⺱עذ٭ظ٤յ٘ب٭آٛوյؓ٭ا٭յٗעך٭ٔزؠط؞٭ؓ
ַי׿׈依מ⷇ꣅ׾׿׈յ䖾榫׿׈攐㲊׽׻מ䱡縖䷍׾׌כֹ׻׊㲹➇梪㗞؅סאյ״ג׾ַי
׌聰ⷋ׼־ٜظ갔ٓ⟓ס倊랺٭ٔزؠط؞٭ؓ׾ַי׊갔⟓מהֹס倊랺םֹ׻ס׆ն׌ױ
ն׌ױ׽䑒釐ֵֿ׾׌ZTA؅䫑榫٭ٔزؠط؞٭٬ؓعتٚعٞحյעמ׾

յ׍׎榫⟓י׊յր婊ף銧ֻמ癨ⶡ־ֹ׺׊ך⛰עכ٭ٔزؠط؞٭٬ؓعتٚعٞحյעך
䅻מ吾錞׾׌ցךכ׆׾כ؅ز٭ٞوַֹؓכյ䏼全㑔ؓס٭ٔزؠط؞٭倊랺ס⟓갔ٓ؅ٜظ
⻖㲊׾׌ؓיז׻מ٭ةٞؿؠطכ٭ٔزؠط؞٭㲔杯׾׿׈杼䒝׌ךնZTAעյٗ٭ا٭
յ僃㵸׊縒䜡׵־ס׾ַי׊כֹ׻׊تجؠؓמ䗯㕔םֹ׻סלֿ٭ا٭ⱶֻյٗמ骰⩕澬鏀ס
攐嘤ס⸉⯞ֿٗ٭ا٭䑒釐ם僃㵸꡾؅ײסتجؠؓס築┙׾׌מ㓹؅تجؠؓיַט錉⺎׊
ס庀孋׷䮇㜊סذ٭ظ䤰ֻյמ姡䇖燯Ⳃ؅僃㵸꡾׷յ䷍䱡㵚霄ꯛ㓊ךכ׆׾׌⪋նZTA؅㵵׌ױ
⺎耆䓪؅⛥峎׌ױ׀ךֿכ׆׾׌ն

׈㰆⟊מ╈סאյצ׻٤ֽ٘ب٭آٛوյؓעמ׾׌؅杼鉮٭ٔزؠط؞٭٬ؓعتٚعٞح
նֹ׺׊ױײי縒ֻי׊걉⮆מח؅2ذ٭ظג׿

the orga  zation is ensuring

and future threats
cyber threats

ith th  vulnerabilities b1
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־׀׬׌浓䣆׼־׆ל

2 3僃׵ꄆ釐ם鞲榤؅釤
哕״յ⟊閾כ׆׾׌
׾״㡎׼־

⛰ֿ哅ⳉ┕䑒釐┘⺎埝
ꯂ⛣築⩝⨣؅־׾ֵך
׾׌ׄ

ך峎⛥؅ؠتٛסל
ؠتٛסלյ־׾׀
؅錉㳊חמ־׾׀ך
׾׌מ伺澬יַ

1



STEP 4: 䤗软ס杼鉮

㍲18ס٭ٔزؠط؞٭٬ؓعتٚعٞح攐䐶ն

n ס㛡ׂע׼׿׆ն׌ױ׿׈畘杼ך⫁磝笝יז׻מյIT鼧ꝛע٤٘ب٭آٛوؓع٭يؕٚو
㕙⾒յ♿哅־׾׿׈عتٌך٭ذ٤جذ٭ظסյMicrosoftյAmazonյGoogleֿלם䬠❠׌
סյ㛡ׂעמ╈ס٤٘ب٭آٛوؓع٭يؕٚوն׌ױ׿׈عتٌךغؗٚؠؠشٛهق׾
嚀㳡ֿذ٭ظ⟊㰆׌ױַי׿׈ն

n ق ه ٛ ش ؠ ؓ و ٛ آ ٭ ب ٘ ٤ ע ئ ٭ غ ق ٭ ط ؔ מ ׻ ז י 畘 杼 ׈ ׿ ױ ׌ ն ׆ ׿ ׼ ע յ
MicrosoftյSalesforceյServiceNowյWorkdayסלם♿哅ֿ䬠❠׾׌SaaSؘؓؓؗعنخ
ٛوؓס׼׿׆㛡ַֿכ׆׾׿׈榫✳ך┕عشؾ٭ذ٤ؕג׿׈ն⪜ꝧ׌ך٤٘ب٭آٛو
ն׌ױ׀ךֿכ׆׾׌تجؠؓמذ٭ظ嚀㳡סյ♿哅׵٤٘ب٭آ

ַי׊㰆⟊؅ذ٭ظס嚀㳡ח־յ哅ⳉ┕䑒釐┘⺎埝׵׼הלעوؕذ٤٘ب٭آٛوؓס׼׿׆
تجؠؓמ׼׿אֿغ٭ٞؠ٭٠ס┕غؗٚؠIoT/OTյؿյٓتؕفظ٭ا٭յٗ״ג׾
ױַי׿׈갔⟓י׬׌ע׼׿׆מյ㓹儖氳עך梪㗞عتٚعٞحյ׊־׊ն׌ױ׽䑒釐ֵֿ׾׌
ٗעךյZTAע鷿ַס僃頻ס٭ٔزؠط؞٭ؓס䏼全כ٭ٔزؠط؞٭٬ؓعتٚعٞحն؆׎
ն׌ךכ׆ַםַי׊㰆㏇ֿؠ٭٠عشؾג׿׈յ⟓갔׃ꝴ؅泡䫘笋ס٤٘ب٭آٛوؓכ٭ا٭
؅磬غؗٚؠ٬عتٚعٞح׾׌؅㲔杯⟓鵟ם⪑㱦־ֹ׺׊ךס׾׿׈䫘禈מֹ׻סלյעך
榺י׊䫘禈׌ױ׿׈նעغؗٚؠ٬عتٚعٞحյ喋չם氧㕙☔擻ٗ٭ا٭յتؕفظյؓو
䏔ס䬵䢥◫ס⟓յ鵟ֹ׻׾׀ך⟓鵟מ⪑㱦׵ך׼־┕ؠ٭٠عشؾםֹ׻סל٤ֿ٘ب٭آٛ
Ⱏ؅冽׌ױ׊גն׽׻מ׿אյٗ؅تجؠؓע٭ا٭錉⺎؅ذ٭ظַםַי׿׈釤׀ךעכ׆׾
تجؠؓס׫ت٭خٛם⮉յ┘鸵גױն؆׎ױ׀ך׵כ׆׾׌䫘禈מ氧㕙☔擻ס☽ס⫁յ磝笝׍
鍱车ס泃釱٬畘杼ֿ车׌ױ׿؂ն

כ٭ٔزؠط؞٭٬ؓعتٚعٞح
:ע

⟓榫׍׎յ䅻מ吾錞׾׌
䅻ס٭ا٭ٗמ骰⩕؅澬鏀׊յ
僃㵸攐嘤מ⯞⸊ס㓹ؓיַט

׾׌❠؅䬠تجؠ

僃׵ꄆ釐ם鞲榤؅㱤״ג׾յֵ׼
姡䇖עגױ鼧յ⫁ס٭ا٭ٗ׾׹
亠⺸סⳂ׾׌ؠشٞه؅׀

磝笝ס䷍䱡㵚霄ꯛ㓊؅峎׌׼

47

آٛوյׂؓםעךؠ٭٠عشؾ
؅䑒釐僃㵸تجؠؓס׫٤٘ب٭
꡾׾׌┙♀ך

耆䓪؅⺎ס庀孋׷䮇㜊ذ٭ظ
僃㵸⴫׾׌



STEP 4: 䤗软ס杼鉮

ZTAעյٗמذ٭ظ׷٤٘ب٭آٛو؅ؓ٭ا٭䫘禈׾׌꤀ס㱦⪒؅澬⟊׊յٛ؅ؠت鬭峎׾׌
鐍ֿ٭ا٭ٗסאյי׊㵚מعتؙؠ䫘禈ٛסי׬׌յ׍ױն׌ױײ䣆ꯂ؅馐ס־חַׂמ״ג
ױ؅车ַؠشؘزס״ג׾׌؅澬鏀־ס׾ַי׊כֹ׆车׫׆לյ־ס׾ַי״؅姲⛰յ־סם
㛡釐עמ״ג׾׌מֹ׻ַם׿ױյ鏀錞䗯㕔ֿ河׽ֵך鼧┉ס畘杼تجؠؓצ׻IDֽע׿׆ն׌
碛鏀錞MFAםֹ׻ס䤗软ֿꄆ釐׌ךն

㍲19٭ٔزؠط؞٭٬ؓعتٚعٞحZTAעյ䷍䱡㵚霄ꯛ㓊׷姡䇖亠⺸ס׫燯Ⳃٛ؅ؠت峎׊׼յ㱦⪒ם亠嫎
ն׾׌䫘禈מت٭خٛם؅䑒釐٭ا٭ٗך

סعتؙؠյٛלם־ַםַי׊؅釐姲כ׆ס疗㍱㛙ס绷ⳉֿ٭ا٭ٗג׊عتؙؠյٛי׊א
냕סؠتٛמն鷨䈱׌ױ车ַמ؅舅Ⳃ氳ٜ٭ٞع٤ؤס״ג׾׌峎⛥؅ؠتյٛ׊❪؅鍐ؠتٛ
ն׌ױ׽ֵ׵⾒㕙׾׿׈ؠشٞهע٭ا٭ַٗ

48
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域מյמ٭بَٛتؾةل㓹יַטյ磝笝ֿ錉⺎؅٭ا٭ٗײסמ٤٘ب٭آٛوؓג׊䫘禈׌
؅錉تجؠؓסWorkdayמׄד炘⿦סյ☔◄鼧ꝛףֻ❆׌ױ鸵榫؅车ַס٭بյَٛךכ׆׾
َٛי׊㵚מי׬׌عتؙؠٛס׼׿׆עնZTAלםַם׊؅⺎錉עמ炘⿦סյㅀ哅鼧ꝛ׊⺎
ؾն׌ױ׽םׂםעؠتٛס姡䇖㷣ꝧס׫ذ٭ظ׷٤٘ب٭آٛوؓס☽յ״ג׾׌؅鸵榫٭ب
٤٘ب٭آٛوؓכ٭ا٭յٗעゖ갭׾׌氦榟ׂ׻מ٤؅车ֹ꤀٘ب٭ط٤ْءجסؠ٭٠عش
ꝴֿء٤ٛذؼٓךٜيٝס车ךכ׆׾׿؂鉮寕ג׊ױ׿׈ն

IoT/OT

49

٭ا٭ٗ PC ٛوؓ

٭ذ٤ؕ
عشؾ

٭ذ٤جذ٭ظ

㍲20٭ٔزؠط؞٭٬ؓعتٚعٞحZTAֿ٭فؕئ➇㲹؅ؠتٛס峎״ג׌׼յٗ؅٭ا٭䫘禈מ⯥׾׌⹦ت׾
նوشط

㲔车ס٭بَٛ

攐㲊מٛوؓס䫘禈

❪鍐ؠتٛؔطٖٛ؞ج

吾錞 -鐍ֿ⛰؅׫׆ל



STEP 4: 䤗软ס杼鉮

僃䏲מյZTAעյغؗٚؠؠشٛهق׷٭ذ٤جذ٭ظ梪㗞ؗؓס׫غؗٚؠعتٚعٞح׼־
خٛג׿׈釐姲מ╈סٜؾ٤عסאյ׀ֽי׊䡗⛼מ⯥◄؅ٜؾ٤عס⟓鵟סך⺸亠غ٤ؗفع
ٚؠعتٚعٞحյעכ׆׾ֵך⺸亠غ٤ؗفعն䫘禈ֿؓؗ׌ױ׊؅澬玮⟓鵟ם⪑㱦ס׫ت٭
ف٤ؕס׫ؠ٭٠عشؾց׾ַי׊ր⟓갔ס⫁غؗٚؠؠشٛهق٬٭ذ٤جذ٭ظ׼־⣐غؗ
ַי׊磵冽յ⟓갔סאյ׽ֵךכ׆ַֹכַם䑒釐ֿ׌依מعشؾ٭ذ⹾؅ؕ٤⪋ס⺸亠غ٤ؗ
٤ؕע٤٘بؠا٤ٚعסذ٭ظյצ׻٤ֽ٘ب٭آٛوؓ׾ַי׿׈䡗⛼מ┕ؠ٭٠عشؾ׾
ٚعٞحג׿׈錃銶מ⮉ն鸵؆׎ױ׊⭳ײյ䷍䱡㵚霄ꯛ㓊؅榟׽ֽי׿׈꤉ע׼־⣐عشؾ٭ذ
ס٤㛡ׂ٘بؠا٤ٚعסי׬׌յמהַֹם־ט妳׵٭ا٭յٗע٭ٔزؠط؞٭٬ؓعت
㕙⾒յ1仼מ丗ⶇ⧠מ㵚٤؅٘بؠؓס׼׿׆י׊㲔车׌ױ׀ךֿכ׆׾׌ն

㕙⾒յס٭ٔزؠط؞٭٬ؓعتٚعٞحյכ׾׌奂鬳כ❆ס狴河סך哅♿ג䧸ׅך2وشطت
頻ׂ׀樟׾ם磵冽׌ױ׽םמն

㍲21ֿ٭ٔزؠط؞٭٬ؓعتٚعٞحꡔ׃♿哅סך河ꦘն

⮆ם喋չע׿׆ն׌ךؠ٭٠ّ٭ٝن׽ֵךյ䡵樋ׂםעך٭ةٞؿؠط׾םⶡעعتٚعٞح
ꄇמ寀鵀׾ַי׊二ַ׊縒ֻ亠׽ֵךյ؅عتٚعٞح劬٤؅٘ب٭ٖٛخג׊כ啶疣٤يג׊
ն׌ךכ׆סאמ׈ױյעסג׊鐄伺ך٤٘بؠج⯥ն׌ױַי׿׈㲔逷מ㲔饧氳׽׻מ٭ر

Escort

? ?

?

? ?

?

??

22

2

1

4

5

Room 22
Authorized

1

꡾ס䋦擻ע٭ا٭ٗ
׾釤־׊⮆鼧ג׿׼
ַם׀ךֿכ׆

2

˝ 䬠炐סID٭ا٭ٗ
˝ 鼧㷑ס׫⪌㲜錉⺎
˝ 閛⤓⿦ס♀岣ַ

?

Reception

Metal Detector

3

Room 22
Authorized

4

⷇ꣅ擻׷嚀㳡ذ٭ظ
䣆蕔擻吾削־ַםֿ

3

ֿ٭ا٭ٗ
ꄋ㷯䫒湳嚀؅鵟鷨

Escort

Escort

?

5

⮵榫縖ע䋦擻⫂؅勅⫂׈
סמ鼧㷑ג׿׈⺎յ錉׿
ն׾׀ךֿכ׆׾⪋ה玮ײ
閛⤓⿦ֹֿ؅סׂח؀ꡔ
塛׊յ☽ס鼧㷑؅釤׽גյ
玮עכ׆׾׌׽גז⪋ה
ַם׀ך

50
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㱦ֿغ٭ٞؠ٭յ٠ؿյٓ٭ا٭յٗ׀ט㓹מ⯞⸊סعتٚعٞحյךכ׆׾׌⪋䤗软؅㵵ס׆
ն׌ױ׿׈⤓㓹泅ֿ丝׾׀ךتجؠؓ׫⩝㲌סع٭يؕٚوעגױؠشٛهقמ⪑

ն׌ך僗榫ך憠ס┖♓עعتٚعٞحյכ׾י扥憠؅䎎מꄇ⮆סח4סؠتٛג׊鐄伺ך2وشطت

㍲22٭فؕئֿعتٚعٞح➇㲹؅ꡔסח4׃亠嫎

䏼哅⿦ֿיז׻מؠشِظ٤قն׌ױַיֻ┙䏅ꮶ؅ם׀頻מ磝笝ס㛡ׂמך׌עعتٚعٞح
㏇㱝ⳝⳉמ燯车׊յֿؠ٭٠عشؾتؾةل䦡頻׊յITٛמت٭خ靷蕔ֿ׽־־յ二فؕئםג
׆յע磝笝ג׊燯车מնZTAג׊ױ׊⡁؅氦䭙❪ם׀頻מյ攐עמ侇גזױ냕ֿؠتٛס䱡䷍٭
յ׼ֿם׊䠫䒝؅㍑鹴ס┕ؔطٖٛ؞جյ׷ゖ갭׾ֵׂ׻ֹ⛂מ㚺⴫סⳝⳉ䎬䛜ם頻釨嘗םֹ׻ס
䏼哅⿦ֿ舅㱝ג׊ױ׀ךֿכ׆׾׌מֹ׻׾׀ךتجؠؓמتّٝ٭ب׼־նַֻעכյ㛡ׂס
磝笝דױע㚺ꪵס鷨爊םױ׉ױ׈ס壿꣪׌ױ׽ֵמն

٬ؔطٖٛ؞ج٭فؕئյ眦㎁䷓䈡嚀꞊NIST800-207յע٭ٔزؠط؞٭٬ؓعتٚعٞح
յ㎁ꡔ稀泸ٜظ䡗捘䈱ٓعتٚعٞح䇳CISAؔطٖٛ؞ج٬ٔزؠٚعتٚن٤ؕ
DoD

䷍䱡縖ֿ㰆㏇׊յ鐍׵⟓
갔؅כ׆ַם׀ך䘶㲊-

僃סتجؠؓס׫ذ٭ظ
㵸⴫

䑒釐ذ٭ظם♓㛙ס׫
յ樟׊⻖؅䦊تجؠؓ
䅻םⳂ⛼عتؙؠٛ׷

⭳٤؅吾٭ذق

1 3

عتٚعٞح

51

2 4㛙鼧מꪫג׊
䷍䱡㵚霄ꯛ㓊

姡䇖亠⺸ס
燯Ⳃ

؅禆عتؙؠٛتجؠؓ
禈氳מ⮆冪׊յٛتؙؠ
了؅㲔产⮭סכׇع - 䖾

榫؅鬭峎٬僃㵸⴫

䇶疗מت٭خٛם㵚׾׌
تجؠؓסך״כױכץ
鏀⺎؅䪶ꢜ׊յ٠عشؾ
燯Ⳃם舅榺סך鼧⫁ؠ٭

؅ꡔ塛

┘塜ؓتجؠ 䮇㜊ذ٭ظ
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㍲23 NOVס׫عتٚعٞحעך燯车䏲յء٤ة٭ْؕ⫋ס٭ذ٭ٖم٤ؤ丗ֿ峎㵼ג׊ն

峎㵼ֿء٤ة٭ْؕ⫋ס٭ذ٭ٖم٤ؤ燯车䏲յعتٚعٞح

300

250

200

150

100

50

0

⯥عتٚعٞح عتٚعٞح

ZTA׽׻מյ
䚉刌ُ٤ب丗ֿ㛻䆋מ峎㵼

ٖؓ؞ج ٜذةظ ٤؅٘ب٭ْ٭ؚنت٤ٚع
־ג׊䫟鶟מ־ַךعتٚعٞح
- NOV炘 CIO Alex Philips妣 (www.nov.com)

NOVסCIO׾ֵך熖ע◄☼סյITؕיז׻מؔطٖٛ؞جכٚن٤յ䡘չֿتؾةلס┩槡؅Ⳃ
⛰䏼哅⿦ֿյס☔27,000׾ֿגױמ㎁؜յ60ע׿׆ն׌ךכ׆׾׌מֹ׻׾׿םמⱱסչ☔׌־
ⶉ٭ػع٭قס׵♿哅յ٭ٕؕٚوئյ걘㲘כ鵽䯥؅כ׆ַֹכ׾ַי׊䙫⽏׌ױ׊ն䏘ע׼氵յ
؅٭ةٞؿؠط׾׀ך榫⮵י׊갔⟓י׊אյמ⪑յ㱦׵ךتؕفظם؆לյ׵ך׆לյ׵ךחַ
䑒釐׌ױַי׊כն鷨⸻丗䇗ꝴյ熖עNOVֿյ┙ֻג׿׼鐐갭ח־䷧➭׽׻׫刎鬁מ㵚䑴׾׀ך
ٖؓ؞جյֹ׻ ٜذةظ նג׊ױ׀י׊㵵╚٤؅٘ب٭ْ٭ؚنت٤ٚع

׌מ亠؅哧⹙סIT畘杼縖כ٭ا٭յٗ׎׈┕⺸؅ؔطٖٛ؞جյ׊峎⯡؅عتؤյעמ״גסא
ց׾׌吾錞מյ䅻׍׎ր⟓갔עն䡘չ׌ך燯车ס׫عتٚعٞحյ׽ױחնג׊ױ׽䑒釐ֵֿ׾
׵׾׿ף⽛כ٭ٔزؠط؞٭٬ؓعتٚعٞحֿ׿׆מյ䏲ֿ׌ךסגז־ג䏼ַמ⯞⸊ַֹכ
ֿכ׆׾׌榫⮵吾削嚀耆؅׾׌ؠشٞهי׊⭳耕㣚؅吾ג׿յ꤉׽׻מ׿׆նג׊ױ׽湳כדס
նג׊ױ׿׈ャ䷉מ頻䆋ע⯆⛮畘杼ؠتٛסהגյ熖׀ך

ٖؓ؞ج ٜذةظ նג׊ױ׽םמ䷧➭׽׻עتؾةلסյNOV׽׻מ٤٘ب٭ْ٭ؚنت٤ٚع
丗氬┒؅ٜغ疐硜׊յٗס٭ا٭榟榤䓪׎׈┕⺸؅յ؅ؠتٛ٭فؕئ⛥峎ג׊ױ׀ךն
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STEP 4: 䤗软ס杼鉮

ؠط؞٭٬ؓت٤ٝؒن٬ٛعتٚعٞح
ج٭فؕئס頻礴ꯛ♐㎁㳃מ׼׈յ٭ٔز
☽סא頻礴ꯛ♐յ׾׌꞊מ┕⺸סؔطٖٛ؞
㛡丗ס┩槡氳磝笝יז׻מ䫟㝢׽ֽי׿׈յ׈
յמ׼ GartnerյIDCյForresterػؓגזַכ
ն׌ױַי䶹䧏؅⹨ׄ׵׼־哅♿عتٛ

٭ٔزؠط؞٭ؓסյ䏼全ע׽ױ냕ס䶹䧏ס׆
ֿ䥚ֻ׾鐐갭כյס׼׿א鐐갭؅鬭峎ٞح׾׌
׊何⹚؅כ׆׾ַי׿׼״耆ⱱֿ鏀סعتٚع
⹦稤䏔⚡յ攐סא׷յ♿哅״גסאն׌ױַי
ն׌ױ׽䑒釐ֵֽֿׂי׊嫰泘מ攐מ⺸⥝ג׊ֹ׆յע磝笝׾׌⹦䌕כ䈡䷓מ

٭فؕئסյ磝笝עն⟊ꣅ⚡炘׌ךꣅ⟊٭فؕئյֿחכץסꄇ⮆׾ַיזםמ갻蜷ֿ⺸⥝ס׆
םמֹ׻׾״䍚ׂ姲׽׻؅ذ٭ظ׾םכ䧗嘅ס״ג׾׌❪䡗捘䈱؅鍐ס٭بَٛכٜظٓؠتٛ
ꣅ⟊؅ذ٭ظ㲔錞氳׾׌꞊מ峎㵼סյ䷍䱡㵚霄ꯛ㓊ךכ׆׾׌؅䫑榫عتٚعٞحն׌ױַיז
⚡炘מ䬠❠׊յס׼׿׆䤗软ֿ㵵⪌ַםַי׿׈㕙⾒ֿؠتٛ׵׽׻⛥ׂյ畘杼ֿ⨣׽ֽי׿յ
鑁姲כ䮇㜊ֿ׽׻㵼ַם磝笝؅כ׆؀ֵֹך炐׌ױ׀ךֿכ׆׌ն

عتؤⱶֻյ䤗软מ䍚⴫ס⯆⛮畘杼ؔطٖٛ؞جסյ┕鳭עמ٭ٔزؠط؞٭٬ؓعتٚعٞح
סⰟM&AD⮆٬⹜٬鞙✡⾒ャյ䷉סت٤ًؙٛتؠؙ٭ا٭յٗ┕⺸ס僃鸵⴫յ鷞榫Ⲗ曍ס
⾒杼⴫յ䧏禈⺎耆䓪לם┕⺸סյ㛡ׂ׌ױ׽ֵ׵عشْٛס┕تؾةلסն

׆յ׽ֵך䑒釐ֿ׊釤泡סؔطٖٛ؞جכء٤؞٭٠عشؾסյ䏼全עמ燯车ס׫عتٚعٞح
ն׌ךյ⹦稤䏔⚡域瑬ע־׾׿׼״閱鑜؅鶟י׊؅氦䭙وشب٭ر٭ٛכ׫⺸亠ס

ط؞٭٬ؓعتٚعٞح
յ眦㎁䷓䈡嚀ע٭ٔزؠ
꞊NISTյCISAյDoD׷㛻
礴ꯛס㛻礴ꯛ♐יז׻מ
䫟㝢׌ױַי׿׈ն

53
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כ⯆⛮ؔطٖٛ؞ج
䍚⴫סت٤ؓؕٚو٤ؤ
┘㱭⪒ֵעַ׾靷䥵ס頻צ׻ֽؔطٖٛ؞جַ׀
ؘّؗئյٚ٤ע㲔饧/啶䡗סت٤ؓؕٚو٤ؤ
ؓյؘُٜؗؓյٜؗؕتյء٤بشؔنյ٤ؤ
ն׾״؅냕ؠتٛס⹚鷿ت٤ؓؕٚو

Ⲗ冽ס❆

哅ⳉⲖ曍⴫
䷚꤃/꤃㲹㵚䑴յOS/ع٭ظوشؓסؘّؓؗ٭ؒنյ
סյ㚺催畘杼ٜؠؕئ٬ٖبشٝن鸵榫յٛزشق
哅侇⛼ס塜炘⿦גַי׊׷鞝מ璡ء٤ٛ٭ٖةآت
ꝴס僃鸵⴫כյ㜵硜炘⿦ס☔♭鞝ס⯡峎ն

ت٤ًؙٛتؠؙ٭ا٭ٗ
˝ جذ٭ظ٤䫘禈مؓىס׫ؠ٭٠عشؾ

ס׾׎׈份꥗硜┉؅⟓鵟סי⪑׫٭ذ٤
䉬塛׾׻מ鵟⟓鷐䋝ס⯡峎

˝ 䅮㓊⯆䐒׾׻מꄆ釐ؓסٛو⨣⩝ꯂ⛣築ׄ

˝ M365סאכ☽SaaSס僃鸵⴫

◅ꁁ⴫憇碛䪶⭳ꄈؔطٛلػطتئ
˝ ESG梪㗞յ炘⚡յت٤ػف؝孨Ⳃյَٝ

┕⺸סؓؤتյء٤ؔط٭

꧅ⱱכ⬈䢢׻מ
CO2䪶⭳ꄈ׾

⯡峎

⺬✡٬鞙⹜
˝ M&Aס䫟鶟
˝ 鍐ס٭بَٛ׷嘤تجؠؓסךꪫؔطٖٛ؞ج

鿥㷯ם鲅鵭ס䏼哅⿦סյ鞙⹜⩝♿哅ג״⻠؅❪
ء٤ؔظ٭٤ٍ؛

㍲24ע٭ٔزؠط؞٭٬ؓعتٚعٞحյ䆋䇶ַ磬ㅀⲖ冽׌׼ג׵؅ն
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Ⲗ冽ס❆

ITסعتؤ僃鸵⴫
• ٤ؓؕٚوؓؔطٖٛ؞ج/عشؾ٭ذ٤ؕ

癨碛⴫סت
• 峎/䉬塛⯡ס㳊ꄈ銶槆/催二סؘؓؗغ٭ـ

• ؾ٭ذ٤ٜؕ؜٭ٞ/癨碛⴫סؠ٭٠عشؾ
عؗؓؠؕٝهعش

Ⲗ冽ס❆

30-40%
بؠا٤ٚعغ٤ؗفعؗؓ/غ٤ؗف٤ؕ
榟榤氳侇ס٭ا٭侇ꝴ⯡峎ٗה䏨ס٤٘

ꝴ

Ⲗ冽ס❆

2-3X
M&A٭ةػبⰨ⭳סךױ侇ꝴ湾竊

UXכ榟榤䓪ס⺸┕
┕⺸ס⯆⛮ؔطٖٛ؞ج

50%
꧅ⱱ✳榫Ⲗ曍 (PUE)ס䷉ャ
⭳蕔յ⪌蕔յ◫䬵鼧⿁ס⯡峎

Ⲗ冽ס❆

50%
٭ذ٤ؕסغ٤ؗفعؗؓ/غ٤ؗف٤ؕ
ت٤ؓؕٚو٬ؓؔطٖٛ؞ج٬عشؾ
二釨ֽצ׻仴㰆䦠憠ס畘杼Ⲑⱱ⯡峎

75%
ؕٚوؘؓؓؗغ٭ـ

峎⯡عتؤסت٤ؓ

85%
بشؔنյؘّؓؗئ٤ٚ
ؘُٜؓؗס☽סאյء٤
逇㲹峎㵼סتٜؕؗ/

25%
סؠت庀孋ٛذ٭ظ

⛥峎

Ⲗ冽ס❆

50%
ס鞝榫ؠ٭٠عشؾ

⯡峎
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:ع٤َؕ٭؞

n 磝笝ס⟊閾׀׬׌僃׵ꄆ釐ם鞲榤ؙٜٖة٤ؗٚؠյ曓⫦ס㲑溍ס釤哕כ״յ٭فؕئ
ն׾ֵךꄆ釐ֿכ׆׾׌ꯂ⛣築ׄ؅䶹䭤⩝⨣ס䡵樋ؔطٖٛ؞ج

n 磝笝עյ頻׌׼ג׵؅ؠتٛ٭فؕئם׀倊랺ס⟓갔ٓ׼־ٜظ聰ⷋמ״ג׾׌յعٞح
յ׊؅吾錞تؕفظכ٭ا٭յٗעնZTA׾ַי׊ZTA؅䫑榫٭ٔزؠط؞٭٬ؓعتٚ
ն׾׌䫘禈؅澬玮ם⪑յ㱦׊؅鸵榫٭بյَٛ׊❪؅鍐ؠتٛ

n ZTAס⮵憠עյ㛙鼧מ⪜ꝧג׿׈䷍䱡㵚霄ꯛ㓊؅峎׊׼յؠ٭٠عشؾ⫂鼧סך姡䇖亠⺸
նZTA׾ֵךכ׆׾䤰ֻמ逇㲹؅僃㵸꡾׾׻מ䮇㜊؅ꡔׁյ➇㲹ذ٭ظյ׊燯Ⳃ؅ꡢ塛ס
׷׾׀ךֿ◄☼׵ך׼־׆לյ״⻠؅Work-From-Anywhere舅㱝؅ؔطٖٛ؞جע
⣐ꪫסח3סؔطٛلا٭յٗعتؤյؠتյٛעعتٚعٞحն׾׎׈ꯂ䑴מغؗٚؠ
ն׌׼ג׵ャ؅䷉סך

n ZTAעյ׾׎׈┕⺸؅ؔطٖٛ؞ج䣆壿י׊כ䷓䈡מعتٛػؓ׷䶹䧏׾ַי׿׈նגױյ
ն׾ֿםח׵מכ׆׾״؅냕❪鍐ס磝笝׾ֽׄמꣅ⟊٭فؕئ

n ⹦稤䏔⚡עյ؅ؠتٛ٭فؕئ僃㵸⴫מ״ג׾׌յ٭٠ّ٭ٝنסعتٚعٞح
ն׾ֵך׀׬׌鶟➢閱鑜؅סך⫁յ磝笝ֹ׻׾׌؅䫑榫٭ةٞؿؠطכؠ

4
䤗软ס杼鉮
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2
⨣⩝ꯂ⛣

♀ׄ

♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
ꪜ䤗软氳

釐㍔

7
鍐❫כ

⹚䐝

3
鍐❫

4
䤗软ס杼鉮

1
⹦׽磝סײ

ꝧ㡎

6
鐐갭ס

⩡僜
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־סםꄆ釐ֿوشطتס׆׏ם
ն׌ױ׽ֵֿכ׆׾םמֹא׊嫰泘מׄד⣐ꪫם䤗软氳ס꤀յ鐐갭׳磝׽⹦מ畘杼ؠتٛ٭فؕئ

׌⪋րXց؅㵵٭ةٞؿؠطמ״ג׾׌٤؅յゖ갭րYց؅鉮婊٘ب٭ْ٭ؚنت٤ٚعٜذةظ

յעמ㵵ׂמ㚺ꪵ؅䡗Ⱶסն磝笝׌ךהֿ׊䏅ꮶ؅扛釱םꪜ䤗软氳׌׼ג׵䨿ֻյ㚺ꪵֿככ׆׾

䮇㜊؅䦙ׂ⺎耆䓪ֵֿ׷ؠتٛם׀頻כ׌؅釤鴢׼׿אյ׽ֵךꄆ釐׵ꪜ䤗软氳釐碛ס־חַׂ

ն׌ױ׽

⹦稤䏔⚡־׀׬׌؅⛰ע
⭚յ㵚׊縒䜡כ׽־ז׊釐㍔ꪜ䤗软氳釐㍔؅ס㛙♓٭ةٞؿؠطյעמ⹦稤䏔ס☽׷גםֵ

耆⺎׾׎׈㵚瓀؅ꯔ䨑ؔطٖٛ؞جյמ喋⺱כ䫑榫ס٭ةٞؿؠطם⮉ն鸵׌ױ׽䏔Ⱏֵֿ׾׌

䓪׾ֵס釐㍔؅犉哕氳מ畘杼׵כ׆׾׌ꄆ釐׌ךն磝笝乃⴫ُؕعشجغ٤յ⹦稤䏔⚡䏼哅

⿦عشجٜ؞تסյتجٞوյ磝笝啶鵰עյסؔطٖٛ؞ج׷٭ةٞؿؠط⹦׽磝סײ䡗冽מ頻

ն׌ך׼־ד釐碛ם埝⺎┘ך┕׾׌؅畘杼ؠتٛ٭فؕئյ׽ֵךס׵׾׌䏅ꮶׂ׀

㍲25 ն׾ַי׊㰆❣מꪜ䤗软氳釐碛ס־חյַׂע䡗Ⱶס畘杼ؠتٛ٭فؕئ

磝笝乃⴫סعشجغ٤ُؕכ㚺ꪵ
㚺ꪵס⹦׽磝ֿײ磝笝ס乃⴫יז׻מ堼鲛ַם׿׈㕙⾒յ䡗Ⱶס׫鷹׌ױ׽םמס׵ַ׊ꣅעն

攐עיַֽמؔطٖٛ؞ج٭فؕئמյ☔ꝴס车Ⳃמ颯㍔؅ؠتٛ٭فؕئ׾׌Ⲗ冽氳מ⯡峎׌

؅تجٞوյע䏼哅⿦ח嵹؅䧏┘מ㵚瓀ؔطٖٛ؞جםגն二׌ך⶜ⱱֿ䑒釐סյ☔չמ״ג׾

扛釱׽ג׊յ錉⺎؅عش؜ع٭٘بַםַי׿׈⛼䡗׽ג׊յ䤔鏀ג׿׈亠嫎♓㛙ך⛼哅׽ג׊

ն׌ך׼־׾耆䓪ֵֿ⺎׾׌

磝笝氳鐐갭ס⩡僜סتجٞو
僃鸵⴫

عشجٜ؞ت
鸵䑴ס
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⹦稤䏔⚡ס┉⿦עגםֵ׾ֵךյ磝笝ס乃⴫׷縒ֻ亠؅㚺ֻך┕׾頻ם׀䏅ꮶⱱ؅䧏׌ױַיזն
ױ׽םמֹ׻׾׌鴑꣭מ׿א׵٭ف٤ْס☽յךכ׆׾׌յ䫟鶟׊㚺⴫؅䶹䧏מ犉哕氳ֿגםֵ
ն׌

ر٭ٛס؅磝笝׊釤泡ם䥁儖氳סؔطٖٛ؞جյלם燯车ס׫ّ٭ؚنعشٚو٬عتٚعٞح
ئעն䏼哅⿦׌ױ׽妳؅鸦ֹ䑒釐ֵֿמ辐杯亠嫎׷צ銧蜗鹟׍ױյעמ״גֹ׼׵י׊硯䐂מ٭
յ榟ע㵚瓀ؔطٖٛ؞جն׌ױ׽㛡ֵֿׂכ׆׌䑴؅炐⹚ם㲊氳⻖מ鎇갭סؔطٖٛ؞ج٭فؕ
榤䓪؅㟷ׅ׾꤃㲹擻׷յ㲔꤀ס哅ⳉמ⹦׽䫇ס⯥׾־括ַ׊؂┉䣆ꝴי׊כ䇶ׂ鏀閁׾ַי׿׈
帐⴫⫄סتؾةلע泘嘅סײ磝׽⹦סعتٚعٞحյ磬ㅀꢛֿյעמ״ג׾ն䶹䧏؅䐂׌ך׼־

םעךכ׆׾؅㟷ׅ׿孱סյ哅ⳉ׽ֵך鶟➢ס
ն׌ךꄆ釐ֿכ׆׾׌؅䍚鐧כ׆ַ

ٜ٭鎇؅յٜ⚡׾׌꞊מؔطٖٛ؞جյףֻ❆
յעכ׆ַׂי㚺ֻמت٭يؠتյٛ׼־ت٭ي
׾ն銧ַ䬵ֻ׌ךחכץסتؔطؠٚوعتي
ر٭ٛؔطٖٛ؞جסלםյCISO/CIO/CROכ
מ꤀ס閱鑜׾׌꞊מتجٞوյ哅ⳉי׊㵚מ٭
ր׎ױַׄעיז׷ע׿א؆ցכ銧ֹ♏מ׽؂յ
לך亠嫎ג׿׈䷉ャס⮯ג׊؅縒䜡ؠتٛ
מֹ׻׾׌յ❆炐־׾׌؅㲔车ؠتذמֹ׻ס
㝢ⲍ׌ױ׊ն٭ا٭ٗכ٤٘بشِסتؾةل
ֿכ׆׾׌מ䑏╈ס؅閱鑜عشْٛסיזכמ
ն׌ױ׽םכ؟؜

ն׌ךꄆ釐׵כ׆׾״⻠מ鷞榫䤗软OT؅閱鑜סלם㳃꧅ع٭ُتյ䄄㕙յ⵳殴嚀㉺յגױ
ם泡䫘氳מ٭ا٭յٗךכ׆׌؅炐׈䇶ס㵚霄疗㍱ס䠫䒝ؔطٖٛ؞جח䧏ֿגםֵ׽׻מ׿׆
䏅ꮶֿ⭳׾疗㍱׍׼םײסյ׽׻䇶ַ釱ꄇ؅㚺ꪵי׊כٜ٭إס釤؅כ׆׾ַי䍚鐧׌ױ׊ն

⹦稤䏔⚡ס┉⿦ֵ׾ֵך
縒׷乃⴫סյ磝笝עגם
ֻ亠؅㚺ֻך┕׾㛻ם׀
䏅ꮶⱱ؅䧏׌ױַיזն
㚜י׊⭳מ㚺ꪵ؅㝢ⲍ׌
ֹ׻禈ׂמյ䏲ךכ׆׾
氵מⲭ妳ךֿכ׆׾ׄט
ն׌ױ׀
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⩝鶟氳ס׫ؔطٖٛ؞جם縒ֻ亠յ䤗软氳ם湳
閁յסؠتٛ٭فؕئ⛥峎ס׫掂䙫ֿגם؅ֵ
❆炐ךכ׆׾׌յ磝笝מ٭ر٭ٛס㚺ꪵ؅䡗Ⱶ
նֹ׺׊ך׾׀ךֿכ׆׾ֻ┙ⱱ؅׾׎׈

僃鸵⴫סتجٞو
磝笝؅ؠتٛ٭فؕئסⲖ冽氳מ⛥峎״ג׾׌

յؕ٤כتجٞوַ׊二׾׌յ鷞榫؅畘杼עמ

׼״姲ֿכ׆׾׌亠嫎؅杼鉮ס㵚䑴ع٤ظب

ն׌ױ׿

舅䄕鍐❫עגױ瑬└縖ס鍐❫מ㓹יַטյٞو

峎⛥ؠتյٛעכ׆׾׌䤧䭂؅ס䡗捘䈱סتج

وشطت׌ך䑒ꯄיזכמ 3؅⹆拨ն

סאעגםյֵ׽ֵך二ֿ䑒釐⯇סتجٞوס⫁յ磝笝עמ׾׌ャ䷉؅⯆⛮畘杼ؠتٛ٭فؕئ
㲔杯؅澬㲔ס״ג׾׌מ╚釐ם䏔Ⱏ؅冽׌ױ׀ךֿכ׆׌גն磝笝עמյֵֿגם釤泡ֿ׊䑒釐
؞ج٭فؕئ׾׌ն䡗Ⱶ׌ױ׽丗㛡ֵֿׂتجٞو畘杼ؠتٛסך䣆⛼哅ַם׿׊׵־׾׋䚉כ
ն׌ױ׽ֵֿ♭釐ס־חյַׂעמ㓹灄؅疣ׂסؠ٭٠ّ٭ٝنסتجٞو٬ؔطٖٛ

n 㲊僿氳ؠتٛם鍐❫ - ⹦稤䏔⚡עյ磝笝סCISOעגױ鸵劲׼־٭ر٤يؔط٭قغ٭ئם㲊
僿氳ؠتٛמ鍐❫؅⹨ׄ؅تجٞو׾澬玮׾ֵך׀׬׌ն

n 禆禈氳ؔطٖٛ؞ج٭فؕئם溿⟣ - ⹦稤䏔⚡עյ⹦稤䏔⚡舅骰ֿ禆禈氳ם溿⟣؅澬㲔מ┙
ն׾ֵך׀׬׌؅澬玮تجٞوס״ג׾׿׼ֻ

n ٜٖؓؼ㵚䑴ُع٤ظب٤ؕ - ⹦稤䏔⚡עյ䷓䈡䎎㷀յ㕙⾒׳⻠؅ؓؔظْעיז׻מ⮵㲹
꞊➟縖סع٤ظب٤ؕמ氦榟؅⚥鷼׾׌꤀ס銶槆؅玮׾ֵך׀׬ֽׂייն眦㎁עךյ
SEC ס二٤ֿؕٚغؕ؝յ⪜ꝧ♿哅סꄆ頻ם鷿⹚ס㕔⼔מ꞊׾׌⸬劲ם釨⯞؅㲊ַי״
ն׾

䛜ⳙסؠتٛ٭فؕئ
؅䷉ャעמ׾׌յ磝笝
二⯇סتجٞو鼧⫁ס
ֿ䑒釐׽ֵךյֵגם
䏔םꄆ釐מ״גסאע
Ⱏ؅冽׀ךֿכ׆׌ג
ն׌ױ
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n 㲊僿氳ם㕔⼔ - ⹦稤䏔⚡עյؕ׷ع٤ظب٤յؠتٛ٭فؕئ畘杼⛮⯆ס㚺催יַחמלם
⪛סն眦㎁׾ֵך׀׬׌؅澬玮تجٞو׾׿׈鷼⚥מ鸵侇יז׻מ㕔⼔ֿյ磝笝䇠鼧ס
ꝧ♿哅עךյ SECס㲊סٜ٭ٜג״┉鼧י׊כյ؅ؠتٛ٭فؕئ鍐❫٬畘杼ס״ג׾׌
ն׾ַי׿׼״ꝧ炐ֿ姲ם㲊僿氳׾׌꞊מتجٞو

؅僃㵸ؠتٛ׌⭳ײ榟ֿتجٞوסյ䏼全㑔ךכ׆׾׌؅䫑榫٭ٔزؠط؞٭٬ؓعتٚعٞح
꡾מ䤰ֻ׌ױ׀ךֿכ׆׾ն┘釐؅ؘؓؗغ٭ـם⹦׽ꢜ׀յ⫛Ꝏؔطٖٛ؞جם畘杼؅䉬塛׊յ
鵟⟓ס⟊閾؅꥗╈畘杼ךכ׆׾׌յ邾ꥭ؅׈頻䆋מ鬭峎׌ױ׊ն ䷉تجٞوյעャ䷉םֹ׻ס׆
ャםױ׉ױ׈ס⮆ꄇמ䇶ׂ䏅ꮶֿ׌ױ׊յ╈׵ךM&Aמ⛂ֹ礴⾒מ頻ם׀䏅ꮶ׌ױֻ┙؅ն

⹦稤䏔⚡ס┉⿦עגםֵ׾ֵךյM&Aמ꞊؂
٠عشؾס哅♿׾םն樟ֹ׺׊ך㛡ַ׵⚡嚀׾
嚀耆؅ֹؔطٖٛ؞ج׾׌築꣭מ׿אյכؠ٭
䖾頭עיזכמّ٭زյITעכ׆׾׌⾒礴ׂױ
׎╾מյ哅ⳉ؅髬鷹עך鷨爊סאי׊אն׌ך
׿׀騙⶜ֿ丗ֻסךꪫؔطٖٛ؞جյמ״ג׾
ٖٛ؞جמ״גסն榟榤䓪׌ױ׿׈םל׮ַם
׾׌㘃ⱶיז⛂מ׿א㕙⾒յ׾׌מ؅敍攄ؔط
׌׷侇ꝴ؅鞝ס׽ם־מ㵚䑴סؠتٛ٭فؕئ
䑒釐ֵֿ׌ױ׽ն

؅تجٞو⾒礴ֹ⛂מյM&Aעعتٚعٞح
頻䆋מ癨碛⴫׊յ礴⾒׾־־מ侇ꝴכ❫⡁㲔杯
ն׌ױ׊湾竊מ侇ꝴ؅頻䆋סךױ

מյ◄哅⮆Ⱏגױն׌ױ׀ךֿכ׆׾׌؅鷼䡗⹜鞙ׂםכ׆׾׎׈┖⛥ꡔ䐒ⱱ؅סյ磝笝י׊א
:ն錌嫰׌ױ׀ך鸵榫עعتٚعٞح׵ ⺱┉擻杼ך╈סؠ٭٠عشؾյ鑜杼氳ؠ٭٠عشؾמ
؅⮆Ⱏעׂ׊׵擻杼氳؅ؠ٭٠عشؾמ⮆Ⱏך┕ג׊յ䑒釐ם鵟⟓؅ײסM&Aכ⺱喋מ錉⺎׾׌

زؠط؞٭٬ؓعتٚعٞح
յ䏼全ךכ׆׾׌؅䫑榫٭ٔ
㑔ֿتجٞوס榟تٛ׌⭳ײ
ךֿכ׆׾䤰ֻמ؅僃㵸꡾ؠ
ؘؓؗغ٭ـםն┘釐׌ױ׀
ٖ؞جםꝎ⫛מ┕♓յ䑒釐׷
յ鵟׊畘杼嚀耆؅䉬塛ؔطٛ
כ׆׾׌閾؅꥗╈畘杼⟊ס⟓
ױ׊鬭峎מ؅㛻䆋׈յ邾ꥭך
ն׌

60



STEP 5: ꪜ䤗软氳釐㍔ס׫⹦׽磝ײ

61

כ׆车ֹמ⮉鹃了؅鸵ס⟓鵟׀׬׌鹃了צ⹕⟊澬ס⟓鵟םյ䑒釐ךכ׆׾׌ֹאն׾׀ךֿכ׆
յ燯车ךכ׆׾׀ך❠䬠י׊؅禆禈تجؠؓם䑒釐ס׫ذ٭ظ׷٤٘ب٭آٛوնؓ׾׀ךֿ
僿ꝴ╈تل٭ئס䬠❠㜵硜Transition Service Agreement)מ媮יז⮆Ⱏג׿׈◄哅؅⫃帐מ禆
禈׌ױ׊מֹ׻׾׀ךն

鸵䑴סعشجٜ؞ت
ն׌ךכ׆׾ַי׊؅僗ٜ؞تסח5ס┖♓⿦ֿ⪑עגױ鼧┉ס⚡յ⹦稤䏔עتؔطؠٚوعتي

1. 鸵⮉ם韬ゖמ״ג׾׌؅䑒釐םյס٭فؕئ┩槡מ꞊׾׌鐐갭סؠتٛ׷畘杼מ
杼鉮סיַח

2. 釨⯆釐♭מ㵚סי׊䙫閁
3. 哅槡嘅嶖מتؔطؠٚوعتيכ꞊׾׌瞿鵟
4. 杼鉮סיַחמ哅禆禈瓀◄ס氦榟侇ع٤ظب٤ؕכ㵚䑴ع٤ظب٤ؕ
5. 湳閁׾׌꞊מ礴媩ت٤ػف؝ؔطٖٛ؞ج٭فؕئ

ֽמ⚡⹦稤䏔ַםַֿ٭ف٤ْגז湳閁؅䧏ם泡䫘氳׾׌꞊מؠشمعסؔطٖٛ؞ج٭فؕئ
ն׌ױ׽ֵֿ⺸⥝׾םמ釐㍔ֿ鷨㛡ؠتٛ׾׌⼔䥵䎎鼧糓ֿ㕔ؔطٖٛ؞ج٭فؕئյעיַ

⛥ؠتնٛ׌ך䑒釐׵ך磝笝םյ頻釨嘗עعشجٜ؞تס״ג׾׌⭚㵚׊؅杼鉮ؠتٛ٭فؕئ
峎ס泘嘅鷼䡗מ䑒釐םյ䏼哅⿦מؔطٖٛ؞ج٭فؕئס׫꞊׾׌䷷罫ٝ؅ٜي婊㲊גֵמ׾׌
׽鵟ס┖♓עو٭ٜءם氳⛮⪮׀׬ն⹦稤䏔⚡ֿ泃涍؅车ֹ׌ױ׽םכ䏔Ⱏֿꄆ釐סגםյֵ׽
ն׌ך

n 磝笝⫂סCٝ٭ر٭ٛסٜي磬ㅀ䇠鼧

n IT鼧ꝛ

n ┉芗炘⿦

磬ㅀ䇠鼧؅عشجٜ؞تס釤ךכ׆׾յꪵ二氳ך⩝鶟氳٭ر٭ٛؔطٖٛ؞جםյ攐מ㚺ꪵ؅䫟
鶟׾׌湳閁כ⟓䒝؅٭ر٭ٛؔطٖٛ؞جגֻ⤓؅磝笝מ䫑榫ס״ג׾׌釐♭؅伺澬׾׌מ䣆Ⲃ
ն׌ױ׀ךֿכ׆׾׌؅ׄ
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㍲ 26מؔطٖٛ؞ج꞊׾׌閱鑜סع٤ْٜه٭ؾؕכؠتٛتؾةل؅鈝憠׼־⫋啶䡗ךכ׆׾׌յ
縒ֻ亠؅㚺ֻ׾

䤗软מ㵚׾׌鶟塥氳ُؕיַחמعشجغ٤鸵⮉ם韬ゖ׷כ׆׾׌؅յםֹ׻סعتٚعٞح二
䤗软מ꞊׾׌냕䈱ם湳閁؅僗עכ׆׾ַי׊յITٛמ٭ر٭䑒釐׷عشجغ٤ُؕם湳閁٬⟓䒝
ն׌ױ׽םכ׎؂⾒ײ磝ם䍚ⱱך┕׾׌յ㚺ꪵ؅䫟鶟מ׵ככ

סյ磝笝ךכ׆׾䬵ֻ׀糋כ٭ٔزؠط؞٭٬ؓعتٚعٞحסت٭يغؗٚؠ؅٭ةٞؿؠط
IT鼧ꝛע攐㲊ײסמ٭ر٤يס鵟榫؅ٜ؞ت׾׌䑒釐׌ױ׽םׂם׊כն♏מ׽؂յ䤗软縖ע二
ն׌ױ׽䑒釐ֵֿ׾ׄחמ؅骰ٜ؞ت׾׌꞊鵽מ梪㗞םג

湳閁כ⟓䒝
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ꪵ二氳ם
二䤗软

ITٛמ٭ر٭
姲׾׿׼״二םג
عشجغ٤ُؕ
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䇞ַյITסٜػ٘بشؘنٞو㛡ׂעյ㚺⴫׌
յ׽ֽי׿䜉מכ׆׾׌鸵䑴מ꧎釐ם䤗软氳׾
䑒釐מ䑴מכ׆׾׌وشٜؓ؞ت⫋י׋䙫培氳
מ⪋㵵ס磝笝ֿյ二䤗软סגםյֵגױն׌ך
י׊䤷鞲׵מوشٜؓ؞تסյIT☔免י׎؂⾒
ؓםյ犉哕氳ךכ׆׾ׄ־؅ゖַ־ֹל־׾ַ
ն׌ך僗Ⲗ׵כ׆׾؅⹦ز٭ٞو

僃䏲מյ⹦稤䏔⚡ס䏔Ⱏי׊כյ磝笝ס䏼哅⿦
ֽׂי׊ꄆ釐䓪؅鏀閁ס罫䷷ם芗氳┉׾׌㵚מ
䑒釐ֵֿ׌ױ׽ն٭فؕئ䷍䱡ס僃׵┉芗氳־
ն׌ךכ׆׌յ䏼哅⿦؅꽯ע䣆嫎׾ַי׊䡗Ⱶח
⚡炘ס⪒䏼哅⿦٭فؕئס䙫閁׆׾׎׈┕⺸؅
׼ג׵؅׽釤鲭ם藋頻ַֹכ峎⯡ؠتյٛעכ
ն׌ך׀׬׾׌כյ僃⨣⩝◄ꯁ׽ֵךס׵׌

؅㲔杯כ׆׾׌⼔㕔׍׿؅䔤׀טյ妳׽ֽי׿׈յ䙫閁築ׄ׽յ䏼哅⿦ֿ榫䑏岐ֵׂיזֿג׊
ն׌ךꄆ釐ֿכ׆׾؅磬ㅀ䇠鼧ֿ䬈ֻهؔط٤ج车Ⳃյؕ٤׾׿׈յ泘嘅錃㲊յ䫟㝢עמ״ג׾׌

磝笝氳鐐갭ס⩡僜
IT鼧ꝛס啶鵰ֿٞؕئ⴫׾ַי׊㕙⾒յ؅عتٚعٞح䫑榫׾׌꤀מ攐僗ס鐐갭؅䌕׀颯׌׆⺎

耆䓪ֵֿ׌ױ׽ն㛡ׂס㕙⾒յ⺨鼧ꝛ٤٘ب٭آٛوؓעמյؠ٭٠عشؾյלםؔطٖٛ؞ج

攐㲊סIT嚀耆מ媮גז䏔Ⱏֵֿ׽յםֹ׻ס׆⵱⮆ע磝笝㍲עך┕׾׌ء٤مشُמ杼זם־מ

Ⳃסٛوؓغؗٚؠյףֻ❆ն׌ױ׽ֵֿכ׆׌׆颯׀ゖ갭؅䌕׷׈偵佣עמյ㲔꤀ֿ׌ױַי

⛼ֿ鷐ַ㕙⾒յע׿א鐍ס鞊♳־ֹ׺׊ךסם䏼哅⿦ֿ二ַ׊䯥䅮꧅鎇ؘز؅ٜ٭ْס◄☼ך

ٖٛ؞ج׵כ׿אյ־סםַ׎סؠ٭٠عشؾյ־סםַ׎סٛوؓע׿א㕙⾒յַם׀ךؠش

丗㛡ׂע亠嫎׾׌䢥㏇؅伺澬⴫ס♳յ鞊׊⭚㵚מゖ갭םֹ׻ס׆磝笝ֿ־ֹ׺׊ךַ׎סؔط

ն؆׎ױ׊㰆㏇עز٭ٞوؓג׿׈յ嘅嶖⴫ֿ׌ױ׽ֵ

芗氳┉׵僃ס䱡䷍٭فؕئ
յע䎬䛜׾ַי׊䡗Ⱶח־
䏼哅⿦؅꽯׌ךכ׆׌ն⚡
炘ס⪒䏼哅⿦٭فؕئס䙫
閁עכ׆׾׎׈┕⺸؅յٛ
釤鲭ם藋㛻ַֹכ峎⯡ؠت
յ׽ֵךס׵׌׼ג׵؅׽
僃⨣⩝◄ꯁ׽םף׿ׄםך
ն؆׎ױ
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64

IT鼧ꝛٞؕئס⴫ֿ䌕׀颯׌׆ゖ갭עյ頻釨嘗ם䤗软氳⹦׽磝ֿײ鶟车׾ַי׊侇ל׮岐⯍⴫׊
յّ٭ز٬ؠ٭٠عشؾյף׿׌嚀耆ׂ׊塜ֿؠ٭٠ّ٭ٝن٬عتٚعٞحך׆א׊־׊ն׌ױ
״ג׾׌┙꞊מ犉哕氳׵յ磬ㅀ䇠鼧ׂםךׄדّ٭ز٬ع٤َؕغյؙ٤ّ٭ز٬ؔطٖٛ؞ج
鵽䯥ֿ➢鶟׿׈յ䏔Ⱏס偵佣؅׈鉮寕׌ױ׽םכ٤٘ب٭ٖٛخג׿⨣ס״ג׾׌ն┕碌䇠鼧ג
עיזכמ⚡⹦稤䏔ֿכ׆׌➢ֹ׻׾׌㚺⴫؅䫟鶟ם䑒釐מ״גס僃㵸⴫ؠتٛ٭فؕئյֿה
ꄆ釐׌ךնٞؕئעמ׿׆⴫؅鉮寕׊յ鵽䯥؅䫟鶟׌ױ׿ױ⻠׵כ׆׾׌ն

׻ס┖♓յמ״ג׾؅鹴ׄ׈偵佣ס䏔Ⱏ⮆䥵ס㚺ꪵ䏲ؔطٖٛ؞جյעהג䇠鼧ס┖鿥סגםֵ
ն׌ך׀׬׌؅ׄ־ゖַםֹ

n ־♳鞊ס鐍ע畘杼כ錃㲊ס٭بَٛتجؠؓ
n 㱦⪒ם䫘禈ס禴䧏ע鐍ס鞊♳־
n ־♳鞊ס鐍ע畘杼כ錃㲊ס٭بَٛؔطٖٛ؞ج
n ׅ┕ײ犉ױױג׿׈┙յ嘤꡾ֿ築גױյכ׆׾ֵך敯䛜ס僃二ֿ٭بَٛتجؠ٬ؓ٭ا٭ٗ

־♳鞊ס鐍עס׾׌؅澬鏀כ׆ַםעךסַׂי׿׼
n י׊嶖䦠מ䣆ꯂכ٭بَٛסعتٚعٞحי׊鞉┉ֿع٤ؗ؜ؓצ׻յֽتؕفظյ٭ا٭ٗ

־♳鞊ס鐍עס׾׌؅澬鏀כ׆׾ַ

耆䓪⺎׾םמ注◍⶜ⱱֿ䑒釐סꝴ٭ف٤ْס䤗软鼧ꝛג׊⴫ٞؕئյע־חַׂס䏔Ⱏס׼׿׆
י׊⶜ⱱֿ٭ف٤ْסّ٭ز٬ؔطٖٛ؞جכّ٭ز٤٬٘ب٭آٛوյؓףֻ❆ն׌ױ׽ֵֿ
׊ն؆׎ױ׿׊׵־׾䑒釐ֵֿ׾׌㷣ꝧך梪㗞غؗٚؠյ׊䡗⛼؅٭بَٛتجؠ٬ؓ٭ا٭ٗ
ն׌ױ׽םמ燯车ֿ㳊佄יזכמյ꞊➟縖⪒⿦ף׿ֵי׊䤧䭂מ⯥◄؅־׾׌؅䥵䎎⛰յ鐍ֿ׊־
⹦稤䏔⚡ע٭ف٤ْסյ䏼全סրٞؕئ⴫ג׊ցIT磝笝׾ֽׄמ注◍⶜ⱱյעגױ䏔Ⱏס偵佣׈
؅䐿䈓氳מ鉮寕ג׊յ二ַ׊磝笝啶鵰ס啶疣؅䫟鶟׌ך׀׬׌ն
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:ع٤َؕ٭؞

n ն׾ֵךꄆ釐מ璡⺱כ䤗软氳釐㍔׵յꪜ䤗软氳釐㍔עיַֽמ畘杼סؠتٛ٭فؕئ

n 磝笝乃⴫סعشجغ٤ُؕכ㚺ꪵֿꄆ釐״ג׾ֵךյסؠتٛتؾةل⛥峎ؕסتؾةلכ
׵כ׆׳鱮ײ㚺ꪵ؅磝ؔطٖٛ؞جյךכ׆׾׌啶䡗⫋מ閱鑜ג׊כ䑏╈؅ع٤ْٜه٭ؾ
僗Ⲗ׾ֵךն

n 澬סء٤ؼ٭ٝع㲔产յס❪鍐ם杼鉮յ㲊僿氳סٜيյ䡗捘䈱ٝעכ泃涍ס僃鸵⴫تجٞو
㲔ם㲔产յؕع٤ظب٤㵚䑴䣆ꯂס⛼䡗յ㲊僿氳ם㕔⼔؅䙫⽏׾׌ն

n ׾׿׼ׄחמ؅骰ٜ؞تם磬ㅀ䇠鼧ֿ䑒釐׷յ⹦稤䏔ךכ׆׾׌鐧丝؅泃涍סعشجٜ؞ت
车ֹն׵罫䷷ס䏼哅⿦⪑׷罫䷷⫋סنشذتյITׂםךׄד׾׌מֹ׻

n 磝笝ס鐐갭IT鼧ꝛٞؕئס⴫ס鉮婊؅泃涍ךכ׆׾׌յ注◍⶜ⱱ؅➢鶟׊յتٚعٞح
ն׾׌מ؅伺澬♳鞊ס鼧ꝛ⺨׾ֽׄמײ磝׽⹦םֹ׻סع

䤗软♓㛙ס
釐㍔

6
鐐갭ס

⩡僜

7
鍐❫כ

⹚䐝
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2
⨣⩝ꯂ⛣

♀ׄ

♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
ꪜ䤗软氳

釐㍔

3
鍐❫

1
⹦׽磝ײ

ꝧ㡎ס

4
䤗软ס杼鉮
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סؔطٖٛ؞ج٭فؕئ
㚺ꪵ؅泃涍סך┕׾׌
꤃㲹׾ֹ׽םכ釐碛

STEP

6

66

CYBERSECURITY: ⹦稤䏔⚡وشطتסח7ס״גס

鐐갭ס
⩡僜
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־סםꄆ釐ֿوشطتס׆׏ם
⹦稤䏔⚡ֿ٭ف٤ْס磝笝ؔطٖٛ؞ج٭فؕئס㚺ꪵ؅䫟鶟׾׌꤀յ☽ס頻釨嘗ם㚺ꪵס⹦׽

磝؅ײ泃涍׾׌꤀כ⺱喋מյםױ׉ױ׈鐐갭מ泡ꪫ׾׌⺎耆䓪ֵֿ׌ױ׽նס׼׿׆┉芗氳ם鐐

갭מ㵚׊յ⹦稤䏔⚡ٝךٜي㵚⭚ף׿ׄם׊յ٭فؕئ꞊鵽ס⹦׽磝׾ֽׄמײ磝笝٬ّؕذס

ն׌ױ׽耆䓪ֵֿ⺎׾׎׼侇ꝴ؅鷐סךױ❫⡁㲔杯٭ٖٛف٬ؖع

⹦稤䏔⚡־׀׬׌؅⛰ע
׷ء٤ؼ٭ٝعյע鐐갭ם芗氳┉ס㛡ׂ׌׼ג׵מ㚺⴫ֿ磝笝׾׻מ㚺ꪵؔطٖٛ؞ج٭فؕئ

䷷罫յגױյ⹦稤䏔⚡⪒⛮מ鞊♳؅⮆丆ג׎׈泃涍מتجٞوյ僃㵸꡾ס㚺催؅ⱶֻךכ׆׾㵚

ն׌ױ׀ךֿכ׆׾׌⭚

㍲27 ⹦稤䏔⚡ֿף׊ף׊泡ꪫ6׾׌
鐐갭ם芗氳┉סח

磝笝٭فؕئס
סؔطٖٛ؞ج
僗Ⲗ䓪מ㵚׾׌
⪒⛮氳ם⺎釱䓪

埝㞜ס

⹦稤䏔ٝסٜي
㵠ꝛ湳٭فؕئ

閁ס┘餉

67

ط٭قغ٭ئ
꞊מؠتٛؔ
杼鉮┘餉׾׌

邾ꥭ٭فؕئם
耕㣚ס敯媲מ㵚
杼鉮ֿ┘ⶇ׾׌

⮆

؞ج٭فؕئ
嫰מؔطٖٛ
ⱱ׾׀ך⹦稤
䏔⚡٭خٛס

꡾䈱סت

סؔطٖٛ؞ج٭فؕئ
㚺ꪵ僿מ

⹦稤䏔⚡ֿْ٭ف٤
泡ꪫ׾׌

鐐갭׾ֵׂ׻סח6

꞊מ٭فؕئ
釨׷嫎䏱׾׌

㵚䑴ס׫⯆
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⹦稤䏔ٝ٭فؕئסٜي㵠ꝛ湳閁ס┘餉
㛡ׂס⹦稤䏔⚡עյ鵟䅻յꪜ䤗软氳ם磬塷؅䧏ך٭ف٤ْח啶䡗״ג׾ַי׿׈յ؞ج٭فؕئ

泃׾׌꞊מ꞊鵽◄ꯁ٭فؕئյ״גסאն׌ױ׽ֵֿכ׆׾ַי׊磬꽦ֿ┘餉׾׌꞊מؔطٖٛ

涍׷꞊┙յ攐מ꞊鵽ٛסؠت杼鉮׷䬠銧ֿꦘ׌ױַיזםׂ׊ն

磝笝؅ؔطٖٛ؞ج٭فؕئס洠מ䤧䭂עמ׾׌յ♓┖ס磝ֿ׎؂⾒ײ䑒釐׌ך
n 磝笝ؔطٖٛ؞ج٭فؕئס䡵樋٭فؕئכ耕㣚ס敯媲؅杼鉮׾׌
n 磝笝٭فؕئס꞊鵽ס埝憠כ耗䍏䓪؅杼鉮׾׌
n 頻ׂ׀㚺⴫׊禈ׄ׾㛙鼧耕㣚؅鍐❫ס״ג׾׌伺澬٤؅ؕٚت٭يם䧏ח

CISO/CIO/CRO׷յ٭فؕئ꞊鵽ס⹦׽磝מײ꞊┙ס☽׾׌磬ㅀ䇠鼧כ鎇׊⾒ֹ侇ꝴ؅澬⟊׾׌
ס䡵樋ؔطٖٛ؞ج٭فؕئ꤀յסאն׌ױ׀ךֿכ׆׾؅䐂⮆頻鼧ס湳閁םֹ׻ס׆յךכ׆
յꄆ頻䈱⾒ַյؠتٛثؕٚو٭ذյؙ٤ע鐄伺׾׌꞊מوشٔ؟׾׌㰆㏇מ⫁磝笝כ⥼⛮⪑

䮇㜊ס鈝憠סך嫰ⱱ憠מ׵ככ䬠炐כ׾׿׈攐
湳ס㵠ꝛ㳃ס㛙鼧םյ╈玮氳גױն׌ך僗沟מ
釤ע׼־յ CISOךء٤ؔن٭ٛهס׼־䐂׼
湳閁ֿגז鷿גױעכ嬼㴔ס꞊鵽٭فؕئ׾׿
䐂׌ױ׿׼ն⹦稤䏔⚡؅㵚霄٭فؕئג׊כ꞊
鵽׷ء٤ؼ٭ٝعס鏀㲊⹦䐂׵յؔطٖٛ؞ج
ն׌ױ׽⛼㓹泅؅ם䍚ⱱס״ג׾׌哭䒝؅杼鉮ס
ג׊鎇갭؅䣽ֹյ斻玮סؔطٖٛ؞ج٭فؕئ
ꯛס׆յ׵כ׆׾׌ؠشؘز؅ت٭خت٭ٖؼ
㓊׽׻؅荁ׂ杼鉮מ״ג׾׌䏔玮׌ױהն

⹦稤䏔⚡؅㵚霄מյؕئ
׷⟢溿׾׌꞊מꄇ⮆٭ف
鏀㲊⹦䐂؅车ֹךכ׆յ
哭䒝؅杼סؔطٖٛ؞ج
鉮ס״ג׾׌䍚㍾ם㓹灄
؅疣ׂ׌ױ׀ךֿכ׆ն

68
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⹦稤䏔⚡٭فؕئס㵠ꝛ㳃┘餉ס׫⹦׽磝ײ

CAP Group׾׻מ僃鲣ס鐧削16עךյRussell ؕئյיַֽמ90%ס哅♿׾ַי׿׈⭳鹟מ3000
☔סٜيյ䏔⿦ٝ׽םמ־׼伺ֿכ׆ַםַ׵☔⹦稤䏔ֿ1ח㵠ꝛ湳閁؅䧏סؔطٖٛ؞ج٭ف
免׾ֽׄמ㵠ꝛ湳閁ס┘餉ֿ갻蜷ֿכ׆׾ֵך宯׀䎻ג׊ױ׽םמ׽ն

Fortuneג׊⽜♳⹦稤䏔؅ַ׊յ二עמն2021䇗׌ױ׽ֵחח׽㚺؂ע⺸⥝סאյ׊־׊ 500♿
哅449炘17הֹסֿסؔطٖٛ؞ج٭فؕئ磬꽦縖؅鹟צյ2020䇗8־׍؂ס׼־┕伭ױ׊
ն(˕Heidrickג׊ & Struggles˖ Board Monitor.17؅⹆拨ն

邾ꥭ٭فؕئם耕㣚ס敯媲מ㵚׾׌┘ⶇ⮆ם杼鉮
ך㍭ꦘעכ׆׾׌㵚䑴מ⺸⥝׷耕㣚סյ⹦稤䏔⚡ֿ僃二׽ֽי׊㚺⴫מ䅻ע敯媲ס耕㣚٭فؕئ

畘ؠتٛ٭فؕئյעמ״ג׾׌畘杼מ䏅ꮶ؅洠׌ׯ⹕׫磝笝ֿؠتյٛכؠتٛ٭فؕئն׌

杼㵚瓀כ泃釱⛮⯆؅禆禈氳מ䷉ャֿסַֹכַם׼םף׿ׄם־ַי׊杯㲔׌ךն⹦稤䏔⚡עյ

㚺⴫׊禈ׄ٭فؕئ׾耕㣚מ㵚׊յ舅磝笝ֿמֹ׻סל鸵䑴יַחמ־׾׀ךյ䍚ַ舅⟓؅䧏ח

䑒釐ֵֿ׌ױ׽ն

׌杼鉮מ؅⹦稤䏔⚡ֿ伺澬־䑒釐ֿײ磝׽⹦םֹ׻סלעמ峎⛥ؠتյٛ׊耗䍏䓪ֿ㰆㏇מ׆ל
׼־磬ㅀ䇠鼧ם䑒釐מյ㚺ꪵיז׻מ׿׆նֹ׺׊ױ׊僗⪧כ僿䏨⡁؅CISOַֹכ׾䑒釐ֵֿ׾
㵚מ耕㣚٭فؕئ׾ַיזםמ䏅ꮶֿ伺澬ס׫تؾةلםն⪮⛮氳׌ױ׀ךֿכ׆׾䶹䧏؅䐂ס
כ⛮⪑⚡꞊䑏؅⹦稤䏔כն⹦稤䏔⚡ֿյ秴䓦䓪׌ױ׽ױյ磬ㅀ䇠鼧ֿ嫰䙫؅䣕ֹ⺎耆䓪ֿ냕י׊
磬ㅀꢛמㄊ颯ךכ׆׾׌յ磝笝ֿؠتٛ٭فؕئ㚺ꪵס⹦׽磝׽׻מײ냕ַ⨣⩝ꯂ⛣؅

16 (2023, June 6). CISOs as Board Directors. CAP Group. https://www.thecap.group/post/ cisos-as-board-directors
17 (2022, June 6). Cybersecurity expertise creeps onto Fortune 500 boards. CIOdive.com. 

https://www.ciodive.com/news/fortune-500-boards-cybersecurity/626650/
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סյ仴湳׾׿׈䬠颯יז׻מCISOמյ┉芗氳ע׿׆ն׌ױ׀ךֿכ׆׾ֻ┙յ䏅ꮶ؅ֹ׻׾ׄח
頻٭فؕئם׀耕㣚ס鉮婊׌ױ׽ֿםחמն

׾ַי׿׼꡾ֿت٭خٛ׾Ⱏׄמؔطٖٛ؞ج٭فؕئ
䏔⿦עյסؔطٖٛ؞ج٭فؕئ閱鑜מ侇ꝴכ꞊䑏؅Ⱏֿׂכ׆ꦘכַ׊䚉׎ױ׿׊׵־׾׋؆ն
׻׾׌嫰ⱱי׊כ磝笝מ㵚瓀ؔطٖٛ؞ج٭فؕئם㷺ֿⴍ䦮氳وشب٭ر٭ٛס☽磵冽յסא
ն׌ױ׽ֵֿכ׆׾םמ㍭ꦘֿכ׆׌➢ֹ

⹦稤䏔עゖ갭ؔطٖٛ؞جյף׿䮇㲹؅縒ֻ׾ֹ׊氦榟מ⾒㕙ג׊䱡ֿ䡗Ⱶ䷍٭فؕئյ׊־׊
ױ熭㡦⿦⚡⮆ؠتյ泃削٬ٛעמ⶜閱םֹ׻ס׆ն׌ױ׽䑒釐ֵֿ׾׌מ閱갭ם㲊僿氳סך⚡
杯敯ס٭فؕئ׾ֽׄמն磝笝׌ך׀׬׾״⻠僃二䗯㕔؅ם㲊僿氳ס׼־و٭ٜءס璡⺱עג
؅䤧䭂׾׌┉鞉ג׊亠嫎؅䧏עכ׆ַםגյ٭فؕئ䷍䱡◄勅ֿ◄哅鷞ㅀյ靸ⳉ㱦㲊䓪յ٤ٚه
ն׌ךכ׆ם⷇ꣅמյꪜ䅻כ׾䏅ꮶ؅縒ֻםⴍ䦮氳׌ׯ⹕מ⮭鍐סغ

ゖ갭םꄆ釐׵յ僃ע㕔⼔傴׾׌⭳䬠מ⚡յ⹦稤䏔״ג׾׌Ⲗ冽؅僃頻⴫סع٭ظوشؓ٭فؕئ
:׌ױ׽䑒釐ֵֿ׾׌٭ف؜憠؅ס┖♓עع٭ظوشնؓ׌ױ׊ֹ׻׾י扥憠؅䎎מ

what it can to identify, detect,

What

required to rectify the highest minimized until a long-term1 2

70

3
杯㏇ֽצ׻㵧全ס耕
㣚؅攐㲊׊յ吾湳׊յ
㵚䑴؅כ׆׾׌磝笝
׊⟊䥵מֹ׻סלֿ
־׾ַי

僃頻ؠتٛ٭فؕئס
؅佭塜מ״ג׾׌䑒釐
ャ瓀䷉ם

Ꝏ僿氳ם鉮婊瓀ֿ铺
ꝴյסךױ׾׿׼׋
耗䍏䓪؅僃㵸꡾מ䤰
亠嫎׾ֻ

㍲28 ⹦稤䏔⚡ע٭ف٤ْסյ磬ㅀꢛס׼־域םֹ׻ס僃二䗯㕔؅䐂׾ֵך׀׬׾ն

泃削㡦⿦⚡ֽؠتٛצ׻㡦⿦⚡מ䢥㷯׾׌⹦稤䏔⚡ْע٭ف٤յ磝笝ٛؔطٖٛ؞ج٭فؕئס
ն׌ך׀׬׾ׄ⺸յ嫰䙫؅ךכ׆׾׌話湳מ䇶ַ疗㍱׽׻ס⚡䗯㕔؅⹦稤䏔׾׌꞊מث٭ؼכؠت
؅⟓舅כ׾ַי׀ךֻֿ⤓ם靸ⳉ氳י׊㵚מع٤ظب٤ؕ٭فؕئյ磝笝ֿע⚡յ⹦稤䏔ףֻ❆
䧏יז銧ֻ־ֹ׺׊ך׾

1
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╚釐ם◄哅ꪵ二׷䡗Ꝏס׫⹦׽磝יַחמײյ弍㏇氳־ַםֿؠتٛؔطٖٛ؞ج٭فؕئם吾
錞־ֹ׺׊ך׾ַי׿׈ ⹦稤䏔⚡עյ䬠❠٭فؕئ׀׬׾׿׈꞊鵽ס僃二䗯㕔סאכ䬠❠亠嫎
ն׌ױ׀ךֿכ׆׳鱮ײ磝מ⮉鸵מتجٞو䙫閁؅ס׫٭فؕئյךכ׆׾׌㓹嶖؅錃㲊יַחמ
䧏מ⚡յ⹦稤䏔ךכ׆׳鱮׽吾鋀◄ꯁ؅沸׾׌꞊מؠتٛ٭فؕئמ㕔⼔傴ס׫⚡յ⹦稤䏔גױ
ն׌ױ׽םמֹ׻׾׿׈縒䜡ֿؔطٖٛ؞ج٭فؕئמ⯥׾׿ױ鱮ה

׾׌꞊מ僗Ⲗ䓪סؔطٖٛ؞ج٭فؕئ
⪒⛮氳ם⺎釱䓪ס埝㞜
׎ױ׀ךעכ׆׾׌釱⴫⺎מ⪑僗Ⲗ䓪؅㱭סؔطٖٛ؞ج٭فؕئסյ磝笝׵⚡⹦稤䏔׾ם־ַ
؆ֿյCISOכ㲊僿氳׊׽כ׽׷מյ㛙鼧ס׼־鍐❫؅⹨ׄךכ׆׾յ׽׻荁ַ⺎釱䓪؅䐂כ׆׾

ն׌ױ׀ךֿ CISO׼־磝笝ٖ؞ج٭فؕئס
鐄伺؅⹨יַחמ⥼⛮⪑סتجٞو٬ؔطٛ
׾׌㵚מ㵧全כ杯敯סײ磝׽յ⹦ךכ׆׾ׄ
舅⟓ֿמ׼׈岐׌ױ׽ױն

מ׆לյ׽侇ꝴ؅⹦סכCISOמյ㲊僿氳גױ
ꄆ憠؅糋ַ؅־׾ַי鐄伺ֹ׺׊ױַ׼׵י׊ն
┕♓ⶐ丗ס㵠ꝛ㳃סؔطٖٛ؞ج٭فؕئ
51%18ֿյ☼◄ס◄☼׷تٝعتס鐐갭מ
׌ױַיזםמ敯䛜ַם׿洣׵㛤יז׻ ն
CISOעյ耕㣚׼־耕㣚׫յٔ؟׼־وشٔ؟
⭚㵚כꡢ塛סאյ׼ֿם׊燯车׍祀ֻכ׫وش

耆⺎ַם׀ךֿכ׆׾釤מ渏氳⟤٤؅٘بة٬َ٭فؕئסյ磝笝״ג׾ַך؆磝׽⹦ךⱱ⪑מ
䓪ֵֿ׌ױ׽ն塜ؠتٛ٭فؕئׂ׊畘杼⛮⯆ס鍐❫؅㲔产מ״ג׾׌侇ꝴ؅Ⱏֹׂ׻յ⹦稤䏔
ؠتٛثؕٚو٭ذյؙ٤׊鐐갭؅氦釤םגյ二יזכמ哅♿סյ㛡ׂעכ׆׌➢מ磝笝י׊כ
ն׌ױַיזםכتؔطؠٚوعتيס״ג׾׌㲊紶⫋؅ؠتٛ٭فؕئס杯㏇י׊כ

18 (2021, September 8). Stress and Burnout Affecting Majority of Cybersecurity Professionals. Infosecurity Magazine. 
https://www.infosecurity-magazine.com/news/stress-burnout-cybersecurity/

⹦稤䏔⚡ֿْ٭ف٤յٛ٭فؕئ
侇מ❪鍐ג׊䐿䈓ס⯆⛮畘杼ؠت
ꝴֹ׻׾ׄ־؅磝笝עכ׆׌➢מյ
㛡ׂס♿哅יזכמյ二םג鐐갭
؅氦釤׊յؙتٛثؕٚو٭ذ٤
تٛ٭فؕئס杯㏇׾׌꞊鵽מؠ
طؠٚوعتيס״ג׌؅釤泡ؠ
ն׌ױַיזםכتؔ

71

https://www.infosecurity-magazine.com/news/stress-burnout-cybersecurity/


STEP 6: 鐐갭ס⩡僜

杼鉮┘餉׾׌꞊מؠتٛؔط٭قغ٭ئ
ؕئס㵧全צ׻յ杯㏇ֽעؠتٛ׾׌꞊鵽מ哅♿٭ػع٭قյ٭ر٤ي⠕☔յסؔط٭قغ٭ئ
׿׈걉⮆מ٭ٛإط؜סؠتٛ⛥יזյ鏰׽גזֵךהֿ׿׈כյ釤蛽מ꤀׾׌敯媲؅䤧䭂٭ف
ն׌ױ׽ֵֻ׈כ׆׾

㛡ׂס磝笝עךյꄆ釐מؔط٭قغ٭ئ؅تل٭ئם❣㰆ֿ׌ױַי׊յםֹ׻ס׆꞊➟מ꞊鵽
ն磝׌ך㍭ꦘעכ׆׾׌畘杼מ⮉յ⹦稤䏔⚡ֿ鸵יַחמؠتٛס┕ؔطٖٛ؞ج٭فؕئ׾׌
笝㛙ס꞊➟縖עյ磝笝יזכמ僃頻٭فؕئס耕㣚׽ֵךחכץסյסא耗䍏䓪ע磝笝ع٤ؤס
ն׌ױ׽ֵמ؀׆כַםף⹕סٜ٭ٞ

♿哅1

䏼哅⿦䗯㕔

靸ⳉ䗯㕔

걘㲘䗯㕔

٭ر٤ي
٭ر٤ي

٭ر٤ي ٭ر٤ي

٭ر٤ي

♿哅2

㍲29 靷מ䣆ס磬ㅀꢛ׷⚡յ⹦稤䏔עؠتٛ׾׿׈׼ג׵יז׻מؔط٭قغ٭ئםֹ׻ס٭ر٤ي
ն׾耆䓪ֵֿ⺎׌׆颯׀ゖ갭؅䌕ַםֻ
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頻ׂ׀㕔鷹ג׿׈SolarWinds炘ء٤؞شـס
ئם頻釨嘗ס׫ؔط٭قغ٭ئյמֹ׻ס♭◄
بؤؙס磝笝ג׿׈䫘禈מ◍յ注ע䱡䷍٭فؕ
ն׌ױ׽耆䓪ֵֿ⺎׾׎׈٤ؗر؅⛮⪑ّطت
19

ةٞؿؠطסյ磝笝עמؠتٛؔط٭قغ٭ئ
㛙鼧׾׀ךتجؠؓמ䫘禈嚀㉺׷ّطتب٭
فؕئסն☽磝笝׌ױ׿ױ⻠磝笝ֿ׷☔⠕ס
٤يյֿ؆׎ױ׀ךעכ׆׾׌갔⟓؅⯆⛮٭
כ׆׾׌꡾⯆؅تجؠؓס׫ٚن٤ؕס٭ر

י׊☭؅ؔط٭قغ٭ئյ䷍䱡縖ֿךכ׆׾׌䐒⯆؅تجؠؓס׫ّطتب׷ն䗯㕔׌ױ׀ךע
磝笝؅ס׾׌⪋➇מꡔׁ׌ױնס׆哭䒝עյعتٚعٞح䡵樋ס㓹灄׾םכ釐碛׌ךն

⹦稤䏔⚡סך䗯㕔ؓع٭ظوش侇מյיַחמؠتٛؔط٭قغ٭ئ韬ゖ׊յ閱鑜מֹ׻׌➢؅
تٛؔط٭قغ٭ئ׾䑒釐ֵֿ׾׌⭚յ㵚׵יַיז磝笝㚺ꪵ؅车סوؕذםֹ׻סלն׌ױ׊
նֹ׺׊ױ׋䫣糋؅铺ס״ג׾׌閾⟊յ磝笝؅׊؅吾鋀ؠ

嫎䏱ֽצ׻釨⯆┕٭فؕئס꞊鵽釐姲מ㵚䑴סכ׆׾׌邾ꥭ䓪
؅ײ磝׽յ⹦稤䏔⚡ֿ⹦״ג׾ֵֿ⯆釨׷嫎䏱ם邾ꥭ׾׌꞊鵽עמꄇ⮆סؔطٖٛ؞ج٭فؕئ
泃涍עס׾׌㍭ꦘ׌ךכ׆םն⹦稤䏔⚡ס䇖䅻侇ס鞊♳疗㍱כյ頻釨嘗٭فؕئם䷍䱡◄勅ֿ氦
榟ג׊꤀ס鞊♳疗㍱؅䤧䭂״⻠׵כ׆׾׌յס׿ב׿א㎁׷㏐㓊׾ֽׄמ嫎氳鞊♳؅杼鉮׆׾׌
ն׌ךꄆ釐ֿכ

19 TechTarget (2023, June 27). SolarWinds hack explained: Everything you need to know. WhatIs. 
https://www.techtarget.com/whatis/feature/SolarWinds-hack-explained-Everything-you-need-to-know

☽磝笝؅⯆⛮٭فؕئס⟓
榫׎ױ׀ךעכ׆׾׌؆ֿյ
ٚن٤ؕס鞕炘ֿ٭ر٤ي
׌꡾⯆؅ס׾׌تجؠؓמ
ն׌ך耆⺎עכ׆׾
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磬ㅀ䇠鼧כ炘⫂㛙ס嫎ⳉ䥵䎎縖ֿ㲊僿氳מ⹦稤䏔⚡מ嫎氳紶ⳉ؅㕔⼔ךכ׆׾׌յמ٭فؕئ꞊
ն׌ױ׀ךֿכ׆׾׌⭚㵚מ⮉鸵׽׻מ敯媲ס⯆嫎釨׾׌

磝笝מ꞊鵽׾׌յצ׻ֽؔطٖٛ؞ج٭فؕئ嫎מ꞊׾׌縒䜡◄ꯁ؅攐㲊׊㵚⭚עמ״ג׾׌յ
⹦稤䏔סגםֵ׾ֵך䆋䇶ַ泃涍ֿ┘⺎埝׌ךնמؠتٛ٭فؕئ꞊׾׌㚺ꪵעךյםֹ׻ס׆
嫎氳紶ⳉ׷釨⯆釐♭؅嵹ַם׎ג㕙⾒յ岐⯍םゖ갭ֿ氦榟׾׌⺎耆䓪ֵֿ׌ױ׽ն

⹦稤䏔⚡עتؔطؠٚوعتيסיזכמյ磝
笝סؠتٛ٭فؕئס╚畘縖؅伺澬מ杼鉮׊յ
׾׌؅澬鏀כ׆ַםעך♳鞊סׄדCISOֿ׿א
յ׽ֵךꄆ釐מꪜ䅻עؠتٛ٭فؕئն׌ךכ׆
僃磙氳עמCEOֿ鞊♳؅靷ַֿ׌ױյך┕סאյ
CISOյCIOյCROյס☽סא磬ㅀꢛ٭ف٤ْס
تٛ٭فؕئն׌ױ׀ךֿכ׆׾נ؅㡦♳鞊מ
םյ⪒⛮氳ע磝笝׾ַי׊䥵⮆؅♳鞊ס畘杼ؠ
מ㚺ꪵ٭فؕئյ׊⭳׊䥨מꪫ⯥׽׻؅ؠتٛ
⛂ֹ鐄伺鞊♳؅冽׊גյ׽׻䍚ⱱם磬ㅀ畘杼؅

车׌ױַיזն磬ㅀꢛ⪒⛮מ٭فؕئך㵚׾׌䙫閁؅냕״յ⺨磝笝ئך٤ؗروشعמٞؕئס
מ䱡䷍٭فؕئյךכ׆׾׌ֹאնֹ׺׊ױ׊מֹ׻׾׀ך縒ֻ亠؅䫟鶟סؔطٖٛ؞ج٭فؕ
㵚׾׌縨䓪׎׈┕⺸؅յ꞊鵽؅ؠتٛتؾةل׾׌僃㵸꡾מ䤰ֻ׌ױ׀ךֿכ׆׾ն

磬ㅀꢛ⪒⛮מ٭فؕئך㵚
סյ⺨磝笝״䙫閁؅냕׾׌
ؗروشعי׊㵚מٞؕئ
ؔطٖٛ؞ج٭فؕئך٤
ֹ׻׾׀ך縒ֻ亠؅䫟鶟ס
նֹ׺׊ױ׊מ
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ع٤َؕ٭؞

75

■ ⹦稤䏔⚡סؔطٖٛ؞ج٭فؕئעמ㵠ꝛ湳閁ֿ┘餉ֿכ׆׾ַי׊㛡ׂյ泃涍ֿꦘ
յ湳閁؅ךכ׆׾׌䗯㕔嶎؅孨榫ג׊斻玮׷ء٤ؼ٭ٝعםն꥗╈氳׾ַיזםׂ׊
岐׾׀ךֿכ׆׾״ն

■ 耕㣚ס敯媲ע䓦鵭מ鶟⴫׾׌ն⹦稤䏔⚡עמյ磝笝ֿ二םג耕㣚מ㵚䑴ַֹכ׾׀ך
舅⟓ֿ䑒釐׾ֵךն䗯㕔ؓעع٭ظوشꄆ釐םゖ갭מ扥憠؅䎎׾ֵך׀׬׾יն

■ 㡦ؠتն泃削ٛ׾ֵך׀׬׌כ閱갭ס⚡⹦稤䏔מյ㲊僿氳עؔطٖٛ؞ج٭فؕئ
⿦⚡עյ⹦稤䏔⚡יַחמؠتٛ٭فؕئמ㕔⼔׾׌䑒釐ֵֿ׾ն

■ ⹦稤䏔⚡עյ㲊僿氳ם鍐❫؅车ֹמؠتٛ٭فؕئךכ׆㵚׾׌杼鉮؅澬鏀כ׆׾׌
澬鏀؅车ֹնם㲊僿氳כCISOעיַחמնꄆ憠⮆ꄇ׾׀ךֿ

■ 磝笝؅ؠتٛؔط٭قغ٭ئע畘杼ַם׼םף׿ׄם׊ն⹦稤䏔⚡עյتٛ٭فؕئ
؅澬鏀כ׆׾ַי׿׈⭚䆋䇶ׂ㵚ך⛮⪑磝笝ֿؠتյٛ׊嫎氳紶ⳉ؅杼鉮׾׌꞊מؠ
ն׾׌

2
⨣⩝ꯂ⛣

♀ׄ

♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
ꪜ䤗软氳

釐㍔

6
鐐갭ס

⩡僜

3
鍐❫

1
⹦׽磝ײ

ꝧ㡎ס

4
䤗软ס杼鉮

7
鍐❫כ

⹚䐝
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Ⲗ冽⮆冪כ禆禈氳䷉ャ

STEP

7

鍐❫כ
⹚䐝
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־סםꄆ釐ֿوشطتס׆׏ם
٭ؼتؾةل鶟⴫յס敯媲ס㚺⴫յ耕㣚סյ磝笝׽ֵךײ磝׽⹦ם禆禈氳ע畘杼ؠتٛ٭فؕئ
٭فؕئע燯车ס׫عتٚعٞحն׌ױ׊㲔产׊鲭׽7؅筝֐1وشطتյי׋䑴מלם㚺⴫סث
ն؆׎ױ׽ֵעךتجٞو׾׌▼㱭ךյ┉䈱ֿ׌ך塥┉ם׀頻גׄ⺸מ僃㵸⴫סؠتٛ

⹦稤䏔⚡־׀׬׌؅⛰ע
⹦稤䏔⚡עյ禆禈氳؅ؠتٛמ⫋鍐❫׊յ䤗软
氳ֽצ׻ꪜ䤗软氳釐㍔מ䏅ꮶ؅┙ֻյ僃磙氳מ
鐐갭؅⩡僜׊յסא㚺⴫׾׻מ䏅ꮶ؅峮㲊׾׌
䑒釐ֵֿ׌ױ׽նי׊אյֵסגם磝笝ֿٞح
٭فؕئյ׼ג׊؅ꝧ㡎ײ磝׽⹦ס׫عتٚع
؅㲊ꄈعشْٛג׊鷼䡗י׊꞊מ峎⛥סؠتٛ
⴫׾׌侇׌ךն

僃׵ꄆ釐ם䧗嘅עյؠتٛ׏ם鬭峎䡵樋؅ꝧ㡎
ն׌ך䧗嘅׾׀ךֿכ׆׾׌؅塜䎎⴫־ס׾׌
⪮⛮氳ם泘嘅ע磝笝יז׻מ樟ֿ׌ױ׽םյ⭳
氦憠׾םכ┉芗氳ם䧗嘅עյٛؠت⯡峎յ䤗软
ն׌ך峮㲊磵冽׾׌꞊מ峎յ哅ⳉⲖ曍⴫⯡عتؤ

⯆⛮畘杼ؔطٖٛ؞جס杯㏇כ⯆⛮畘杼ؔطٖٛ؞جס⯥♓յעמ׾׌Ⲗ冽؅峮㲊ס峎⯡ؠتٛ
յ⺨ꯁ׊拨⹆鍐❫辐؅ؠتٛם鎋碷ג׿׈䡗⛼מ僿⮣סն㚺ꪵ׌ױ׊鸵榫疗㍱؅奂鬳כ僗Ⲗ䓪ס
泘ס杯㏇ס敯媲؅鍐❫׌ױ׊նס׫عتٚعٞح燯车׽׻מյ磝笝ؘّؓؗئ٤ٚעյبشؔن
تٚوն׌ױ׽םמכ׆חꡔ䐒ⱱ؅䧏ם䍚㍾׾׌㵚מ耕㣚׾׻מ䮇㜊յ⫂鼧縖ذ٭ظ䱡յ䷍ء٤
ն׌ױ׽䑒釐ֵֿ׾׌յ㲊ꄈ⴫׊ꯁ泘؅吾錞⺨ס׼׿׆յעמ꤀׾׵䡗冽؅釤犉ס

⪮⛮氳ם泘嘅ע♿哅יז׻מ樟
َؕع٭ذتյ荁ַֿ׌ױ׽ם
峮㲊㓹嶖ַֿס鵟⪧׾םכع٤
峎յ⯡ؠتնٛ׌ױ׽ֵ־חׂ
䤗软عتؤ⯡峎յ哅ⳉⲖ曍⴫ם
ն׌ךל
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磝笝ֿ㱦⪒׽ֵך禈ׄךכ׆׾仼չ㍑鹴׾ַי׿׈յ㛡갮؅عتؤס釤鷨ׇֿכ׆ַם׈ꄆ釐ך
סյ磝笝עמ׿׆նֹ׺׊ױײי䮇㜊؅縒ֻם磝笝ֿ靷ֹꪜꄋꊤ氳ג׿釤艵؂מ庀孋ذ٭ظն׌
׽ֵֿלם䮇㲹ס꞊鵽ذ٭ظյ┖⛥סㄨ㜊յ榟榤䓪ס갔⟓סյ걘㲘ة٭ْرס׫⮭鍐׷ة٭ْؕ
㜊ֹ⺎耆䓪ֵֿמ⪑䓪؅㱭⛣⨣ס┕◁琂ע㕙⾒յ磝笝ג׿ױ湳氳靸榤ֿ河םյꄆ釐ףֻ❆ն׌ױ
ն؆׎ױ׿׊׵־㍭ꦘע㍑䐝סյ걘㲘㓹泅עמ⾒㕙ג׿ױ河ֿذ٭ظ☔⠕סն걘㲘׌ױ׽

➇㲹؅㍑鹴סعتؤס״ג׾׌釤犉מ׽׵㱭梗ם亠爊䌋׎ױ׽ֵע؆ն׊־׊յ縒䜡׀׬׌◄ꯁ
ٚه䮇㜊յס⚡嚀تؾةلյعتؤס׽ג侇ꝴ䎎ֹ⛂מ䱡◄勅䷍٭فؕئ׾׻מյ䖾䙫עי׊כ
哭畀⡁؅յג׿׼䐂׼־ꯁ◄ס׼׿אն׌ױ׿׼䧸ֿׅלם׿յ걘㲘ꦕة٭ْرס׫ة٭ْؕغ٤

ؤ䇖㏯ס仴湳ס⾒㕙ג׊䱡ֿ䡗Ⱶ䷍٭فؕئ
ךכ׆׾׌յ➇㲹؅㍑鹴ךכ׆׾ⱶֻמعت
疐硜؅عتؤג׀ך釤犉׌ױ׀ךֿכ׆׾׵ն

㕙⾒յ磬ㅀ䇠ג׊䱡ֿ䡗Ⱶ䷍٭فؕئյגױ
鼧ס鴙绷؅䦙ׂ⺎耆䓪׌ױ׽ֵ׵2022䇗ס
鐧削20כ׾׻מյIT٬ٛؔطٖٛ؞ج٭فؕئ
1ն╈㵸♿哅SMBס⮆硜3ס⛮⪑٭ر٭
׻ע䏅ꮶ׾⹨ׄ׼־䱡䷍٭فؕئյיזכמ
䱡؅䷍٭فؕئյכ׾׻מյForbesך榖頻׽
⹨ׄ؜6׼־י僖♓⫂מ䉬哅׾׌╈㵸♿哅ע
ն׌ױַיז┕׵מ60%21

20 TechTarget (2022, November 1). Nearly one-third of cybersecurity leaders have considered leaving their 
organizations. SC Media.  https://www.scmagazine.com/news/nearly-one-third-of-cybersecurity-leaders-have-
considered-leaving-organizations

21 (2022, August 16). Businesses Shutting Down Business. Forbes. https://www.forbes.com/sites/
emilsayegh/2022/08/16/businesses-shutting-down-business/?sh=22d90a764cc6

➇㲹؅㍑鹴تؤס״ג׾׌
亠爊ם㱭梗מ׽׵釤犉סع
䌋׎ױ׽ֵע؆ն
فؕئ׾׻מյ䖾䙫׊־׊
ס׽ג侇ꝴ䎎ס䱡◄勅䷍٭
ت٤ٔزتؾةلյعتؤ
ْرס׫غ٤ٚه䮇㜊յס
縒䜡עלם׿յ걘㲘ꦕة٭
ն׌ױ׽䑒釐ֵֿ׾׌
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כ靸ⳉ氳䏅ꮶ׾ֻ┙ֿؠتٛ٭فؕئ
銶畀סعشْٛס燯车عتٚعٞح
瑬└縖嚀꞊עךյס٤٘ب٭ْ٭ؚنت٤ٚع٬عتٚعٞحכؠتٛتؾةلⲖ冽؅畀⭳׾׌

ն׌ױ亠嫎鑜؅榫ַס6壿꣪ף׊ף׊յמ״ג

כ畀⭳亠嫎סؠتٛتؾةل
Ⲗ冽ס燯车عتٚعٞح

杯敯ؠتٛס畘杼耆ⱱ؅鐧削׊յ٭فؕئ䷍䱡◄勅ס氦榟값䈱؅攐㲊׾׌3وشطت⹆拨ն
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┕鋗ס磵冽מ㓹׀טյ哅槡⮯ؕع٤ظب٤氦榟값䈱؅鐧丝׊յ舅磝笝ֿ٭فؕئ䷍䱡◄勅ס逇㲹縖׾םכ⺎耆
䓪؅㲊ꄈ⴫׾׌ն

杯敯ס嶖⤓敯媲ס鍐❫

杯敯ؠتٛס鍐❫

䤗软氳稷⽰釐㍔

䘶㲊סعتؤכ耆䓪⺎סع٤ظب٤ؕ

㵧全ؠتٛס峮㲊

稀⺬氳ؠتٛם鍐❫ס䏅ꮶ

㍲30 ٤ؕٚغؕ؝ס״ג׾׌Ⲗ冽؅銶畀تٚوס┕靸ⳉסؔطٖٛ؞ج٬عتٚعٞح

䱡䣆䷍ס٤ֿյ攐㲊٘ب٭ٖٛخסն邾丗׾׌稷課釐碛؅攐㲊ؠتյٛ׊❪٤؅鍐٘ب٭ٖٛخعتٚعٞح
嫎מ㵚י׊岐ַ㵚瓀؅䬠❠׾׌⺎耆䓪ֵֿ׾ն

斻玮嚀꞊䬠❠ס哅槡؅ذ٭ظ⮵榫׊յ12٧僖♓⫂מ➇㲹ֿ氦榟׾׌弍㏇澬曍כ靸ⳉ䮇㜊׌٤٘ب٭ِٖٝب؅
ն׾ם樟עյ丗⡁׽׻מ哅牊כ䇗ꝴ⹜沟釨嘗ס哅♿עذ٭ظն哅槡׾

杯敯ؠتٛ׾׻מعتٚعٞحכ稷課釐㍔؅縒䜡י׊յ哅槡ׇסכ弍㏇؅عتؤ鐧丝׾׌╚מ峎㵼亠⺸ն
ն׾׌⭳؅畀عتؤֹ⛂מؠتյٛ׀ט㓹מتجٞوؔطٖٛ؞جס㵧全כյ杯㏇ך┕סא

㵧全؅عتؤֹ⛂מؠتٛסյ杯㏇׼־عتؤֹ⛂מؠتٛס䄐׊䌕ׂךכ׆յ٘ب٭ٖٛخ٬عتٚعٞح
ն׾׌؅㲊ꄈ⴫عتؤ弍㏇׾׿׈峎⯡׽׻מ٤
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❆ס峎⛥ؠتٛ׾׻מعتٚعٞح
鸵榫疗㍱ֿ䇖㏯氳ؔطٖٛ؞جסյ杯㏇יז׻מ❪յ嶖⤓敯媲鍐ע٭رؕفٞو㛡㎁盈⵳殴׾ֵ
׾׻מذ٭ظ㕙⾒յ哅槡סאնׂט㓹מ٭ٔزؠط؞٭ؓ٭ب؝ٝג׊ױ׿׈㲊⮭כ׾ֵך
յעך冪⮆٤٘ب٭ِٖٝبյגױնג׊ך33ע澬曍׾䱡؅⹨ׄ䷍٭فؕئמ⫁♓僖؜յ12כ
弍㏇氳ם䮇㜊כٜغ┒240ע䫟㲊ֿג׊ױ׿׈յ؅عتٚعٞح䫑榫ךכ׆׾׌յغ┒؅36׿׆
׌؅鬭峎ؠت弍㏇氳ٛס┕♓ٜغ┒200ע걘㲘ס׆磵冽յס׆նג׊ױ׀ךֿכ׆׌׼峎ךױٜ
նג׊ױ׀ךֿכ׆׾

׽⹦ם鬭峎؅禆禈氳ؠتٛ٭فؕئյ״גַםעךס׵׾׀ך㲔车מ䧸┉ע䡵樋ג׊哭鐄ך׆׆
磝י׊כײ䨿ֻֿכ׆׾ꄆ釐׌ךն

㍲31 ն׾ֵךײ磝׽⹦ם禆禈氳ע畘杼ؠتٛ٭فؕئ

禆禈氳ם
䤗软氳䏅ꮶ
تյ״ג׾禈ׄ׊㚺⴫ע٭ةٞؿؠط
ךتجٞوסوشطت٬ؕف٬وشط
յ⮣僿壿׵燯车ס׫عتٚعٞح׾ֵ
׼םף׿ׄם׊מֹ׻ַם׼ױ塛ך꣪
ؠط؅عتٚعٞحյ״גסאնַם
׊כعشجغ٤ُؕ׵י׊כ٭ةٞؿ
ն׾䑒釐ֵֿ׾䩺ֻמ劬╈סյ磝笝׵י

⨣⩝ꯂ⛣ס釤泡׊
⹦稤䏔⚡עמ╈סյ⮣塥氳ם
縒ֻכד⮆ⶇך庋綗٭فؕئ
ַם׿׊׵־׾ַ׵縖׾ַי
ֿյג׊ֹ׆䡵樋ע䅻מ䒝꯽
ם׼םף׿ׄם־ֽי糋ַמ
ַն

禆禈氳ם
鐐갭ס⩡僜
二םג鐐갭ֿ氦榟ג׊㕙⾒յ
ն׾׌㵚䑴מ׿א

禆禈氳םꪜ䤗软氳
釐㍔ס׫⹦׽磝ײ
炘⫂ס乃⴫מ䏅ꮶ؅┙ֻ禈ׄյ⹦稤
䏔⚡杯㕙IT鼧ꝛכ䏼哅⿦؅鋌穒
ն׾׌⭚㵚מ⴫ٞؕئס⫁յ磝笝׊
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ؠتٛ٭فؕئ
畘杼⛮⯆ס⫋鍐❫
耕㣚ס敯媲յ♿哅啶鵰
M&Aյ磬ㅀꢛ٭ر٭ٛס
ס⯆⛮յ׽׻מ㚺⴫סوشب
禆禈氳ם釤泡ֿ׊䑒釐׾םמն

禆禈氳⹦׽磝ؠتٛ٭فؕئסי׊כײ畘杼
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ع٤َؕ٭؞

2
⨣⩝ꯂ⛣

♀ׄ

♿哅⹦稤䏔⚡ֿ
׾׌؅畘杼ؠتٛ٭فؕئ

وشطتסח7

5
ꪜ䤗软氳

釐㍔

6
鐐갭ס

⩡僜

7
鍐❫כ

⹚䐝

3
鍐❫

1
⹦׽磝ײ

ꝧ㡎ס

4
䤗软ס杼鉮

■ 磝笝ע禆禈氳ؠتٛמ鍐❫؅㲔产׊յ磝笝ֿ㚺⴫מ⪧כ׾׌鶟⴫׾׌耕㣚؅攐㲊׊յٛؠت
ն׾䑒釐ֵֿ׾׌奂鬳כ❪鍐ס⯥♓鶟⴫؅ס

■ 磝笝עյٛؠت⯡峎յعتؤ⯡峎յ哅ⳉⲖ曍⴫؅鵟י׋յعتٚعٞح燯车؅عشْٛס㲊
ꄈ⴫׾׀ךֿכ׆׾׌ն➇㲹סꡔ塛יז׻מ㍑鹴סعتؤ׾׿׈䫟㲊갮עյ⹦稤䏔⚡ֿ䤧䭂
ն׾םכ䧗嘅םꄆ釐׀׬׌

■ ⹦稤䏔⚡עյ٭فؕئ䷍䱡◄勅ס氦榟⺎耆䓪յꄋꊤ氳ם䮇㜊յؠتٛ׾׻מعتٚعٞح⛥峎
❠؅䬠ذ٭ظג׊⭳靸ⳉ氳䏅ꮶ؅畀סؠتٛ٭فؕئյי׊榫✳٤؅٘ب٭ِٖٝبׂט㓹מ
ն׾ֵך׀׬׾״姲ֹ׻׾׌

■ ⹦稤䏔⚡עյ٭فؕئ䡵樋ס⫋⨣⩝ꯂ⛣築ׄյٛؠت畘杼⛮⯆ס⫋鍐❫؅㝢ⲍ׊յةٞؿؠط
鸵䑴耆ⱱס׫鐐갭םגյ二ֻ┙䏅ꮶ؅מ禆禈氳מꄆ釐䓪ס٭فؕئ׾ֽׄמ⛮⪑磝笝乃⴫׷٭
ն׾ֵך׀׬׾״ⲃֹ׻׾׎׈┕⺸؅

■ סײ磝׽⹦ס׫عتٚعٞحյ׽ֵךتجٞوם禆禈氳יזכמյ磝笝ע畘杼ؠتٛ٭فؕئ
鍐❫յ㲔产յ峮㲊؅筝׽鲭׌䑒釐ֵֿ׾ն

81



عتٛؠشؘز畘杼ؠتٛ٭فؕئ
⹦稤䏔כ磬ㅀꢛע⶜ⱱי׊յ♓┖מכ׆ס⹦׽磝׳䑒釐ֵֿ׌ױ׽:

Step 1 - ⹦׽磝סײꝧ㡎
磝笝ס䤗软氳؅تجٞوכؔطٛلقؕآ杼鉮׾׌
磝笝מؠتٛ٭فؕئס㵚׾׌耗䍏䓪؅鍐❫׾׌
׾י扥憠؅䎎מؔطٖٛ؞ج٭فؕئי׊כ鼧┉ס鐐갭ؠتٛם䇶疗׽׻
Step 2 - ⨣⩝ꯂ⛣♀ׄ
׾״杼鉮؅岐ם芗氳┉׾׌꞊מ䱡䷍٭فؕئ
׾׌؅杼鉮־׌־耕מֹ׻סל靸ⳉ氳㱦㲊䓪؅ֿؠتٛ٭فؕئ
׾׌؅杼鉮כ׆׾ֵך⷇ꣅ׾ֵחח׊㘃頻ך杯㏇鶟车䎬ֿؠتٛ٭فؕئ
Step 3 - 鍐❫
➇㲹؅׈׌׷׿׈鍐❫׾׌
׾׌؅澬鏀ٜي䡗捘䈱ٝכ⯆⛮⤓嶖٭فؕئ
׾׎؂⾒ײ冪؅磝⮆סꄋꊤ氳䏅ꮶכ❪鍐ؠتٛ٭فؕئ
Step 4 - 䤗软ס杼鉮
׾׌鞲榤؅婊㲊׀׬׌閾⟊י׊⩝⨣
仴㰆ס٭ٔزؠط؞٭ؓסゖ갭憠؅杼鉮׾׌
䫑榫ס٭ٔزؠط؞٭٬ؓعتٚعٞح
Step 5 ˑ ꪜ䤗软氳釐㍔ס׫⹦׽磝ײ

磝笝乃⴫؅عشجغ٤ُؕכ縒䜡׾׌
׾׌؅僃㵸⴫ٞؕئյIT׊؅僃鸵⴫تجٞوؔطٖٛ؞ج
䏼哅⿦؅عشجٜ؞تס鸵䑴׾׎׈
Step 6 ˑ 鐐갭ס⩡僜
⹦稤䏔⚡٭فؕئס㵠ꝛ湳閁┘餉ס׫㵚䑴
邾ꥭ٭فؕئם耕㣚ס敯媲؅杼鉮׾׌
磝笝ؠتٛס敯媲ס⺎釱⴫
Step 7 ˑ 鍐❫כ⹚䐝
؅㲊ꄈ⴫عشْٛס峎⯡ؠتٛ
畀㲊סꄋꊤ氳䏅ꮶסؠتٛ٭فؕئ
ャ䷉כ❪鍐⫋ם禆禈氳ס⯆⛮٭فؕئ
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⹨㳊⺎耆ؠتٛם - 磝笝ֿ僶ַ׊ױ磵冽؅䐂מ״ג׾錉㳊ٜيٝסؠتٛ׾׀ךն

䷍䱡㵚霄ꯛ㓊 - ䷍䱡縖ֿ׊⪋➇מّطتبյ䏅ꮶ؅┙ֻյ؅ذ٭ظ㝥ֹֽع٤َؕ׾׌כն

غشىز٭ل - ䷍䱡縖ֿ׾ם׼׈ס׫ّطتب䷍䱡؅ꝧ㡎מ״ג׾׌✳榫׾׌僃⮣جؠؓס
նع٤َؕت

㒮כ㔃ؔطٖٛ؞جס - 話㍱סꡔ䐒מꄆ憠؅糋׼ֿם׀յסאꡔ䐒ס⫂⣐؅י׬׌ס倊랺ס
նز٭ٞوؓ׾׌갔⟓מהֹ

CISA - 眦㎁ס䷓䈡嚀꞊طٖٛ؞ج٬ٔزؠٚعتٚن٬ؕ٤ؔطٖٛ؞ج٭فؕئ׾ֵך
ؔ㷀Cybersecurity and Infrastructure Security Agencyն

⷇墜⴫ - նכ׆׾׌⪋➇מ鼧┉סّطتبյ䷍䱡縖ֿלם׳鏀錞䗯㕔؅河٭ا٭ٗ

♿哅ؠ٭٠عشؾ - 磝笝סذ٭ظכّطتبס注◍䫘禈䓪ն

䱡䷍٭فؕئ - ┘塜تجؠّؓطتبםյذ٭ظ滭㙗յ狴河յ䷉׉؆յتل٭ئ䦊⻖ז׻מ
霄ն◄׾ֻ┙䖾䏅ꮶ؅מ磝笝י

⯆礴٭فؕئ - 礴⯆ն׾׌䤗软؅鸵榫ס״ג׾׌泘嘅؅鷼䡗ס䍚ꪺ䓪٭فؕئ

ؠ٭٠ّ٭ٝنؠتٛ٭فؕئ - 嘅嶖յ٤ؕٚغؕ؝յ؅تؔطؠٚوعتي鸵榫ؕئי׊
նز٭ٞوؓ׾׌؅畘杼ؠتٛ٭ف

ؔطٖٛ؞ج٭فؕئ - 閾ն⟊ס׼־䱡䷍٭فؕئ

耕㣚٭فؕئ - 䗯㕔؅ّطتب鵟י׋磝笝מ䖾䏅ꮶ׌ׯ⹕؅⺎耆䓪׾׹׼ֵ׾ֵס敯媲גױ
霄ն◄ע

ذ٭ظ - ☔ꝴעגױ嚀危׾׻מ鵟⟓յ鉮ꃿյ⭚杼מ鸵ג׊䗯㕔ն

庀孋ذ٭ظ - 嚀㳡䗯㕔ס׫┘塜ؓ׷تجؠ河ꦘն

䮇㜊ذ٭ظ - 河ꦘ׷庀孋יז׻מ嚀㳡䗯㕔յ㵠僗䗯㕔յ嚀㳡䗯㕔ֿ倽꨽כ׆׾׿׈ն

䐝⺘⴫ - 倊⺘⴫؅ذ٭ظג׿׈鐆ײ⹦׽⺎耆ם䎬䌋מ䐝⺘⴫כ׆׾׌ն

◄哅⮆Ⱏ - ♿哅ס鞲榤׷◄哅ס┉鼧؅㚞ⷋכ׆׾׌ն

榫鏤꥗
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倊⺘⴫ - նכ׆׾׌מֹ׻׾׀ךتجؠֿؓׄד꞊➟縖ג׿׈⺎յ錉׊؅倊⺘⴫ذ٭ظ

㛻礴ꯛ♐14028 - 眦׾׌꞊מャ䷉סؔطٖٛ؞ج٭فؕئס㎁㳃ג׊氦辐מ嘤ֿ2021䇗䷓٤ظؕف
㎁頻礴ꯛ♐ն

عؕٞوتؠؙ - 䖾䙫׾ֵס泘氳מ״גס耗䍏䓪؅⮵榫כ׆׾׌ն

㛙鼧䷍䱡㵚霄ꯛ㓊 -䷍䱡縖ֿ׾׌تجؠؓמّطتب餉䫇׾םכ׽־յ┉芗تجؠؓמ⺎耆ם耗䍏䓪ն

ؠ٭٠عشؾ㑔ؠ٭َت٬غ٬ؓ٤هـ - عشؾ׾׿׈䫘禈י׋؅鵟٭ذ٤جذ٭ظס㜆╈ֿי׬׌
ն٭ةَٞع٬ؠ٭٠

IaaS - Infrastructure as a ServiceյAWS׷Azure٭رؕفٞو٬غؗٚؠםֹ׻סն

倊랺ס⟓갔㑔ؓ٭ٔزؠط؞٭ - ַי׿׈갔⟓ךعؚٜنظֿס׵סי׬׌׾׌䫘禈מؠ٭٠عشؾ
նٜظ٬ٓؠ٭٠عشؾ׾׌㲊♞כ׾

⫂鼧耕㣚 - 磝笝⫂鼧ס☔ꝴיז׻מ䌕׀颯ذ٭ظ׾׿׈׆➇㲹ն

IoT/OTّطتب -䄄㕙錃⤓םֹ׻סյٓعشؾ٭ذ٤ؕסؿInternet of Thingsכ鷞榫䤗软
Operational Technologyն

姡䇖亠⺸ס׫燯Ⳃ - 僃⮣؅تجؠؓס暠䐂ג׊䏲յמ׍׿׈ؠشؘز؅┕ؠ٭٠عشؾ燯Ⳃ׾׌耆ⱱն

僃㵸攐嘤 - նכ׆׾׌⺎؅錉تجؠؓס僃㵸꡾ם䑒釐מ״ג׾׌؅鷼䡗ؠتذ

㛡釐碛鏀錞MFA - նכ׆׾׌儖☔澬鏀؅釐姲ס䎬䌋ס邾丗םֹ׻סتؠٛعْ؛ؕف

㎁㳃ؓ٭ذؠ - ䷓䈡嚀꞊ֿ׾ַיזםכ٭ئ٤َت䷍䱡縖و٭ٜءնب٭ط٤ْءج٬ؠ٭٠عشؾ
٘٤ - 䤗软ն׾׌Ⱏ⮆؅ؠ٭٠عشؾמ״ג׾׌؅䍚⴫ؔطٖٛ؞ج

Never trust, always verify婊י׊⟓갔׍׎յ䅻מ畘杼׻׎ - ؅تجؠؓסי׬׌ךعؚٜنظ
䦊⻖׊յؓ؅تجؠ錉⺎؅عتؙؠٛ⺨מ⯥׾׌吾錞כ׆׾׌ն
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NIST -眦㎁䷓䈡嚀꞊׾ֵך眦㎁玮嘅嶖䤗软溿狒䢥National Institute of Standards and
Technologyն800-207עյס⯞⸊عتٚعٞح╈劬׾םכ釐碛؅炐ג׊┉鵽ٖٛ؞ج٭فؕئס
ն׾ֵך٤ؕٚغؕ؝כ㵚瓀ؔط

ء٤بشؔن - ⟓갔׾׀ך鴜⟓⩕؅逷גז鍆堈氳ם꧅㯸ْ׷ٜ٭鵟⟓ն

٤٘ب٭آٛو٬ؓع٭يؕٚو - 磝笝⫂鼧׿׈عتٌךյ畘杼ت٭خؘٛؓؗعنخ׾׿׈ն

٤٘ب٭آٛو٬ؓؠشٛهق - 㛙鼧׾׿׈عتٌךյ٭آٛوؘؓؓؗعنخסי׊כتل٭ئ
٤ն٘ب

ؘّؓؗئ٤ٚ - 骰♏ꄋ؅䶹䣕ֹ؅ذ٭ظךױ倊⺘⴫׾׌䖾䙫ؘؓؗعنخ׾ֵסն

鬭峎ؠتٛ - ◀ꡔ䫣糋׷畘杼瓀؅铺؅ؠتٛ٭فؕئךכ׆׾׋⛥峎כ׆׾׌ն

ٔزتَؠت畘杼⛮⯆ٛؠتٛ - նتجٞو׾׌؅氦釤յ鏀閁յ鐄伺ؠتٛ

鬇㪥ؠتٛ - նכ׆׾׌鬇㪥מ䎎◄縖ס⮯؅ؠتٛ٭فؕئי׋؅鵟לםꣅ⟊٭فؕئ

SaaS - ٤ն٘ب٭آٛوؓ׾׿׈عتٌךغؗٚؠյؘؓؗعنخסי׊כتل٭ئ

䤗软氳靷⥍ - 侇♏鷐ס׿䤗软׷㱦⪒ַםך䤗软؅⟣䐝عتؤס״ג׾׌ն

ؔط٭قغ٭ئ - նؔطؔط㛙鼧ؙ٤סלם٭رؕفٞوتل٭ئ哅յ♿٭ػع٭قյ٭ر٤ي

耕㣚车憡縖 - ⠕☔ն׾ײ䱡؅鍱䷍׷㲹➇סّطتب

٤٘بؠا٤ٚع - ն׽⹦׽׷ס⮯յ⠕לםتجؠؓס׫٤٘ب٭آٛوؓ׷ٜؕؒن

ت٭ًتٜهئ٭فٚع - ն٭ٔزؠط؞٭ؓؠ٭٠عشؾ׾׀ךتجؠؓמ٤و٭؛מت٭خٛ

TSA - 鞲榤㚞ⷋ侇מ┉侇氳؅تل٭ئם䬠❠ס״ג׾׌燯车تل٭ئ㜵硜ն

鏀錞٭ا٭ٗ - նכ׆׾׌؅澬鏀⩕骰סتؕفظעגױյتجٞوյ٭ا٭ٗ

♞䘶ؠ٭٠عشؾع٭يؕٚوVPN - ♿哅ٛס׫ت٭خ㱦⪒ס״גסتجؠ٬ؓع٭ٓٛם倊
⺘⴫ٜؾ٤عն

耗䍏䓪 - ䷍䱡縖מ䖾榫׾׿׈⺎耆䓪׾ֵס埝ꢞ׷錃㲊ِتն

ZTA٭ٔزؠط؞٭ؓعتٚعٞح - כ׆׾׌⺎؅錉تجؠյ僃㵸攐嘤ؓ׊؅吾錞عتؙؠٛ⺨
նٜظٓ׾׌갔؅䪶ꢜ⟓סյ倊랺ך



Zscaler (NASDAQ: ZS) ٤؅٘ب٭ْ٭ؚنت٤ٚعٜذةظעⱶ鵭׎׈յ걘㲘♿哅׾ֽׄמ➭䷧
䓪յⲖ曍䓪յ䍧ⱱ䓪յ㱦⪒؅䍚⴫׌ױ׊նZscaler Zero Trust Exchange˻ յעّ٭ؚنعشٚو
յ⛰ⶉךכ׆׾׌䫘禈מ⪑٤؅㱦٘ب٭آٛوյؓتؕفظյ٭ا٭ٗ׾׌㰆㏇מ㕙䢥׾׹׼ֵ
丆⮆מ٭ذ٤جذ٭ظס┕♓150ס╈ն┩槡׌ױ׽㱤׼־䮇㜊ذ٭ظ׷䱡䷍٭فؕئ걘㲘؅ס׵
وؔطٖٛ؞ج٬غؗٚؠ٤ٚؕ٤ؕסյ┩槡僃頻ע˻Zero Trust Exchangeסت٭يSSEג׿׈
ն׌ךّ٭ؚنعشٚ

☪仼յי׊א伺仼؅㚺ꪵ׾׌
㏐杶┕ך僃頻؅غؗٚؠؔطٖٛ؞جס孨榫ךכ׆׾׌յZscalerע┩槡ס┉孱♿哅؅تؾةلס
◀峮׊յ⟊閾׊յ癨碛⴫׌ױַי׊ն

٤٘ب٭ْ٭ؚنت٤ٚعٜذةظםٖؓ؞ج
Zscalerעյ٤؅٘ب٭ْ٭ؚنت٤ٚعٜذةظⱶ鵭ךכ׆׾׌յ걘㲘♿哅ֿ׽׻➭䷧յⲖ曍氳
 Zero Trustסهؔطؕؾغؗٚؠն׌ױ׊מ耆⺎؅כ׆׾ֵךٖؓ؞جյ׽յ䍧ⱱ䓪ֵֿך
Exchangeעّ٭ؚنعشٚوյֵ׾׹׼㕙䢥٭ا٭ٗ׾ַמյتؕفظյؓ٤؅٘ب٭آٛو㱦
ն׌ױ׽㱤׼־䮇㜊ذ٭ظ׷䱡䷍٭فؕئ㲘喋؅ֽס׵յ⛰ⶉךכ׆׾׌䫘禈מ⪑

2007䇗סⰨ哅♓全յ꿮樟氳ם䡗Ꝏ؅鷈ׅג׀יZscalerעյ䅻מ㱦⪒מتّٝ٭بח־䗯㕔׷ס
յ׊峮◀؅تؾةلյע⽜✳סնZscaler׌ױַי׊㰆㏇מ״ג׾׌槡؅㲔杯┩׾׀ךֿ׽⹦׽
㱦⪒׊מյ癨碛⴫ךכ׆׾׌յ☪仼כ伺仼؅㚺ꪵ׌ךכ׆׾׌ն

Zscalerיַחמ
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ZSCALERיַחמ

#1
յ٭ر٭MQٛ٭ػع٭؝

SSE㲔车耆ⱱך꺙⛣

74
ؓؤت٭ذ٭ٓٞوعشؾ

SaaS♿哅䇖㏯30ע

250+
氦车岷עגױײ
⭳갾╈ס攐錉丗

40%
Fortune 500♿哅ך

⾒䫑榫Ⱏס

150
ؠؙعتٚعٞح
丗סة٤ؘزت

300B+
丗/仼عتؙؠٛ

丗㰄ך釤׾Zscaler

87

׾ֵךס׵ס┕♓閾⟊ס׼־耕㣚עכؔطٖٛ؞ج
㚺׾ֽׄמ槡┩סعت٭ؒنغؗٚؠסյ☪仼עتجؠؓם⪑㱦ח־냕鵭ס׫ت٭خٛغؗٚؠ

ꪵסꄆ釐ם䫟鶟ⱱ׌ךնZscalerעյמ⯞⸊סعتٚعٞح㓹׀טյIT鼧ꝛֿٝ٠عشؾם٭ب؝

㚺סؔطٖٛ؞ج鲣♏⴫յסٚن㲔杯յؕ٤סتؕٝوؠ٭٤٠رյٓ׊聰ⷋ׼־ٚن٤ؕؠ٭

ꪵ؅鷼䡗ֹ׻׾׀ך䶹䭤׌ױ׊ն

n 㲔杯סتؕٝوؠ٭٤٠رٓ -䏼哅⿦յ٭ػع٭ق♿哅յ걘㲘♿哅յמ٭ٕؕٚوئյ
㕙䢥؅تؕفظ׷ゖמ٤٘ب٭آٛوؓ׍؂㱦⪒׾׀ךتجؠؓמ梪㗞؅䬠❠׊յ䅻מ
ն׌ױ׊꽦؅㲔杯⛮ٜذةظג׿⨣

n 二⯇סٔزؠٚعتٚن٤ؕ - ٤յ٘ب٭ط٤ْءجյؔطلؔطؠؾؤ٬عتٚعٞح
׊閾⟊؅ذ٭ظSaaS/غؗٚؠכغ٭ٞؠ٭٠غؗٚؠյ׽׻מٜ٭ٞع٤ؤٔزتَ
ն׌ױ

n ٤٘ب٭ْ٭ؚنت٤ٚعؔطٖٛ؞ج - IoTֽצ׻OTذ٤ؕסعتٚعٞحמتؕفظ
ն׌ױ׊❠؅䬠تجؠؓع٭攐嘤氳ٛٓמتؕفظ؅յOTتجؠؓعشؾ٭

n 耕㣚؅塛״յؕ٤؅٘ب٭يؿ㡎׾״ ֵס׽ֿםחյךⴍ䦮氳׽׻յעכؔطٖٛ؞ج-
ն׌ױַי縒ֻעZscalerכ׾ֵך㓹泅ס槡┩ג׿׈ع٤ْ٭٠قյؙ٤׾

ֽ㲘喋تؾةلס⛮꽦׾ֽׄמ◀峮յ㱦⪒ס澬⟊յ癨碛⴫؅䶹䭤ךכ׆׾׌յ耆ⱱյ㵠ꝛ湳閁յ
嬼㴔ⱱֿ孨׿׈־յ☪仼ס僃ֿؓظؕؓג׿⨣׵伺仼ס僃׵ꪵ二氳כ׆׾םכ٤٘ب٭يؿؕם
؅䶹䭤׌ױ׊ն

7B+
ꡢ塛ג׿׈

丗/仼ع٤ظب٤ؕ

7K+
걘㲘♿哅丗
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⹦稤䏔⚡ס┉⿦י׊כյⲖ冽氳ؠتٛ٭فؕئם畘杼؅车ֹמ״ג䑒釐ם湳閁؅骰כ׆׾ׄחמ
鐐갭׌׼ג׵ֿ⚡炘ٜذةظס♏յ杯עوشطت׾ַי׊☭磆ׇךն儖傴׌ױ䓙ַכ־ג׀ךֿ
ն׌ךס׵׌鷹璦؅炐ס״ג׾⮉׽╾؅

ַ׈ד؅ׇ孨榫ׂت٭خٛס┖♓յעמ׾䗯㕔؅䐂׾ם׼׈

׾湳ׂ׊鎋מ׼׈

CXO REvolutionaries

CXO׽׻מCXOמ״גס⛼䡗ג׊ױ׿׈ն┩槡ס頻♿
哅غؗٚؠמٓסعت٭ؒنٜؕف二弪孱׼ג׵؅
نت٤ٚعٜذةظնֹ׺׊ױצ㰢׼־٭ر٭ITٛ׌
׻מ٭ر٭ٛع٭خյ׷ؓؼ؛ؕقס٤٘ب٭ْ٭ؚ
ն׌ױַי׊湳釤؅䫴鬼ס僃二׾

Zscaler.co
m
Zero Trust Exchangeסّ٭ؚنعشٚوꝧ氦⩕ֵך
غؗٚؠؔطٖٛ؞جס僃頻ך┕յ㏐杶עZscaler׾
؅✳榫י׊յ؅تؾةل车ַյ㚺⴫׾׌ع٭ألػ؅
❠꽦؅䬠⛮ם榟榤氳ח־鲅鵭ךٜو٤ب׽׻յךכ׆
ն׌ױ׊

Seven Elements of Highly 
Successful Zero Trust 
Architecture eBook

Zscaler Zero Trust Exchangeמ꞊׾׌
غؕ؝ׄ⺸عؠط؞٭ؓ

SSE؅啶疣י׊כ؅㓹泅عتٚعٞح
ع٤كס״ג׾׌

The 7 Pitfalls to Avoid 
When Selecting an 
SSE Solution eBook

Seven Questions Every CXO 
Must Ask About Zero Trust

٭ؚنت٤ٚعٜذةظٖؓ؞ج
׌꞊מعتٚعٞحכ٤٘ب٭ْ
غؕ؝ׄ⺸هؔطؠحءؙ׾

Run an Attack Surface 
Report for Your Domain
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磬ㅀ䇠鼧ס氵喋ס㚜

☪䏲10䇗ꝴت٤ٚعٜذةظכ٭ةٞؿؠطך
מյ♿哅╈׾׌䏅ꮶֿ㘃㛻ס٤٘ب٭ْ٭ؚن

ج٭فؕئյעחכץסؠتٛס僃㛻סיזכ
畘杼םꄆ釐ס׆ն׌ך㘃㛻ס耕㣚סؔطٖٛ؞
׾׎♳מ㵠ꝛ㳃٭ةٞؿؠطס閱㲜⚡䏔Ⱏ؅ס
յיזכמ⹦稤䏔סי׬׌ն׌ך⮆ⶇ┘עךׄד
םⴍ䦮氳ח־յ㲔饧氳עغؕ؝وشطت7ס׆

؅鬭ؠتնٛ׌ױה䏔玮י׊כؠ٭٠ّ٭ٝن
峎׊յ磝笝؅ֻ⤓סי׊כ澬㲔نס״ג׾׌מ
˙ն׌ךؠ٭٠ّ٭ٝ

Anna C. Catalano /⹦稤䏔⚡٭ذؠٝؔظ

⯍岐יזכמ磝笝סי׬׌յע٭فؕئ
⴫׌ךؠتٛ׾ַי׊նֵ׾׹׼䏔⿦⚡
閱מ㵠ꝛ湳閁؅㵵⪌׊յ磝笝乃⴫ٞحכ
䗯㕔庀םյꄆ頻י׊梪㗞؅泃涍عتٚع
孋ס⺎耆䓪؅鬭峎ֿכ׆׾׌哕י״ꄆ釐
ؔطٖٛ؞ج٭فؕئնւ׌ך ⹦稤䏔
ゖס׆յעփوشطتסח7ס״גס⚡
갭יַחמ縒ֻ㡎מס׾״僃鸵־ז׀ם
˙ն׌ךׄ

Catherine Lego / GUIDEWIREյCIRRUS 
LOGIC ⹦稤䏔

㓹灄鞲乢ג׿⨣ס״גס⹦稤䏔⚡䏔⿦סי׬׌
٭فؕئյעն儖傴׌ױ׊״儖傴؅ֽⳡי׊כ

׿אյכ׈䇶疗סؠشمعַֹכؔطٖٛ؞ج
ױ׉ױ׈סؠتٛ׷تؾةلס哅♿׾׹׼ֵֿ
؅䨿ֻ־׾ַיַחצ磵מ㳡䫘מ־ַכ⣐ꪫם
ַיזםמ㳊⫁ם㲔榫氳ׂ׌׷׽־յ؂׽ֽי
˙ն׌ױ

Joanna Burkey / HP INC. CISO, OVERSTOCKֽ
٭ذؠٝؔظRELIABILITYFIRST CORPצ׻

⪒⛮؅鵟י׊ 碛俔ַ׊׼⫂㳊׌ךն٭فؕئ
ٝنך亠嫎ַ׊׼ゖ갭؅碛俔סؔطٖٛ؞ج

˙ն׌ױַי׊⴫ؠ٭٠ّ٭

Karen Blasing / AUTODESKյGITLABյ
ZSCALER ⹦稤䏔

ج٭فؕئյך⿦┉ס⚡⹦稤䏔ֿגםֵ׊׵
י׊כ㰢綗傪稗؅碛企ׂ氧؀ֹסؔطٖٛ؞

Ⲗ冽氳סؠتٛ٭فؕئךյ儖傴ף׼ם׾ַ
وشطتםꄆ釐ם䑒釐מ㲔杯ס畘杼٬鬭峎ם
؅湾侇ꝴך㰢׌ױ׀ךֿ◄שն˙

Eric Spiegel /⹦稤䏔ֽ٬ؓؓؼبצ׻
٭اؕفغ
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