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DFRIFED B UVEED. LockBit DINEE [ L EiFi<
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#3 BlackCat
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BlackCat|dLockBit L [E#kic. 77 7«4V ITA bk Ry
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—EZznilLTULWELT,

HEELEHEMEABlackCatD 7 71 TA M.
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LTI BEEEECITIEIABEBCAILT TRIBYE
ICBEDFTELSIMRADYE VIR EZRITLTZE
I L £9,202456815H . Scattered

SpiderDEEE " N3 R2BMOEEAIERBEIN
F LA COFEBHNY )L — T OREMEERESIC Y
DEOBEEZE DD =¥ BICISEFHAR ED
HLNEE Ao

BlackCati& 7O > > E&EICRustZfERALTL)
BLEHHD. TSV IA—LBEOEHRMEI RO E
WY LD T T73)—0D—DTL=.K181%45
IW—="hEFHZE LTI ERIICCERZTIVE
TA—LEIFICIEE L TL/=BlackCatDiEF Y —
ILZRLTWEYS, TV hTx+—LICIEFWindows,
ESXi,FreeBSDD|EFH\ T X I XATEFEDLinux OS
¥ 77— 5 Fv—(ARM, x86/x64. PowerPC73 &)
NEENTUVET,

“HAN—tF2)To AV TSANSIFv— E£F 2T+, Cybersecurity
Advisory: Scattered Spider. 2023F118516H

" Krebs on Security. Alleged Boss of ‘Scattered Spider’ Hacking Group Arrested.
2024F6H15H
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Status

You can download Decrypt App executable for your platform and recover your data.

=
m Linux ARM Linux ARM v5te Linux ARM v7 FreeBSD &4

FreeBSD 32 Linux PowerPC Linux PowerPC 64 Linux PowerPC 64 LE

Guide Live-Chat Intermediary

s« On Windows you should run Dacrypt App as Domain Administrator:

runas

/user:mydomainhadministrator decrypt-app.exc

« You can recover ESXi from Windows using OpenSSH / PLINK 7 PSCP to copy and run "ESXI” executahle

acp SRR

el |T || root@ip.of._es. xi:/ tmps

ssh root@ip.of.es.x1 /bin/sh -c¢ "chmod +x /tmp/decrypt-app && /tmp/decrypt-app"

« Optionally specify paths to recover with -p:

decrypt-app.exe -p c:\\some-path -p c: other-path
decrypl-app -p Jhomes/some-path -p Zhom

« Print all available launch argumants with --halp:

decrypt-app.cxe --help
decrypt-app --help

= Files from Windows can be recovered on Linux or any other platform and vice versa.
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
https://krebsonsecurity.com/2024/06/alleged-boss-of-scattered-spider-hacking-group-arrested/
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Bl Command Prompt - fsetupbat

Download spam filters updates pack 2
Install spam filters updates
Configure spam filters updates
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CONTI Recovery service

@ Hello, you will receive all the info very soon.
sl month

how soon?
@5 -

@ just a min
ast month

We are Conti Groun. We want to inform that vour comnpany local netaork have heen hacked and

| encrypted. We downloaded from your network more than 200GB of sensitive data. _

L NOow we e Keeping It a secrel, butilf we don [ come [0 an agreement within 7 days 1t will be posied :l
F 1 %k d L Fa) 2 g
A OLE S s-sifs

@ TOu can hnd more informaton aboul Loni group in Loogle.

@ Black Basta

You,

What do you want?

a

o8 Basta Group,

| We'are Black Basta Group. We want to inform that your company local network have been hacked and
encrypted. We downloaded from your network more than 235GB of sensitive data. You can see your
Hadge N e -

! Now we're keeping it a secret, but if we don' t come to an agreement within 7 days it will be posted on our
news-site.

The Price to decrypts is $1,450,000. In case of successful negotiations we guarantee that you will get
decrypts for all your machines Windows and Esxi, non recoverable removal of downloaded data and
security report on how you were hacked to fix your vulnerabilities. We hope that you can correctly assess
the risks for your company.

K22 : XAHIFEICKBConti (E)¥Black Basta (F)DBREZERTZIF v hDHER
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https://github.com/threatlabz/ransomware_notes
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