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Zscaler and Okta
Solution Brief
More and more users are embracing the use of cloud-based applications. In fact, there
has been an exponential rise in the number and usage of cloud based applications in
the Enterprise.
SOLUTION OVERVIEW
Zscaler and Okta have partnered to deliver seamless authentication and security for enterprises using cloud-based
applications. By combining Zscaler’s Security Cloud with Okta’s identity and access management service, enterprises
can apply corporate policy to every employee, regardless of where they are or what device they are using. The Okta
Directory Integration Edition for Zscaler offers a complete, reliable, and easy-to-use AD integration with Zscaler that
provides a seamless authentication experience for end-users.
• Many companies use Federated Identity systems like SAML to authenticate
users only once with an identity provider and then access multiple cloud
services without additional authentication.
• Zscaler supports SAML and fully integrates with these
Federated Identity Systems.
The end result is users can log into Zscaler with their AD credentials and the
AD Group membership is automatically synchronized to Zscaler. No password
is stored in Zscaler or Okta – the AD server remains the single source of
authentication – users do not need to remember yet another password or reset
their Zscaler password because their AD password is now their Zscaler password.
Together, Zscaler and Okta provide a seamless, secure and highly usable integrated
solution for Enterprises to safely enable cloud based applications and the use of
mobile devices.

Integrating SD with Zscaler

HIGHLIGHTS
• Rapid provisioning of
user-based security and
authentication to safely
enable cloud based
applications

• Seamless integration with
Federated Identity solution
using SAML

• Users login to Zscaler
with their AD credentials.
AD Group membership is
automatically synchronized
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Zscaler User Management in Okta

About Zscaler
Zscaler is revolutionizing Internet security with the industry’s first security-as-a-service platform, used by more than
5,000 leading organizations, including 50 of the Fortune 500. Zscaler is a Gartner Magic Quadrant leader for Secure Web
Gateways and delivers a safe and productive Internet experience for every user, from any device, and from any location
— 100% in the cloud. Zscaler delivers unified, carrier-grade Internet security, next-generation firewall, web security,
sandboxing/advanced persistent threat (APT) protection, data loss prevention, SSL inspection, traffic shaping, policy
management, and threat intelligence — all without the need for on-premises hardware, appliances, or software. To learn
more, visit us at www.zscaler.com.

Okta
Okta is the market leading on-demand identity and access management service that enables enterprises to accelerate
the secure adoption of their web-based applications, both in the cloud and behind the firewall. The Okta team has built,
deployed, and supported market-leading, on-demand and enterprise software solutions from companies including
Salesforce.com, SuccessFactors, PeopleSoft, Microsoft, Sun, and HP. Okta is backed by premier investors including
Andreesen Horowitz, FLOODGATE, and Ron Conway. Visit www.okta.com for more information.
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