
AT-A-GLANCE

Today’s security platforms typically span 
a variety of products, interfaces, and 
infrastructure. As a result, service owners 
face three key challenges when it comes 
to the health of their deployments. First, 
fragmented health indicators across scattered 
dashboards and reports make it difficult to get 
a unified view of deployment performance, 
resilience, and maturity. Next, that disjointed 
visibility means that practitioners often 
discover issues reactively—after users 
complain about their digital experiences and 
after productivity is impaired. Finally, service 
owners have to spend exorbitant amounts of 
time pulling metrics and building reports for 
executives who need to understand platform 
performance, implementation progress, and 
return on investment (ROI). 

Fortunately, the Zscaler Zero Trust Exchange, 
the AI security platform built on zero trust, 
is uniquely positioned to address these 
challenges because of Health360.

THE RIGHT METRICS AND REPORTS:
Health scores offer clarity at a glance, and 
executive dashboards offer extra insights on 
health, adoption maturity, and ROI.

PROACTIVE HEALTH MONITORING:
Near-real-time monitoring enables proactive 
maintenance to keep deployments healthy and 
prevent performance issues.

ONE VIEW OF DEPLOYMENT HEALTH:
Health360 unifies telemetry signals from across 
Zscaler’s platform to provide a comprehensive 
view into deployment health.

Solution Benefits:

Health360 At-A-Glance
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Health360
Health360 is a free solution included as part of the Zero Trust Exchange platform that gives Zscaler 
customers a comprehensive, objective view of their deployment health. By unifying telemetry from 
ZIA, ZPA, ZDX, and other Zscaler solutions and services, it provides a single, overarching health 
score, as well as granular, drill-down details for every aspect of that health score. In other words, 
it replaces piece-meal approaches with consolidation and simplicity.

This is possible because Health360 is part of the Zero Trust Exchange platform, which all Zscaler 
products share and through which all customer traffic flows. By tapping into 500 trillion daily 
telemetry signals (already pooled and normalized), Health360 gains a unique view into the 
platform, its components, and customer traffic—something that perimeter-based vendors and 
standalone observability tools cannot replicate. 

Health360 organizes its comprehensive intelligence into three core pillars, which all receive their 
own health scores.

By quantifying findings across these three 
dimensions and providing an overarching 
score in near-real-time, Health360 gives 
organizations a comprehensive view into 
their deployment health, helps them 
identify and respond to issues proactively, 
and simplifies reporting so that executives 
and service owners can better understand 
platform performance, zero trust maturity, 
and ROI. 

If you want to maximize your Zscaler 
deployment health with Health360, 
ask your account team about this 
free solution.

Best practice health:
How well con�gurations match expert guidance and

peer benchmarks for performance, resilience, and zero trust maturity 

Service health:
How well critical services like

the Zero Trust Exchange,
internet service provider (ISP) networks,

and apps are performing

Connector and edge health:
How well the customer’s connectivity

 eet is functioning across Zscaler
connectors, Private Service Edges,

and tunnels


