This site uses JavaScript to provide a number of functions, to use this site please enable JavaScript in your browser.

Zscaler to Expand Zero Trust Exchange Platform's AI Cloud with Data Fabric Purpose-built for Security
Learn More
Close





OpenSearchCXO REvolutionariesCareersPartnersSupportShowContact UsOptionsGet in touch1-408-533-0288Chat with us

ShowSign InOptionsZscaler Cloud Portal | AdminZscaler Cloud Portal One | AdminZscaler Cloud Portal Two | AdminZscaler Cloud Portal Three | AdminZscaler Cloud Portal Beta | Adminadmin.zscloud.netZscaler Private Access Sign-In









HomeThe Zscaler ExperienceProducts & SolutionsPlatformResourcesCompany
Request a demoopen searchopen navigation


The Zscaler Experience

Zscaler: A Leader in the 2023 Gartner® Magic Quadrant™ for Security Service Edge (SSE)
Get the full report
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Your world, securedExperience the transformative power of zero trust.




The Zscaler Difference
The Zscaler DifferenceExperience the World’s Largest Security Cloud
Customer Success Stories
Analyst Recognition
Machine Learning and AI at Zscaler
Reduce Your Carbon Footprint



Zero Trust Fundamentals
Zero Trust FundamentalsWhat Is Zero Trust?
What Is Security Service Edge (SSE)?
What Is Secure Access Service Edge (SASE)?
What Is Zero Trust Network Access (ZTNA)?
What Is Secure Web Gateway (SWG)?
What Is Cloud Access Security Broker (CASB)?
What Is Cloud Native Application Protection Platform (CNAPP)?
Zero Trust Resources






Products & Solutions
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Secure Your UsersProvide users with seamless, secure, reliable access to applications and data.



[image: Secure Your Workloads]
Secure Your WorkloadsBuild and run secure cloud apps, enable zero trust cloud connectivity, and protect workloads from data center to cloud.
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Secure Your IoT and OTProvide zero trust connectivity for IoT and OT devices and secure remote access to OT systems.





Products
ProductsTransform your organization with 100% cloud native services
Secure Internet Access (ZIA)
Secure Private Access (ZPA)
Digital Experience (ZDX)
Data Protection (CASB/DLP)
Posture Control



Solution Areas
Solution AreasPropel your business with zero trust solutions that secure and connect your resources
Cyberthreat Protection
Data Protection
Zero Trust Networking
Business Analytics
VPN Alternative
Zero Trust SASE
Accelerate M&A Integration
Optimize Digital Experiences
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Zero Trust for IoT/OT
Find a Product or Solution
Partner IntegrationsIndustry and Market Solutions






Platform

Zero Trust Exchange PlatformLearn how Zscaler delivers zero trust with a cloud native platform that is the world’s largest security cloud
Zero Trust Exchange PlatformTitle Link
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Transform with Zero Trust Architecture
Transform with Zero Trust ArchitecturePropel your transformation journey
Secure Digital Transformation
Network Transformation
Application Transformation
Security Transformation



Secure Your Business Goals
Secure Your Business GoalsAchieve your business and IT initiatives
Ensure Secure Business Continuity
Accelerate M&A and Divestitures
Recession-Proof Your Enterprise
Secure Your Hybrid Workforce
Download Zscaler Client Connector
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Learn, connect, and get support.
Explore tools and resources to accelerate your transformation and secure your world
Learn, connect, and get support.Title Link
Amplifying the voices of real-world digital and zero trust pioneers
Visit now
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Resource Center
Resource CenterStay up to date on best practices
Resource Library
Blog
Customer Success Stories
Webinars
Zpedia



Events & Trainings
Events & TrainingsFind programs, certifications, and events
Upcoming Events
Zenith Live
Zscaler Academy



Security Research & Services
Security Research & ServicesGet research and insights at your fingertips
ThreatLabz Analytics





Tools
ToolsTools designed for you
Security Preview
Security and Risk Assessment
Security Advisory Updates
Disclose a Vulnerability
Executive Insights App
Ransomware Protection ROI Calculator



Community & Support
Community & SupportConnect and find support
Customer Success Center
Zenith Community
CXO REvolutionaries
Zscaler Help Portal
Explore the latest Zscaler Innovations



Industry & Market Solutions
Industry & Market SolutionsSee solutions for your industry and country
Public Sector
Healthcare
Financial Services
Education
See all
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Company

About ZscalerDiscover how it began and where it’s going

PartnersMeet our partners and explore system integrators and technology alliances

News & AnnouncementsStay up to date with the latest news

Leadership TeamMeet our management team

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Investor RelationsSee news, stock information, and quarterly reports

Environmental, Social & GovernanceLearn about our ESG approach

CareersJoin our mission

Press CenterFind everything you need to cover Zscaler

ComplianceUnderstand our adherence to rigorous standards

Zenith VenturesUnderstand our adherence to rigorous standards
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Aster Group UK Delivers Zero Trust Access 
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Zero Trust App Access
Stop Cyberattacks
Protect Data
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	Company:Aster Group
	Industry:Real Estate
	HQ:Devices, UK
	Size:More than 30,000 homes managed


Background

Based in the UK, Aster Group is a not-for-dividend, ethically-driven organization whose vision is that everyone has a home. Aster Group UK provides safety and security to their customers through their services. They currently own and manage over 30,000 homes.


Challenge

Provide more secure, faster access to employees so they can work from anywhere




Products
	Zscaler Zero Trust Exchange™
	Zscaler Private Access™ (ZPA™)



Outcomes
Deployed three times faster than expected, and to four times as many users,Dramatically improves user experience,Secures remote access for 70% of users,Reduces security risk from third party access to corporate resources,Simplifies data center consolidation,Provides foundation for further leveraging the cloud


Outcomes
	Deployed three times faster than expected, and to four times as many users
	Dramatically improves user experience
	Secures remote access for 70% of users
	Reduces security risk from third party access to corporate resources
	Simplifies data center consolidation
	Provides foundation for further leveraging the cloud











Neil Mallon
Technology Strategy Lead, Aster Group
ZPA is the future-proof technology for secure remote access. We … can continue to adopt cloud freely in the way it was intended.














Customer Case Study









Needed: better remote access to support mobile workforce 
While Aster Group’s goal to provide safe, reliable and accessible housing hadn’t changed, the IT team recognized a shift in the way their users were working. The company now needed to empower users to work remotely. This shift to working from anywhere required it to rethink the way it was providing access to applications. 


For remote access to network resources, Aster employees and third parties used Citrix Netscaler. But the increasingly mobile workforce had high expectations that quickly outpaced the existing capability. They needed a future-proof solution to satisfy the new ways of working. So, Aster Group began searching for a remote access security solution that would enable its partners and mobile workforce, without frustrating end users, without placing them on the network, and without added complexity for IT administrators. 


Additionally, Aster Group is in the process of consolidating servers to free up additional resources (upwards of 15 TB of space). Thus, the company desired a simple solution that can cut down on complexity due to the consolidation, but still allow users to connect securely to mission-critical applications.


 







Zero trust access from any device, anywhere 
By researching and attending industry events, Aster Group discovered Zscaler Private Access (ZPA), a service of the Zscaler Zero Trust Exchange. By connecting users directly to an application—without having to place them on the network—ZPA provides fast, easy access while also minimizing the company’s attack surface and eliminating lateral movement.


After a proof of concept, supported by UK Zscaler partner Truststream, the IT team decided to move to the cloud-based Zscaler solution and a zero trust access strategy that gives only authorized users access to specific internal applications. Today, over 70% of the company’s workforce use ZPA to securely connect to internal applications from any device, anywhere. 


 







We needed a remote access security solution that would enable our remote users and third-party partners, without the frustrations of a traditional VPN solution.
- Neil Mallon, Technology Strategy Lead, Aster Group










Eliminating attack surface via “inside-out connectivity” 
One of the top reasons why the company chose ZPA is its unique ability to establish “inside-out” connections from the application to the authorized user, without exposing the IP address of the application. This “inside-out connectivity” is different from other software-defined perimeter solutions as well as virtual firewalls, which are IP-centric and require inbound connectivity. These are often vulnerable to DDoS attacks and require IT to set up ACLs, firewall policies and security groups. 


With ZPA, the Aster Group’s IT team can set and enforce granular access policies and never place remote users on the network. Instead, the Zscaler cloud hosts the policies their administrators set and provides a brokered connection between an authorized user and internal application. Aster Group uses ZPA’s outbound connections from the application to the user to ensure their applications remain invisible to unauthorized users. 


Unlike other remote access solutions such as VPNs, which give authenticated users full and lateral network access, ZPA provides only applications access, not network access. The result is secure and segmented access to applications granted on zero trust.


 







We’ve received great feedback from our users.
- Neil Mallon, Technology Strategy Lead, Aster Group










Less complexity, rapid deployment, and better security
Since ZPA is a completely software and cloud-hosted service that requires no physical appliances, it was easy for Aster Group to deploy. Nor did they need to spend time creating access control lists, implementing firewalls, or creating firewall policies—all manual processes that are painful to enforce. 


In the end, Aster Group was able to deploy ZPA three times faster than planned. In fact, by the end of the first month of their deployment, they had ZPA rolled out to four times more users than originally planned. This boosted user productivity and allowed them to work remotely, regardless of device or location. Further, IT administrators could provide secure access to internal applications and empower their mobile workforce faster.


 







By the end of the first month of deployment, we had rolled out ZPA to four times more users than originally planned.
- Neil Mallon, Technology Strategy Lead, Aster Group










Facilitating data center consolidation and move to cloud
Aster Group is in the process of consolidating their servers to free up resources. With ZPA they can minimize potential downtime or loss in productivity during this process. Since ZPA is infrastructure-agnostic, the team does not need to worry about incompatibility issues. User traffic can be routed directly to the application’s new location within minutes. 


The company is also exploring their options as it relates to moving internal applications to the public cloud (Amazon Web Services or Microsoft Azure). Typically, during app migration to the cloud, both networking and security introduce added complexity and slow the process. Aster Group knows that ZPA’s cloud-based architecture will help ease this process by accelerating cloud migration and providing faster and more secure access to internal cloud-hosted applications. 


As at any other organization, Aster Group needs to do more with less. Not only does ZPA optimize connectivity to apps in the cloud and the datacenter, but it serves as an integral part of Aster’s data recovery and business continuity strategy. Allowing swift recovery and crucial connectivity, ZPA provides an agile system for Aster Group to restore any servers or services needed, regardless of type or location.


 










Related customer success stories
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Fannie Mae
View Success Story
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Edelweiss Financial Services
View Success Story
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XPO
View Success Story
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Packaging Corporation of America
View Success Story
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Zscaler is universally recognized as the leader in zero trust. Leveraging the largest security cloud on the planet, Zscaler anticipates, secures, and simplifies the experience of doing business for the world's most established companies.
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