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Zscaler Deception

Detect compromised users  

Decoy passwords, cookies, sessions, and 

bookmarks to decoy applications detect 

compromised users when an attacker uses  

one of these deceptive assets. 

Stop lateral movement  

Decoy servers, applications, active directories, 

and databases planted in the network prevent 

attackers from moving laterally. 

Disrupt ransomware  

Decoys placed across the environment 

detect and slow down ransomware at 

every stage of the kill chain and limit  

its blast radius.

Zscaler Deception Benefits

Detect compromised users
Lures on endpoints

Identify use of stolen credentials
Decoy sub-domains at the perimeter

Disrupt ransomware
Decoys across the environment 

detect and stop ransomware

Stop lateral movement
Decoy servers, apps, 

and DBs in the network
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What is Zscaler Deception? 

Zscaler Deception is a deception-based 

threat detection platform delivered as 

part of the Zscaler Zero Trust Exchange. 

The integrated capability uses decoys/

honeypots to detect advanced in-

network threats that have bypassed 

existing defenses. 

Organizations use Zscaler Deception 

to detect compromised users, stop 

lateral movement, and defend against 

human-operated ransomware, hands-on 

keyboard threats, supply chain attacks, 

and malicious insiders.
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De-risk your attack surface 
Gain threat detection for endpoints, identity systems, networks, 

applications, and the cloud. Diverts attackers away from targets 

and de-risks the attack surface.

Detect threats that matter, faster 
Detect compromised users, lateral movement, and ransomware 

attacks. Deception alerts have little-to-no false positives and 

provide high-confidence IoCs.

Contain threats in real-time 
Leverage a tight integration with the Zero Trust Exchange to 

natively contain threats and orchestrate responses, while still 

supporting full integration with leading SIEM, SOAR, and  

EDR/XDR providers.

Learn more about what Zscaler Deception can do for you. Request A Demo

Seamless, cloud-native deployment 
Zscaler Deception integrates with Zscaler Private Access (ZPA) 

to create, host, and distribute decoys with no additional VMs or 

hardware needed.

Zero network configuration 
Say goodbye to VLAN trunking/SPAN ports/GRE tunnels to  

route traffic to decoys. Zscaler Deception routes malicious traffic 

as a transparent extension of the Zero Trust Exchange.

Integrated into the Zero Trust Exchange 
The world’s only zero trust architecture with integrated deception 

detects and stop the most advanced attackers, compromised 

users, and insider threats without adding complexity or 

compounding alert fatigue.
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