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How to use this playbook

This playbook is based on the Secure Cloud Transformation (SCT)1 journeys 

of twelve Zscaler customers — documenting their experiences, their pains, 

their initiatives, and their wins.

Each customer journey summary includes:

• Company driver profile

• Company overview

• Company IT footprint

• Initiatives (longer-term projects that drove secure cloud transformation)

• Pains/issues (that also drove secure cloud transformation)

• Driver’s recommendations

• Full customer journey 

The customer journeys are excerpted from the book Secure Cloud Transformation: 

The CIO’s Journey2, by Richard Stiennon, ©2018, IT-Harvest Press.)

1 https://securecloudtransformation.zscaler.com/

2 Ibid. 3

Original (from ftp)
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How to use this playbook

The customer journey summary “initiatives” are customer projects — some ongo-

ing, some predating Zscaler adoption — that drove secure cloud transformation. The 

pains/issues are the customer challenges that drove the company’s secure cloud 

transformation. In each customer journey summary, both initiatives and pains/is-

sues are filtered by use case and (ultimate) benefit. The pains/issues also include 

the solution approach the customer employed to achieve a beneficial outcome. 

Those customer-specific pains/issues are also included in the “Key Pain Points” ta-

ble that ties each to a key pain point, use case, benefit, and customer journey.

This playbook also includes introductions to Zscaler Internet Access (ZIA) and Zs-

caler Private Access (ZPA) product solutions, as well as Zscaler solution overviews 

for the Secure Access Service Edge (SASE) platform, Zero Trust Network Access 

(ZTNA) security model, and Microsoft 365 application deployment model.

This playbook also documents Zscaler use cases. Use cases are categorized by Zs-

caler Internet Access (ZIA) and Zscaler Private Access (ZPA) product solutions.

All content is cross-referenced and indexed by:

• Customer Journey
• Use Case
• Product
• Zscaler Solution Model
• Key Pain Point

4

This playbook is intended as a best-practices reference 

guide for your secure cloud transformation journey. Find 

what relates to your own experience (e.g., pain point, 

use case, recommendation) and dig deeper to learn 

how another organization transformed itself. Recognize 

a specific pain in the Key Pain Points tables? Drill-down 

to see how another company alleviated it. Looking to 

expand your organization’s SaaS adoption? Review the 

SCT use cases to discover how to secure (and optimize 

performance for) direct application traffic.



ZIA
Secure access to the 

internet and SaaS

ZPA
Secure access to 

private applications

Zscaler Products
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Zscaler Internet Access (ZIA) 
ZIA is deployed as a cloud service and secures traffic between a user’s client device and 

the open internet (or public cloud), regardless of from where a user connects.

When securing cloud traffic, proximity matters: The Zscaler Cloud Security Platform is 

widely (very widely) distributed, with services provided close to each and every user. 

Traffic travels a minimum distance, optimizing user experience. To get to the internet, 

a ZIA user connects (automatically) first to the nearest of 150+ Zscaler data centers 

around the world. Policy is then enforced, and the user is then directed to the nearest 

destination enabling the shortest path of connection.

For user authentication, ZIA uses an identity provider solution — Okta, Microsoft Azure 

AD, or similar — to authorize a user to connect securely to a destination. Access is 

governed by enterprise-defined policies that follow the user, no matter the user’s loca-

tion. For example, a ZIA user in Milan, Italy would connect to public-cloud applications 

through Zscaler’s Milan data center. When in New York, that same user would connect 

through Zscaler’s local New York data center, with the same access policies applied 

(and security delivered immediately, and nearby).

Threat prevention is core to ZIA. ZIA is based on a full-proxy architecture with inline 

SSL interception capabilities. More than 90 percent of internet traffic is now encrypted.3 

Organizations not inspecting SSL traffic are blind to most threats. ZIA runs a full security 

stack — starting with inline antivirus, to advanced threat protection, to full cloud sand-

box services — that can detect and stop zero-day threats regardless of from where they 

emanate, or where targeted users reside.

ZIA employs a full next-generation firewall along with URL-filtering and sophisticated 

DNS. Enterprises use ZIA bandwidth controls to prioritize traffic, favoring business-critical 

Zscaler Products: ZIA
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applications over applications that may reduce user productivity, such as YouTube or Spo-

tify. ZIA also has a full suite of data-protection services, including cloud application con-

trols, data loss prevention (DLP) with exact-data-match capabilities, and cloud access 

service broker (CASB) controls that can allow enterprise users to utilize sanctioned appli-

cations safely. Zscaler browser isolation capability renders content in a cloud browser, 

and streams content in pixel form to end users. For enterprises seeking to expand remote 

access, this feature can be beneficial for securing BYOD access. 

ZIA simplifies administration, and elastically scales as workloads increase. ZIA enables 

enterprises to standardize security policies in a consistent manner across an entire work-

force, whether employees are sitting in the corporate office or working remotely.

Zscaler Private Access (ZPA)
Zscaler Private Access (ZPA) enables users to connect to internal applications or resources, 

an activity that — in legacy environments — requires being on the corporate network or 

connected to the corporate network via VPN. Like ZIA, ZPA is based on fundamental ZTNA 

principles. Applications — whether hosted in a data center or in a virtual private cloud 

(VPC) in AWS or Azure — will never listen to an inbound connection. ZPA obscures internal 

resources from the threat of outside access: With it, an enterprise runs what is essentially 

a dark network. (Threat actors cannot attack what they cannot see.) ZPA acts as “match-

maker” — Applications connect to Zscaler, and users connect to Zscaler. 

The Zscaler Cloud Security Platform (in concert with an identity-provider solution) authen-

ticates a user, and ZPA then brokers a connection between user and “allowable” destina-

tion. Corporate-defined policies govern what is “allowable” for each user. 

ZPA fundamentally changes enterprise user access to internal applications, and obviates 

the need for legacy technologies. For example, ZPA’s secured direct connectivity supplants 

Zscaler Products: ZIA
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VPN access. There is no longer the need to inspect incoming traffic: No need for an 

enterprise to deploy complex firewalls because there are no inbound rules to govern. 

There is no longer a need for an inbound listening port in a data center hosting internal 

applications.

ZPA prevents DDoS attacks since secure connectivity is shielded behind Zscaler’s IPs. 

Load-balancing and optimal path selection are also easier. The ZPA brokerage ser-

vice automatically chooses the best path between user and internal application using 

Zscaler’s cloud services distributed across 150+ data centers. And like ZIA, ZPA offers 

browser isolation capabilities.

ZPA employs the Zscaler Cloud Security Platform’s fundamental ZTNA capabilities. 

(More below.) ZPA enables users to connect to internal applications directly, wher-

ever they may be and wherever corporate resources may be hosted. ZPA dramatically 

reduces attack surface, simplifies app segmentation, and eases administration. Most 

importantly, ZPA offers an affordable, scalable, and performance-enhancing remote-ac-

cess alternative to legacy VPN models.

Zscaler Products: ZPA 8



Zscaler Solution Model Overviews

Zero Trust Network Access 
(ZTNA)

Microsoft 365
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Cloud-first, mobile, and remote: The new way of work 
necessitates a new model of security

Enterprises have migrated to the cloud. But comprehensive digital transformation 

requires enterprise IT leaders to rethink cybersecurity: With work delivered via the cloud, 

the center of gravity for enterprise work moves from the corporate data center to the 

internet.

Employees now do the bulk of their work outside the corporate network and enterprise 

IT leaders must shift from securing a perimeter to securing individual users and their 

data. The reason? “You can’t secure the entire internet,” says Zscaler CEO Jay Chaudhry. 

But highly-distributed, cloud-based, at-the-edge direct-connectivity services offer an 

avenue for enterprise IT leaders to secure the way their employees are already working.

For many reasons (corporate indifference, an IT culture that resists change, fear of the 

new, among others), enterprises have been slow to shift from defend-the-perimeter 

security architecture to one that protects the new way of work. But security technologies 

have already evolved to support cloud delivery, creating new service categories (CASB, 

SWG, ZTNA, cloud sandboxing, etc.). It’s a new landscape, and enterprise IT leaders 

face a daunting cybersecurity task as they migrate from on-premise to the cloud.

SASE: The distributed, at-the-edge security model for the 
new way of work

Enter the Secure Access Service Edge (SASE)4 cloud-services model. Introduced in 

2019 by Gartner Research analysts Lawrence Orans, Joe Skorupa, and Neil MacDon-

ald, the SASE architecture redefines the cloud-security-services market space inclusive 

of secure web gateways (SWG), cloud-access security brokers (CASB), DNS controls, 

Zero Trust Network Access (ZTNA — formerly known as a software-defined perimeter or 

SDP), and remote browser-isolation technologies, among other services.

(Gartner Research defined the SASE model in part to help consolidate complex ven-

dor services into a single technology “bucket,” ideally making it easier for its clients to 

evaluate and prioritize how they invest in cloud-security services. But it’s worth noting 

that technology from vendors like Zscaler was already steering the market in the right 

direction.)

The SASE cloud services ideal defines a perimeter-less access model, with services 

delivered via highly-distributed cloud architecture, and security provided inline, as close 

to each user as possible. SASE renders existing corporate network and security models 

obsolete and requires organizations adopt a cloud-based, as-a-service model of a “secure 

edge” that is simple, scalable, and flexible, with low latency and high security.

Platform: Secure Access Service Edge (SASE)

Platform Model: 

Secure Access Service Edge (SASE)

4 https://www.zscaler.com/products/secure-access-service-edge
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What’s important in a SASE model? Security. Really.

To Gartner’s Orans’, Skorupa’s, and MacDonald’s great credit, their SASE model shifts 

enterprise cloud-security service assessment criteria to fundamental (and in the past, pain-

fully ignored) service metrics: How well does the service secure the new way of work? (For 

instance, can it inspect encrypted data?) How distributed is it? How well does it perform?

Like all security models, SASE is designed to secure enterprise work in — as Gartner 

defines it — the best way possible. SASE effectively repackages cloud-based cyberse-

curity services in a converged WAN edge and cybersecurity market space. But for enter-

prise IT leaders, the SASE vision goes well beyond SD-WAN, virtualized security hard-

ware appliances, and Zero-Trust principles. As Orans, Skorupa, and MacDonald define 

it, a SASE approach enables IT leaders to protect enterprise environments with “soft-

ware-defined secure access”:

SASE offerings...provide policy-based “software-defined” secure access 
from an infinitely-tailorable network fabric in which enterprise security 
professionals can precisely specify the level of performance, reliability, 
security, and cost of every network session based on identity and context. 

Gartner Research, The Future of Network Security Is in the Cloud;5  
30 August 2019; Lawrence Orans, Joe Skorupa, Neil MacDonald

Securing the new way of work: How Zscaler embodies the 
SASE model

Technology vendors seeking to conform to Gartner’s SASE model must adhere to several 

core architectural principles. Gartner’s Orans, Skorupa, and MacDonald establish clear 

requirements for a vendor SASE solution with accompanying (tangible) metrics:

1. Deliver security at the cloud edge, as close to the user as possible. Cloud-native 

Zscaler provides inline security in more than 150 data centers around the world. Con-

versely, putting virtualized security hardware in the cloud isn’t edge computing and 

therefore isn’t SASE-compliant. It’s a destination service, and it’s only as distributed 

as a customer is willing to pay for.

2. Support a thin branch. SASE mandates the “thin branch,” with a light IT footprint 

in remote locations, e.g., an SD-WAN router and all security services provided inline 

(and nearby) in the cloud. Zscaler is (and always has been) a light-branch-architec-

ture solution. Heavy-branch appliance approaches peddled by legacy firewall ven-

dors are not SASE, no matter what those vendors might claim.

Platform: Secure Access Service Edge (SASE)

Platform Model: 

Secure Access Service Edge (SASE)

5 https://www.zscaler.com/blogs/corporate/new-report-gartner-research-future-network-security-cloud 11
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Platform: Secure Access Service Edge (SASE)

Platform Model: 

Secure Access Service Edge (SASE)

3. Deliver security inline. Gartner recommends an inline proxy model for security to 

get the most out of SASE-delivered capabilities, and to ensure traffic — especially 

encrypted traffic — can be comprehensively inspected. Zscaler delivers that capa-

bility (aided in no small part by its highly-distributed, always-at-the-edge service). 

Next-gen firewalls do not, and hence are not SASE.

4. Operate with true cloud multitenancy. SASE advocates a cloud-native, multitenant 

architecture, the foundation of the Zscaler Cloud Platform. You cannot replicate a 

single-tenant hardware appliance solution in the cloud and call it SASE. That’s like 

putting a DVD player in a public cloud and saying you’re Netflix.

Cloud-native Zscaler was designed for a SASE world. For an enterprise IT leader, SASE 

operations ultimately become the outcome of a successful enterprise secure cloud 

transformation. For the modern enterprise, SASE is the present and the future of perim-

eter-less cloud security. It’s understandable that hardware-appliance vendors would 

want to jump on the bandwagon. But claiming SASE-compliance rings hollow if the 

technology doesn’t support the SASE architectural model. Customers of those hard-

ware-appliance vendors would be better served if their solution providers focused less 

on making specious marketing assertions and more on building solutions for the modern 

mobile, remote-working, and cloud-first enterprise.

12
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Zero Trust Network Access,6 or ZTNA, is a connectivity architecture that features direct 

access to internal applications via the internet. Also known as a software-defined perim-

eter (SDP) security model, ZTNA delivers a cloud-based service to secure remote access 

to enterprise applications, whether they’re housed in a corporate data center or hosted 

in the cloud.

In a ZTNA environment, remote users connect directly to an inline, distributed, at-the-

edge, proxy-based security service like Zscaler, get validated based on user-specific 

business policies, and then access corporate resources directly. Users connect to an 

application, not to a network. ZTNA secures a segment of one between the authenti-

cated user and a specific app, using the internet. Contrast that with a legacy corporate 

network with perimeter-based security: Remote users connect via VPN, get routed to 

a centralized gateway security appliance, and only then can connect to internal appli-

cations. In the old model, data is backhauled across lengthy (and lag-inducing) MPLS 

networks, slowing application performance and impacting user experience.

ZTNA supplants the outdated traditional hub-and-spoke network model (that relies on 

so-called castle-and-moat security) because it allows users to access applications with-

out accessing the network. In a Zscaler ZTNA environment, the network becomes irrele-

vant: Users connect directly to applications, not to a convoluted network of pathways to 

those applications. (In that sense, “Zero Trust Network Access” is a bit of a misnomer: 

There is no “network” in a ZTNA architecture.) With no perimeter, ZTNA secures the 

user, not the entire network. (For an analogy, compare controlling access to a nation-

wide network of roads with protecting a single car.)

The business drivers for ZTNA: context-based security, 
“invisible” assets, and a default-deny posture

Gartner Research analysts Steve Riley, Neil MacDonald, and Lawrence Orans intro-

duced ZTNA in April 2019 in their “Market Guide for Zero Trust Network Access.”7  In 

that report, Riley, MacDonald, and Orans define ZTNA:

ZTNA, which is also known as a software-defined perimeter (SDP), creates an 
identity- and context-based, logical-access boundary around an application 
or set of applications. The applications are hidden from discovery, and access 
is restricted via a trust broker to a set of named entities. The broker verifies 
the identity, context and policy adherence of the specified participants before 
allowing access. This removes the application assets from public visibility and 

significantly reduces the surface area for attack. 

(Source: Gartner Research “Market Guide for Zero Trust Network Access,” 2019)

Platform: Zero Trust Network Access (ZTNA)

Platform Model: 

Zero Trust Network Access (ZTNA)

6 https://www.zscaler.com/products/zscaler-private-access

7 https://www.zscaler.com/gartner-zero-trust-network-access 13
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Zscaler Private Access (ZPA) is Zscaler’s cloud-based ZTNA solution. ZPA provides 

secure connectivity to private apps running across any hybrid- or multi-cloud enterprise 

environment. ZPA makes ZTNA practical and serves four primary use cases: secure app 

access — no VPN, direct access to multi-clouds, accelerate M&A IT integration, and 

secure access to industrial systems.

Cloud-native Zscaler enables ZTNA in the enterprise. ZTNA empowers enterprises to 

support distributed workforces, reduce LAN/WAN costs, migrate to the cloud, and offer 

direct application access.

ZTNA starts with Zero Trust (literally). Zero Trust — a philosophical framework and 

approach to network security championed by Forrester Research — dictates a default-

deny security posture supplemented with continuous and adaptive tracking. Security 

follows the user throughout the protected environment (whether ZTNA or legacy perim-

eter-gated).

ZTNA security is pervasive: It effectively cloaks valuable assets. With no network for an 

attacker to breach, there is no risk of east-west compromise: You cannot attack what 

you cannot see, and if hackers compromise a single point in a ZTNA environment, they 

cannot move from one system to another.

Platform Model: 

Zero Trust Network Access (ZTNA)

Platform: Zero Trust Network Access (ZTNA) 14
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The Zscaler SASE architecture provides the best way for enterprises to employ Microsoft 

365 (formerly Office 365).8 Zscaler peers with Microsoft to ensure direct, optimized 

connectivity coupled with Zscaler’s best-in-world cloud security services.

Microsoft 365 and hub-and-spoke: a match made in...the 
bad place

Legacy hub-and-spoke network architectures were never designed to support an enter-

prise Microsoft 365 implementation: The two don’t work well together.9 

The traditional hub-and-spoke network model was designed more than a half-century 

ago for connection within a closed environment. Over the decades, the hub-and-spoke 

model — along with its castle-and-moat perimeter security ideal — has been extended 

to secure new ways (cloud-first, remote, mobile, IoT-based) of working...ways of working 

never considered when hub-and-spoke network architectures were originally designed 

in the middle of the last century. And those old connectivity approaches are particularly 

stretched when it comes to supporting SaaS application use in the enterprise.

For instance, legacy network models rely on centralized gateways to connect an inter-

nal “trusted” network with an external “untrusted” network. (Read: the internet.) In this 

model, branch office workers connect to resources via VPN tunnels over expensive (and 

Application Model: Microsoft 365

Application Model:  

Microsoft 365

convoluted) MPLS channels. Network security is managed at headquarters — or pos-

sibly via duplicate hardware at the branch — in the form of security appliances like 

firewalls and proxies intended to inspect traffic moving between trusted and untrusted 

boundaries. With remote workers, mobile BYOD, and a shift to SaaS (like say, Microsoft 

365), this model delivers slow data-traffic performance in an impossible to secure envi-

ronment. And that means a poor user experience.

That poor user experience is particularly exacerbated when Microsoft 365 is introduced 

into the legacy network environment. At face value, Microsoft 365 (M365) offers great 

promise: a familiar interface for end users, seemingly lower thin-client management over-

head for IT leadership. But layering it atop a legacy hub-and-spoke network architecture 

creates new challenges, in particular the difficulty of optimizing its performance across 

the enterprise.

Microsoft 365 and single-destination security: A 
bottleneck is a bottleneck, whether real or virtualized

Microsoft 365 is delivered over the internet from Microsoft-hosted servers around the 

globe. The more direct the route to and from those servers, the better the individual user 

experience. (This is true of any SaaS service, but is especially measurable in an enter-

prise with broad adoption of Microsoft Office applications delivered as a service.)

8 https://www.zscaler.com/solutions/office-365-deployment

9 https://www.forbes.com/sites/forbestechcouncil/2019/03/25/five-ways-to-make-office-365-the-catalyst-for-network-
transformation/ 15
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Microsoft 365 and Zscaler: a match made in...the good 
place

Microsoft recommends direct connectivity for Microsoft 365. In its official connectivity 

guidelines, Microsoft notes that 

The user experience with Microsoft 365 (including performance, reliability and 
other important quality characteristics) involves connectivity through highly 
distributed service front doors that are scaled out across hundreds of Micro-
soft locations worldwide.

(Source: Microsoft 365 Network Connectivity Principles,10 last updated June 2019)

Microsoft 365 is truly global, but backhauling Microsoft 365 traffic to and from destina-

tion-based security slows M365 performance and wipes out the benefit of the service’s 

global distribution. Instead, Microsoft recommends “local internet egress”11 so enter-

prise data traffic can travel “the shortest route to the closest Microsoft 365 entry point.”12

Zscaler operates as a secure access service edge (SASE) model, with security delivered 

as a service. The Zscaler direct-to-cloud network is distributed in more than 150 entry 

points globally, meaning that it’s ideal for providing inline security on the most direct 

data-traffic route to and from Microsoft 365 hosts. Zscaler local internet breakouts mean 

no backhauling over MPLS circuits or cloud-hopping across commercial cloud networks. 

In that way, Zscaler optimizes Microsoft 365 performance without compromise to secu-

rity, application performance, or user experience.

The problem is backhauling. When an enterprise relies on destination-based security 

(delivered either by a remote hardware appliance at corporate HQ, or by such hardware 

virtualized in a distant cloud location), data must first travel to that destination, and then 

on to Microsoft’s server, and then back via the distant security destination. (For an anal-

ogy, imagine flying from Washington D.C. to Miami with a brief stopover in Tokyo. And a 

single-file line for customs inspection at all three locations.)

Single-destination security cripples Microsoft 365 performance. The user experience 

problem occurs whether an enterprise manages data-traffic security via a rack down the 

hall at headquarters or via a security stack virtualized in the cloud: A bottleneck is a bot-

tleneck, whether real or virtualized. And backhauling slows performance, whether that 

backhauling is over corporate-managed MPLS networks or hopping across commercial 

cloud networks like GCP or AWS to get to that Microsoft 365 server. 

Application Model: Microsoft 365

Application Model:  

Microsoft 365

10 https://docs.microsoft.com/en-us/office365/enterprise/office-365-network-connectivity-principles

11 Ibid.

12 Ibid. 16
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Pains/Issues Summary Tables



Specific Pain/Issue Solution Approach Use Case Benefit Customer Journey

Microsoft 365 performance lagged, particularly 
with remote-location backhauling to bottlenecked 
data center portal

Optimize connectivity for SaaS routing. Microsoft 365 App prioritization / peering  
with Microsoft

AutoNation

Bandwidth contention impacted user experience Optimize connectivity for SaaS routing. Microsoft 365 App prioritization / peering  
with Microsoft

Kelly Services

Difficult to standardize security across patchwork 
hardware-based security

Adopt ZTNA. Secure App Access 
— No VPN

Fast, direct access to apps –  
no backhaul

Kelly Services

Suffered a minor breach that exposed customer 
data

Enhance security posture. Data Protection Protect IP / PII / Compliance AutoNation

“Packaged” malware represents a huge threat. Inspect all encrypted traffic at scale 
from proxy-based architecture.

Threat Protection Inspect encrypted traffic at scale Great-West Life

Difficult to defend against threats in real time. Decouple security from the network; 
unify security and cloud platform.

Threat Protection Cloud-effect: Identify once,  
protect all

Great-West Life

Threat of ransomware, concerns of senior  
management

Inspect all encrypted traffic at scale 
from proxy-based architecture.

Threat Protection Inspect encrypted traffic at scale MAN Energy  
Solutions

Pains/Issues Summary Table

Key Pain Point 

Current network solutions cannot deliver the experience (Google/Amazon)  
that users expect
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Specific Pain/Issue Solution Approach Use Case Benefit Customer Journey

Poor visibility into data-traffic patterns,  
threat posture

Audit user data traffic patterns; inventory 
applications.

Data Protection Shadow IT discovery AutoNation

Monitoring application development,  
usage is difficult

Audit user data traffic patterns; inventory 
applications.

Data Protection Shadow IT discovery Schneider Electric

Difficult to track app, data access Audit user data traffic patterns;  
inventory applications.

Data Protection Shadow IT discovery Great-West Life

Difficult to forecast fluctuating data-transfer 
volumes, costs

Enhance security posture to quickly detect 
and remediate exfiltration attempts at scale.

Data Protection Protect IP / PII / Compliance Great-West Life

Too complicated to manage on-premise  
security hardware

Audit user data traffic patterns; inventory 
applications.

Data Protection Shadow IT discovery FrieslandCampina

Difficult to stay current on the latest  
cybersecurity threats

Decouple security from the network; unify 
security and cloud platform.

Threat Protection Cloud-effect: Identify once,  
protect all

FrieslandCampina

Data-sovereignty mandates complicate  
regulatory compliance

Audit user data traffic patterns; inventory 
applications.

Data Protection Protect IP / PII / Compliance Siemens

Security is reactive and control-based;  
must shift to risk-based

Enhance security posture. Data Protection Protect IP / PII / Compliance GE – Biagini

The roles of CIO, CTO, and CISO are  
changing

Audit user data traffic patterns; inventory 
applications.

Data Protection Shadow IT discovery GE – Biagini

“Spaghetti” architecture was too costly,  
complex to manage

Enhance security posture. Data Protection Protect IP / PII / Compliance PulteGroup

Developers and IT not on the same page  
with regard to security, controls

Audit user data traffic patterns; inventory 
applications.

Data Protection Shadow IT discovery Fannie Mae

Can’t monitor activity outside the  
“walled garden”

Audit user data traffic patterns; inventory 
applications.

Data Protection Shadow IT discovery NOV

Pains/Issues Summary Table

Key Pain Point 

Difficult to manage security policies, inspection, compliance, and governance  
in a complex hybrid-cloud environment
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Specific Pain/Issue Solution Approach Use Case Benefit Customer Journey

Digital Divide — Employee user experience  
differs between branch and HQ

Simplify hardware footprint. Secure SD-WAN Local breakouts for branch 
internet

AutoNation

Cloud security migration crippled performance 
(so much so that they reverted to data center)

Simplify network and reduce MPLS 
costs.

Secure SD-WAN Local breakouts for branch 
internet

AutoNation

SaaS performance lagged with backhauling Optimize connectivity for SaaS routing. Microsoft 365 App prioritization/peering with 
Microsoft

FrieslandCampina

VPNs + MPLS are expensive, complex,  
risk-prone

Adopt ZTNA. Secure App Access –
No VPN

Fast, direct access to apps – no 
backhaul

Siemens

Inflexible dev environment led to untenable 
dependence on outsourcing

Adopt ZTNA. Secure App Access –
No VPN

Control & monitor third-party con-
nectivity

Fannie Mae

Email management is costly Optimize connectivity for SaaS routing. Secure App Access –
No VPN

One-click deployment Fannie Mae

Pains/Issues Summary Table

Key Pain Point 

End user experience and productivity are negatively impacted due to current 
solutions and complex overall environment
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Specific Pain/Issue Solution Approach Use Case Benefit Customer Journey

Slow performance for remote access Adopt ZTNA. Secure App Access –
No VPN

Fast, direct access to apps –  
no backhaul

MAN Energy Solutions

Poor user experience Move security close to the user; simplify 
network architecture.

Secure SD-WAN Local breakouts for branch 
internet

PulteGroup

Poor M365 performance, rollout Optimize connectivity for SaaS routing. Microsoft 365 One-click deployment PulteGroup

Mobile work done outside security control Adopt ZTNA. Secure App Access –
No VPN

Fast, direct access to apps –  
no backhaul

NOV

Pains/Issues Summary Table

Key Pain Point 

Experience when using internal and external business apps doesn’t meet the 
business or user expectations for performance
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Specific Pain/Issue Solution Approach Use Case Benefit Customer Journey

Application developers need to know more 
about the security stack

Move security close to the user; i 
ntegrate security into development 
workflows.

Secure SD-WAN API integration with SD-WAN 
vendors

GE – Biagini

Users adopting cloud apps faster than IT  
can support them

Standardize cloud access for HQ, 
remote, branch access.

Direct Access to 
Multi-Clouds

No data center-to-cloud direct 
connect required

NOV

Key Pain Point 

IT is unable to support quick shifts in the business strategy and drive the 
necessary outcomes for the organization

Pains/Issues Summary Table 22



Specific Pain/Issue Solution Approach Use Case Benefit Customer Journey

High costs of VPN, MPLS circuits, hardware 
appliances for 300 branch locations

Simplify network and reduce  
MPLS costs.

Secure SD-WAN Local breakouts for branch  
internet

AutoNation

Remote firewalls, hardware appliances are 
costly, complex

Simplify hardware footprint. Secure SD-WAN Local breakouts for branch  
internet

Schneider Electric

Legacy app tribal knowledge is poor, unreliable Enhance security posture. Data Protection Shadow IT discovery Schneider Electric

Built-in IP connectivity in internal apps  
complicates security

Move security close to the user;  
simplify network architecture.

Secure SD-WAN Local breakouts for branch  
internet

MAN Energy Solutions

Too expensive to manage on-premise security 
hardware

Simplify network and reduce  
MPLS costs.

Secure SD-WAN Local breakouts for branch  
internet

FrieslandCampina

Remote workers endure slower connectivity Move security close to the user;  
simplify network architecture.

Secure SD-WAN Local breakouts for branch  
internet

Siemens

VPN, infrastructure costs were high Move security close to the user;  
simplify network architecture.

Secure SD-WAN Local breakouts for branch  
internet

GE – Fowler

Slow performance with MPLS backhauling Simplify network and reduce  
MPLS costs.

Secure SD-WAN Local breakouts for branch  
internet

GE – Fowler

Difficult & costly to manage all 17 MPLS  
vendors, hardware vendors

Simplify network and reduce  
MPLS costs.

Secure SD-WAN Local breakouts for branch  
internet

Kelly Services

Upgrades to MPLS networks are too expensive  
to secure

Simplify network and reduce  
MPLS costs.

Secure SD-WAN Local breakouts for branch  
internet

NOV

Pains/Issues Summary Table

Key Pain Point 

Outdated architecture leads to inefficient, unreliable, and expensive network 
operations
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Use Cases



• Microsoft 365 

• Secure SD-WAN

• Threat Protection

• Data Protection 

• Secure App Access – No VPN

• Direct Access to Multi-Clouds 

• Accelerate M&A IT Integration 

• Secure Access to Industrial Systems 

Use Cases

ZIA
Secure access to the 

internet and SaaS

ZPA
Secure access to 

private applications
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Details: 

Microsoft 365 (formerly Office 365) offers a compelling SaaS environment for 

enterprises — familiar to users, ideal for IT administrators. But in legacy VPN 

environments, securing M365 data traffic is hard, and reducing latency is prac-

tically impossible: Data must travel via backhauled networks internally and then 

again via cloud-hopping on the open internet. User performance suffers.

Zscaler cloud solutions are globally distributed across more than 150+ inter-

net service onramps. Zscaler couples its edge-computing service with direct 

peering to the Microsoft cloud network: Microsoft 365 data is secured inline, 

and travels to Microsoft’s servers via the shortest possible route, with no lag-in-

ducing cloud-hopping or backhauling. That optimized performance makes for a 

markedly better user experience.

On the management side, Zscaler’s one-click deployment capability facilitates 

Microsoft 365 administration. Configuration is simple (really, just one click), 

with automated updates, and no hardware to upgrade or manage.

Microsoft 365
• App prioritization/peering with Microsoft 
• One-click deployment

Product:  

ZIA

Overview: 

ZIA optimizes Microsoft 365 performance with secure con-

nectivity. Zscaler couples its inline edge-computing secu-

rity with direct peering with the Microsoft cloud network to 

ensure that user Microsoft 365 data traffic travels to Micro-

soft servers via the most direct route, with no backhauling or 

cloud-hopping to induce lag.
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Details: 

Zscaler complements enterprise SD-WAN solutions to enable secure local inter-

net breakouts for all users, whether users connect at headquarters, in a branch, 

or remotely. Secure local internet breakouts mean that users connect directly 

to the resources they need — SaaS, cloud-hosted, in the data center. Security 

follows the user: Software-defined policies dictate data routes, and the internet 

becomes the new corporate network.

From an administrative perspective, local internet breakouts supplant traditional 

bottlenecked, hardware-appliance-based routing to the internet, and represent 

the most-efficient and most-secure way for enterprise users to connect to the 

open internet. With ZIA, enterprises can establish direct internet connectivity 

and secure all data traffic, effectively minimizing threat surface (compared to 

legacy network and security models).

Zscaler partners with SD-WAN providers like Citrix, Riverbed, Silver Peak, and 

more to deliver API-integrated cloud-security services that are easy to config-

ure and quick to deploy. Enterprise users enjoy optimal application performance 

and fast, secure, and uninterrupted access to the internet.

Secure SD-WAN
• Local breakouts for branch internet 
• API integration with SD-WAN vendors 

Product:  

ZIA

Overview: 

Zscaler complements enterprise SD-WAN solutions to enable 

secure local internet breakouts for all users, whether users 

connect at headquarters, in a branch, or remotely. Security 

follows the user: Software-defined policies route traffic and 

the internet becomes the new corporate network. Zscaler 

partners with SD-WAN providers to deliver API-integrated 

cloud-security services that are easy to configure and quick 

to deploy.
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Details: 

Threat actors hide malware in encrypted data. To protect against that threat, 

enterprises must be able to inspect all incoming and outgoing encrypted data 

against threat signatures. With its optimized performance, ZIA is uniquely 

designed to enable such comprehensive inspection and to protect enterprises 

from hidden malicious payloads.

Hardware-based security appliances and VPNs can’t compare from a user-ex-

perience standpoint since their built-in bottlenecks cripple data-traffic per-

formance: Cloud-based Zscaler scales to accommodate data-traffic volumes, 

hardware-based solutions don’t.

In practice, castle-and-moat models can never be more secure than the last 

hardware security appliance or manually-installed software patch. Enterprise IT 

leaders reliant on legacy perimeter-based security architectures must ask them-

selves: Is network security really a business they should be in? Can they reason-

ably expect to keep up with every new threat? Can they protect digital assets 

better than Zscaler? (No, no, and no.)

Zscaler’s cloud service provides best-in-world protection against threats. Every 

day, Zscaler manages more than 100 billion data transactions, securing users in 

185 countries, and repelling more than 100 million threats. Zscaler provides its 

users with more than 120,000 unique security updates per day. New threats to 

one user are remediated to all global users instantly.

Threat Protection
• Inspect encrypted traffic at scale
• Cloud-effect: Identify once, protect all 

Product:  

ZIA

Overview: 

Zscaler delivers comprehensive inspection of SSL/TLS-en-

crypted data with no compromise to user experience. Unlike 

hardware-appliance security, cloud-based ZIA scales to ac-

commodate spikes in data traffic volumes. And Zscaler’s glob-

al presence means that new threats to any customer are reme-

diated to all global users instantly.
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Details: 

Zscaler enables enterprises to protect valued IP assets (including and especially 

PII) both from outside attack and from internal exfiltration threats. Cloud-based 

ZIA delivers security inline, inspecting traffic as it moves across and in and out of 

the organization. Threats to data security can travel in multiple directions, and 

ZIA (in particular, Zscaler behavioral analysis capabilities) detects suspicious 

data traffic whether it’s incoming (potential breach) or outgoing (data exfiltra-

tion).

Zscaler provides complete visibility into data traffic patterns for enterprises. 

Those enterprises can use Zscaler to discover, monitor, even audit connectiv-

ity behavior, such as who’s using what, where, when, and how. Shadow IT — 

whether it manifests itself as unapproved application access, illegitimate brows-

ing, or bandwidth-hogging streaming — is no longer hidden.

As for compliance, Zscaler — in particular, its ability to inspect encrypted data 

— represents the “appropriate security measures” to protect the privacy of an 

enterprise, the enterprise’s employees, and the enterprise’s assets. Zscaler 

shields organizations from threat of attack without impinging on individual pri-

vacy, and in that way, strengthens those organizations’ regulatory compliance 

with government mandates like GDPR, CCPA, NIS, TKS, and HIPAA.

Data Protection
• Shadow IT discovery
• Protect IP / PII / Compliance 

Product:  

ZIA

Overview: 

Zscaler enables enterprises to protect valued IP assets (includ-

ing and especially PII) both from outside attack and from 

internal exfiltration threats. ZIA detects suspicious data traffic 

whether it’s incoming (potential breach) or outgoing (data exfil-

tration). Enterprises use Zscaler to discover, monitor, and audit 

connectivity behavior, eliminating “shadow IT” risk. Zscaler 

shields organizations from threat of attack without impinging 

on individual privacy, and as a result, strengthens an organiza-

tion’s regulatory compliance.

Use Cases 29



Details: 

ZPA enables enterprises to secure (and accelerate) user access to internal 

applications, and to control third-connectivity to corporate data, applications, 

and resources. 

VPNs are slow, historically vulnerable, and disliked. In the past, enterprises have 

relied on legacy networking “protected” by appliance-based security — cum-

bersome, slow VPN connections via backhauled MPLS networks — to connect 

remote employees to internal applications, data, and resources. Corporate net-

work performance — especially when contrasted with direct-connect internet at 

home — is slow. In addition to degrading connectivity performance, VPNs (and 

the MPLS networks over which VPN data travel) are expensive to install, main-

tain, and service. Worse, VPNs (and perimeter-based security in general) offer 

attackers a broad threat surface.

ZPA lets enterprises supplant costly VPNs and eliminate the inbound attack sur-

face via cloud-enabled zero-trust access, enabling users (even remote ones) to 

connect directly and securely to their private corporate applications — whether 

those apps are in public cloud (IaaS/PaaS), private / hybrid cloud, or in the data 

center. With Zscaler delivering distributed edge-computing security, the inter-

net becomes the de facto corporate network and user experience improves: no 

more backhauling, no more hairpinning, no more single-chokepoint destina-

tion-based security.

Enterprises that collaborate with outside parties need to enable (and secure) 

outside access to internal resources for third parties like consultants or partners. 

ZPA empowers enterprises to provide access to internal resources without rely-

ing on complex endpoint management or exposing corporate assets to outside 

risk. ZPA policy gives those outside parties direct access only to the resources 

they need, so there is never a lateral-movement (“east/west”) risk.

Secure App Access – No VPN
• Fast, direct access to apps – no backhaul
• Control and monitor third-party connectivity

Product:  

ZPA

Overview: 

ZPA lets enterprises supplant costly VPNs and eliminate the 

inbound attack surface via cloud-enabled zero trust access, 

enabling users (even remote ones) to connect directly and 

securely to their private corporate applications — whether 

those apps are in public cloud (IaaS/PaaS), private / hybrid 

cloud, or in the data center. ZPA also enables enterprises to 

control (and secure) third-party access to internal resources 

without exposing other corporate assets to outside risk; users 

are connected to authorized applications, never to the corpo-

rate network.
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Details: 

The modern enterprise worker must employ applications, data, and resources 

located in multiple locations including the corporate data center, the pub-

lic internet, public clouds, or private clouds. That worker’s priority should be 

getting work done, not trying to remember where stuff is located. ZPA deliv-

ers access to internal applications whether those apps are located in a public 

cloud (IaaS/PaaS), hybrid/private cloud, or corporate data center. Simultaneous 

direct access to multiple clouds — even multiple cloud providers — can be pol-

icy-managed at the user level. 

Zscaler eliminates the need for physical or virtual DMZs protecting appli-

ance-based VPN gateways, which are expensive to manage and difficult to 

implement. Worse, DMZ processing can slow network performance to a crawl, 

impeding user experience and motivating some users to “go rogue” and bypass 

security chokepoints.

ZPA’s multi-cloud access provides a constructive way for enterprises to securely 

migrate resources to the cloud. IT leaders can manage user-connection policy 

as they move applications, data, and resources from on-premise to the cloud. 

Destination is no longer relevant detail for end-users: users access apps, with 

app location abstracted from them. Security policy can be easily updated as 

enterprises move resources from on-premise to the cloud, completely transpar-

ent to the end user. Zscaler provides granular inline visibility and control with no 

compromise to security or performance.

Direct Access to Multi-Clouds
• No data center-to-cloud direct connect required
• Eliminate the need for virtual DMZs

Product:  

ZPA

Overview: 

ZPA delivers access to internal applications whether those 

apps are located in a public cloud (IaaS/PaaS), hybrid/private 

cloud, or corporate data center. Simultaneous direct access 

to multiple clouds — even multiple cloud providers — can 

be policy-managed at the user level. Multi-cloud access also 

facilitates secure cloud migration: Security policy can be eas-

ily updated as enterprises move resources from on-premise to 

the cloud, completely transparent to the end user. Zscaler pro-

vides granular inline visibility and control with no compromise 

to security or performance.
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Details: 

ZPA can serve as a systems discovery and integration tool. Its system and 

data-traffic audit capabilities are especially valuable when two companies have 

to merge (or disaggregate) systems as part of M&A activity or divestiture.

ZPA simplifies the work of integrating systems and processes from acquired or 

merged companies: data and users can be integrated without having to integrate 

corporate networks. When one company acquires another, IT leaders establish 

new ZPA policies (applied at a group or individual level) or simply extend exist-

ing ones to govern new access to corporate applications, data, and resources. 

Key users can be connected to critical applications on day one, without need for 

circuit provisioning, IP reconciliation, or complex NAT/proxy at network bound-

aries. 

Since there is no need for network convergence, integration is accelerated, and 

risk of inherited threat is minimized, at least for users employing ZPA. (In this 

way, ZPA reduces risk of “buying a breach.”) ZPA ensures that security best 

practices are standardized across the broader company, while still minimizing 

threat landscape.

Accelerate M&A IT Integration
• Integrate companies without integrating networks
• Standardize security across companies

Product:  

ZPA

Overview: 

ZPA helps enterprises integrate new systems faster and more 

securely. In the case of M&A activity, IT leaders can extend 

security policies to new users, with no need for network con-

vergence. Key users can be connected to critical applications 

on day one, without need for circuit provisioning, IP reconcil-

iation, or complex NAT/proxy at network boundaries. Security 

best practices are standardized across both companies, and 

the risk of inherited threat is minimized.
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Details: 

“You can’t attack what you can’t see.” Those are the words of a Zscaler customer 

who governs user-access policy with ZPA. The inline Zscaler cloud-based secu-

rity architecture enables granular control of user access to isolated industrial 

control systems environments, enforcing secure user access only to policy-ap-

proved resources. Access to critical infrastructure is strictly controlled, with key 

systems “invisible” to unauthorized users, whether external or internal. 

There is no east/west risk: Even if a single connection is compromised, a threat 

actor (or “detonated” viral malware) cannot move laterally within an organiza-

tion to infect other systems. That level of security limits potential damage and 

also limits attack incentive: Even a “successful” breach minimizes any potential 

reward for a hacker.

ZPA security is policy-based at the level of a group or individual user. Users can 

access the systems, applications, and assets they need to get their work done. 

And that’s it. No connecting to the network. Security policies stay with those 

individual users and follow the users wherever they go, whether they’re connect-

ing at headquarters, in a branch, or at Starbucks. 

Secure Access to  
Industrial Systems
• Make critical infrastructure invisible
• Policy-based access from anywhere

Product:  

ZPA

Overview: 

The inline Zscaler cloud-based security architecture governs 

user access to isolated industrial control systems environ-

ments, enforcing secure user access only to policy-approved 

resources. Key systems are invisible to unauthorized users, 

whether external or internal. Policy follows each user, enabling 

secure connectivity from headquarters, a branch location, a 

coffee shop, anywhere.
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Company Background

Company:  General Electric Company

Sector:  Conglomerate

Driver:  Jim Fowler

Role:  Former Group CIO

Revenue:  $122 billion

Employees:  300,000

Countries:  170

Locations:  8,000

Solution:  ZIA

Company IT Footprint

General Electric is a global name and has been an icon of technology innovation 

for well over a century. At the time of writing, there were about 9,000 IT employ-

ees and another 15,000 contractors at GE. GE maintained an application portfolio 

of around 8,000 applications distributed across 45,000 compute nodes. GE’s IT 

infrastructure was spread across 300,000 employees who sat in 170 countries 

around the world.

Synopsis

For former GE Group CIO Jim Fowler, the challenge was two-fold: Create a digital busi-

ness within GE, and reduce infrastructure costs by one billion dollars. Two daunting 

tasks, but Fowler took them on, and succeeded.

Initiative Use Case Benefit

Create a digital  
business within GE.

Secure SD-WAN Local breakouts for 
branch internet

Improve security. Threat Protection Cloud-effect: Identify 
once, protect all

Pain/Issue Solution Use Case Benefit

VPN, infrastructure 
costs were high.

Move security 
close to the user; 
simplify network 
architecture

Secure 
SD-WAN

Local breakouts  
for branch  
internet

Slow performance 
with MPLS  
backhauling.

Simplify network 
and reduce MPLS 
costs

Secure 
SD-WAN

Local breakouts  
for branch  
internet

General Electric Company  
Powering Global IT Transformation (Jim Fowler)

Journey: General Electric Company – Jim Fowler

Jim Fowler 
Former Group CIO
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Business Goals

Fowler focused on four key objectives: Set GE infrastructure up to enable successful 

growth, improve employee productivity, reduce infrastructure complexity and costs, 

and improve security posture for mobile users.

Solution

Fowler started GE’s transformation journey by getting agile: moving apps to the cloud 

and building a “reuse-not-reinvent” culture. The move to the cloud necessitated a con-

solidation of data centers and a transformation of the workforce. Fowler led initiatives to 

transform the GE workforce, including shifting from contractors to FTEs, evolving project 

managers into product managers, and redefining the guardrails for decision-making.

In addition, Fowler built new reporting models and defined new risk-tolerance metrics as 

he led the shift form a hub-and-spoke network to local internet breakouts.

Impact

GE saw a multitude of benefits from its transformation journey including improved per-

formance, massive cost reductions, improved security, and the creation of a better, 

more-agile environment for growth. As a result of their successful secure cloud transfor-

mation, Fowler and team saw up to a $4 return on every $1 spent on shared code and 

resources. With VPN and MPLS retirement, some geos recognized up to a 75% annual 

infrastructure savings (not to mention faster performance with local internet breakouts).

Recommendations

1. Build architecture around your data.

2. Employ cloud-first security for faster performance.

3. Consolidate data centers for better data management, transparency.

4. Replace VPNs and MPLS networks with local internet breakouts.

5. Build security into development culture.

In the words of Jim Fowler:13

I was the group CIO for General Electric until late 2018 and have been with 

GE for 18 years, having worked in every one of our businesses (apart from our 

healthcare business) in that time. I’ve done everything from being a systems administra-

tor to a Six Sigma Black Belt focused on process excellence and improvement. Around 

2015, I was approached for this CIO position where they said, “Hey, we’re entering into 

a time of digital transformation. How we run as a company is going to change drastically 

as we become technically focused. We’d like you to take this job.” This was a significant 

milestone for us as a company, as none of my predecessors came from IT. They came 

either from finance or business development. So, I’m the first CIO who has come up from 

technology inside GE.

The launch of the GE digital software business
Seven years ago, at a request from our CEO, we started looking at what it would take to 

create a digital software business inside GE. We weren’t thinking about GE internally, but 

instead about creating software to help our customers get more out of the assets that 

they run. As we went down that path, we started conceptualizing what a GE software 

business would look like, and we soon realized, You know what? If we’re going to look at 

how we help our customers be more digitally integrated into the systems that they run, 

Journey: General Electric Company – Jim Fowler

13 Excerpted from Secure Cloud Transformation, by Richard Stiennon; © 2018, IT Harvest Press:  
http://securecloudtransformation.com.
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In the end, we realized it wasn’t just about freeing 

up resources. It was about increasing the velocity 

with which we could build our own code. For every 

dollar we spend in this “world of the cloud,” we 

reuse what we already have, and we see a three- to 

four-dollar greater return. And that is why our evo-

lution into the cloud has become so important to us.

Next, we needed to transform our workforce
Shifting to the cloud meant replacing our outsourced contractors since we had given up 

a lot of our expertise in hands-on technology over to third parties. We knew that had to 

change, so for the last two years, 95% of our new hires have been in entry-level positions. 

In the last twelve months alone, we’ve brought in about 1,500 people in a range of new 

positions — building code, system administration, database administration, and cloud 

architecture.

Next, we had to focus on our project managers. They knew how to manage outsourced 

labor, but they needed development on how to run a product. So, we had to build on their 

product management skills within the current generation of project managers. They had 

to understand not just how to run a project plan, but also how to manage product devel-

opment — pricing a product, understanding cost, and how to make investment deci-

sions on features and functions. It was a big transition for them to learn ways to deter-

mine output from the company’s perspective.

we better think about how we do the same thing inside our own four walls. And so, we 

set a target for ourselves: We would find a way to drive out a billion dollars, cumulative, 

of productivity cost by using technology that we apply inside GE.

We had a target to take a billion dollars of technology costs out of our own operations. 

And we did it! By the end of 2017, we exceeded the billion dollars of productivity, and 

we figured out how to deliver three billion dollars’ worth of productivity within the same 

time frame. We became our own best example of what good digital industry looks like.

A new focus on cloud
The transition to the cloud became important as we realized it was going to take an 

investment to replicate what we had on-premises in the cloud, and our existing applica-

tion infrastructure needed to be a lot nimbler. We needed to be able to make changes 

quickly and spend our resources on application content development rather than infra-

structure work like storage and servers.

It started with data center transformation
At that point we had seven data centers around the world that we were housing with our 

own infrastructure, so we thought: What if we could take the majority of the resources 

that were in those data centers and get those to be cloud-based? We realized that using 

the cloud would help us free up the manpower that we needed to drive this new trans-

formational idea.

The cloud strategy we developed was about taking out our own infrastructure from the 

data center perspective and building upon the idea of reuse versus reinvention. In a 

cloud-based world, there is a common code set and a common set of software. So we 

used shared micro-services and common components that allowed us to build applica-

tions faster.
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We have different classifications of data that determine the level of the network data 

can reside on from a risk perspective. And once we had that laid out, the networking was 

really just about a physical design that fit those data requirements. And so, what I always 

tell people is, don’t worry so much about designing the network first. Design your risk 

tolerance, first as it relates to the loss or manipulation of data, and that will allow you to 

define how you think about the network in what is going to be a hybrid cloud environ-

ment.

Moving from a hub-and-spoke to a local internet breakout architecture
We have different types of networks. You’ll find our large sites are still using hub-and-

spoke networks that come back into a core network architecture that allows connectivity 

both inside the GE network and out to the GE cloud.

In our smaller locations, we’re disconnecting them from the MPLS networks, and we’re 

using local internet providers, like Time Warner or Xfinity in the United States, or Orange 

in Europe, to provide connectivity to the internet. This allows those small sites to be 

internet-connected back into the GE world, whether that be a cloud-based solution or 

an internal GE network.

We think of our smaller sites the same way we think about a home office, where it’s inter-

net-connected, and we provide functionality they need. This way the smaller sites can 

have a secure connection for data and we can manage GE data that sits on the devices 

in those remote locations rather than try to think about implementing security around 

the distributed network.

Security is about data, not the network
Our security starts and ends with the definition of the data. We have a strong under-

standing of the regulatory requirements around how that data is managed. Then we 

We established guardrails to support innovation
Culturally, I would say one of the hardest things to adapt to has been this idea of reuse 

versus reinvent. We have a 125-year history full of strong innovation and smart engi-

neers. That culture manifests itself as employees trying to reinvent what somebody else 

has already done because they think they can do it better.

What they don’t realize is that this approach inevitably 

slows progress, because it takes longer to get to a final 

solution. We’re trying to focus on improving ideas, rather 

than inventing new ones or reinventing old ones.

In the past year, we’ve tried to encourage this new focus by implementing what we call 

a set of guardrails. The guardrails set a minimum standard by which all our developers 

must operate. But within those guardrails, we welcome and encourage innovation. We 

like for our people to find newer and better ways to use technology. But when they want 

to go outside of those guardrails, it requires our chief architects to make an architectural 

decision to change the guardrails.

Moving towards data protection based on risk tolerance 
Changing our network infrastructure was not as hard as we anticipated. We already had 

a complex network structure because we have over 8,000 different locations that we 

support. So, instead, we had to focus on data. How do we think about the value of data 

or the risk of data loss or data manipulation? The answer: we built a data infrastructure 

on top of the network that protects us from a risk perspective.

For example, we think one percent of our data represents 80% of the risk to the com-

pany, and that data sits inside a super-controlled vault of information that is separate 

from what we consider the rest of the GE network.
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access to these network resources makes sense. But when Jim Fowler shows up with his 

PC in some country we have concerns with, we’re going to have to restrict his access a 

little bit more. We’re not necessarily going to give him access, and we’re going to monitor 

more closely what he’s doing on that device today. And so Zscaler fills a lot of different 

boxes — It’s not just your traditional proxy provider, but a next-gen network security 

provider for us. It allows us to manage this extended network of devices that sits out in 

the GE infrastructure.

In the past, we were big VPN users, but have decreased our VPN usage by almost 90% 

since we started this project. We are connecting about 3,000 of our smaller locations 

through a local internet provider versus a high-cost MPLS or dedicated network as we 

would have had in the past.

In data centers and large locations, we still 

have dedicated infrastructure, but it’s that 

small office-type location that we think about 

very differently than we did ten years ago.

Realizing cost savings and performance improvement
Depending on which country the site is in, we see savings from 30% to 75% in infrastruc-

ture costs. This comes from being able to leverage more ubiquitous forms of connecting 

to the internet versus having dedicated lines and firewalls and routers and switches in 

those locations.

One of the advantages that we weren’t looking for, but that we gained, was in perfor-

mance. In the old world, every transaction routed back through a central data center and 

then was sent back out to the receiving system. In the new world, when we’re connecting 

via the internet, all of a sudden that network performance goes up. So, wherever we’re 

build the enterprise architecture or the physical architecture around that data. So, we 

design security in from the very beginning of a project based on those discussions. We 

don’t think about security as a set of requirements or checkboxes. We think about secu-

rity as features that we designed into the product based on decisions around the data.

We also set guidelines on the secure software development lifecycle that require product 

managers to include security features based on the data requirements and the transac-

tional data that sits in those systems. Then we build an infrastructure around being able 

to watch and manage how that data moves over time, based on its criticality.

On the network or off: blurring the lines
Our last CTO Larry Biagini predicted that the lines between what’s inside the GE network 

and outside the GE network would blur, making it harder to decipher what is inside the 

corporate network and what is outside the network. Zscaler’s cloud security platform 

provided us a way to think about how to control data in transit in a world where we didn’t 

control the network.

As a result, we don’t run traditional VPN inside GE anymore. We have a custom-built 

application, which is built on top of some of the Zscaler connectivity that runs on every 

device. When you connect to any network anywhere in the world, it determines a) are 

you on something we control or not and b) does your PC have the level of controls on it 

that we need to protect our data? If not, let’s put them there, and if yes, then I’m going to 

give you access to a certain level of information inside the organization.

What’s behind all that is a Zscaler infrastructure that helps us not worry about where 

somebody might show up to work one day, and it creates that ubiquitous connection 

between the GE infrastructure and the end user’s PC, while enforcing controls. You can 

control everything from traditional proxy-blocking to starting to build intelligence that 

says, when Jim Fowler shows up on a PC and is sitting in Atlanta, Georgia, giving him 
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using cloud-based solutions, we’ve seen performance improvements with a lot of our 

transactional applications — as high as 70% improvement in transaction times.

When you break down the barriers of everything having to sit in your 

own network in your own data center it becomes a lot easier to have 

conversations with customers. About not just how you do that, but 

also about making the data flow in a secure fashion, so that from a 

point-to-point perspective, the data is completely secure. Between 

two different companies, we could actually share data in a more 

meaningful way than we had in the past. And so, I’d say that lower 

cost and improved performance were the two big things that we 

experienced as we went on this journey.
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Company Background

Company:  Schneider Electric

Sector:  Industrial

Driver:  Hervé Coureil

Role:  Chief Digital Officer

Revenue:  $32 billion

Employees: 144,000

Countries:  100+

Locations:  290

Solution:  ZIA, ZPA

Company IT Footprint

Schneider Electric is a French multinational corporation that specializes in energy 

management and automation solutions, spanning hardware, software, and ser-

vices. Schneider’s IT footprint spans over 100,000 connected users in 100 coun-

tries.

Synopsis

Schneider Electric CDO Hervé Coureil began the French energy conglomerate’s cloud 

journey with a successful Salesforce roll out.

Initiative Use Case Benefit

Migrate apps to cloud/
Adopt SaaS.

Secure App Access –  
No VPN

Fast, direct access to  
apps – no backhaul

Transform the  
network.

Secure App Access  – 
No VPN

Fast, direct access to  
apps – no backhaul

Deploy Microsoft 365. Microsoft 365 App prioritization/peering 
with Microsoft

Improve security. Direct Access to Multi-
Clouds

Eliminate the need for  
virtual DMZs

Data Protection Shadow IT discovery,  
Protect IP / PII / Compliance

Extend mobile strategy, 
BYOD.

Secure Access to  
Industrial Systems

Policy-based access from 
anywhere

Schneider Electric  
SaaS as the catalyst for energy management leader’s cloud transformation journey

Journey: Schneider Electric

Hervé Coureil 
Chief Digital Officer
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Pain/Issue Solution Use Case Benefit

Remote firewalls, hard-
ware appliances are 
costly, complex.

Simplify hardware 
footprint

Secure 
SD-WAN

Local breakouts for 
branch internet

Monitoring application 
development, usage is 
difficult.

Audit user data traf-
fic patterns; inven-
tory applications

Data  
Protection

Shadow IT discovery

Legacy app tribal knowl-
edge is poor, unreliable.

Enhance security 
posture

Data  
Protection

Shadow IT discovery

Business Goals

As part of Schneider’s secure cloud transformation, Coureil and his team were tasked to 

reduce infrastructure complexity, improve security, increase scalability, and improve 

mobile access.

Solution

Coureil and team planned Schneider’s cloud transformation in three stages: 

1. Adopt SaaS applications 

2. Migrate internal applications

3. Develop IoT and mobile capabilities

All that was undertaken within the requirements of securing data, blocking threats, and 

planning for growth. 

Impact

Schneider’s transformation journey delivered significant impact to its business  

resulting in:

• Reduced costs 

• Greater capability for data traffic growth 

• Better security

• Faster M&A integrations

Recommendations

1. Create a digital transformation team.

2. Integrate customer experience, user experience, business priorities.

3. Transform in three stages:

  a. Adopt SaaS apps.

  b. Migrate internal apps.

  c. Develop IoT, mobile capabilities.

4. Classify and protect critical data.

5. Improve security: Sandboxing, DLP.

6. Plan for growth.
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The three stages of cloud transformation 
The cloud is an enabler from a number of perspectives. It was not completely linear, but 

there were three distinct stages.

Stage 1: Started with software as a service. Schneider was an early customer of Sales-

force. We saw SaaS as a way to enable our transformation. Leveraging SaaS also made 

a lot of sense for bringing together organizations as a result of many acquisitions. One of 

the gains was in speed of deployment.

Stage 2: We looked at cloud as a way to transform our infrastructure. Transforming the 

network is required to take advantage of the cloud.

Stage 3: Involved the cloud and the internet of things to provide new services to our 

customers. We could not do that without the cloud and mobility — the two mega-trends.

Wide usage of SaaS applications
We just finalized a major undertaking to move to Microsoft 365 backed by Box for file 

sharing and storage.

It’s difficult to quantify how many sanctioned SaaS applications we have. I would esti-

mate somewhere between 50 and 100. Counting the number of applications is a very 

common problem. We also took another look at our toolsets for monitoring the applica-

tions used in our network. Now we use Zscaler to monitor and notify us of application 

usage.

In the words of Hervé Coureil:14

At Schneider Electric, our cloud journey began with the move to Salesforce. 

It became a global initiative that succeeded, and we leveraged that success 

for everything that came after.

I have been with the company for quite a long time. I started in finance and did a lot of 

M&A work. When we acquired APC in 2007, I was sent there to drive the merger integra-

tion with the title CFO. It was an opportunity to see what happens after the M&A, instead 

of just orchestrating the deal.

During that time, I realized that information technology was on the critical path to drive 

business convergence and integration. I also developed a keen interest in security. 

Schneider at that time had started a program to integrate IT across all of its businesses. 

The company decided to invest in technology and created the position of global CIO, 

which fell to me. The CIOs from all of the countries would report to this position. Soon 

after that, digital transformation became a super-hot topic. 

Digital transformation goes well beyond technology to our customer experience, our user 

experience, and business in general. Last year, we created a digital team that would help 

us in that digital transformation journey. We took into account sales support, automa-

tion, and other projects.

That’s why I moved to the role of Chief Digital Officer. It’s quite a large team, including a 

new global CIO who reports directly to me.

Journey: Schneider Electric
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Framework and controls to build right applications for the cloud
We are aware that without careful planning, moving to the cloud can pose new chal-

lenges. Our goal is to create local environments, so people can develop workflows and 

simple applications. Rather than slow things down by banning these quick and effective 

developments, we want to create an environment that is supportive of them.

On the one hand, we want to enable the development of applications, but at the same 

time, we do not want to create more technical debt. We strive for an empowerment 

framework. We want everyone to be able to build what they need. So we have two control 

points:

1.  Go through the main portal to determine if we already have a suitable application. 

It’s a very simple process to search and discover apps. The internal customer should 

make sure the application was not developed somewhere else. In one case, we had a 

request come through and quickly determined that a team in Italy had already devel-

oped something that met the need.

2.    Downstream, the second control is an internal privacy and security certification. We 

want to make sure that we are dotting the i’s and crossing the t’s when it comes to 

security. So we vet the applications to ensure they do not introduce a privacy issue, 

perhaps by collecting data, or open up a security issue.

While it is not written in stone, we have a high-level philosophy of all new applications 

being built for the cloud.

Our SaaS applications are segmented into three categories: 

1.  Internal applications that are connected to single sign-on and managed by us. 

2.  Applications that we might get alerts on — things like who is using them and  

how much.

3.  Applications that we ban and block.

The migration of internal applications
We used to be a Lotus Notes user. Over the years, we had developed thousands of cus-

tom applications for Lotus. One of the big things we are doing in migrating to Microsoft 

365 is that we are working on moving as many of those Lotus functions as possible. 

We had a governance issue at one point, and it was impossible to know how all those 

applications were being used and what data they were using, and we tried to retire any 

application that was not needed anymore. We also looked at every application that was 

developed that could be used in the existing landscape. We had quite a few applications 

that had been developed on Lotus Notes that would be better served by Salesforce, 

so we migrated them. In the case of no existing application, we are developing them 

natively in the cloud. Our partners are instrumental in making that happen.

We do a little bit of both internal and external application development. We are relying on 

partners but some applications are developed in-house. One of the big challenges is that 

many of our applications were deployed ten years ago, and the people who developed 

them are no longer with the organization. Some of the applications had been developed 

by citizen developers — people who were not even part of the IT organization. There is 

very limited tribal knowledge remaining for some of the things that were in use. That 

meant we had to engage in a little digital archaeology exercise to reverse engineer the 

applications and re-develop them for the cloud.
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Classifying and protecting critical data
Our security strategy focuses on protecting the crown jewels, the most significant intel-

lectual property in the company. This approach means that we have to be good at data 

classification. When identifying those crown jewels to protect, the natural tendency is to 

be super conservative; everything is a crown jewel. To instill discipline in the process, we 

designated one person whose role is to look at the identification of those crown jewels: 

our confidential information, sensitive IP, and of course, privacy data. We try to keep the 

crown jewel category very limited. 

When we certify each internal application, we look at both security 

and privacy criteria. We have a Data Protection Officer running our 

EU General Data Protection Regulation (GDPR) program. When 

we certify a new application, we do a privacy assessment at the 

same time as security to ensure that we are only collecting the 

data we need, that we properly notify the end users when we col-

lect it, and we take precautions to protect it.

Security: the key to cloud transformation
Security is an obvious priority. Without it, the rest of cloud transformation cannot hap-

pen. We have been thinking a lot about the security model and considering how to look 

at the cloud security we wanted to adapt.

Security is never over. Incident response is a big topic, as is network segmentation, net-

work monitoring, and endpoint protection. We have eight or nine security initiatives cur-

rently.

While data loss prevention (DLP) is one of the things we looked at, we decided it is a very 

heavy burden to take on. There are so many ways to exfiltrate data. So, to begin, we have 

taken a very light approach. Applications should be DLP-secure at the application level. 

Our network transformation: MPLS to direct connection to cloud
Many companies look at “cloud-first” without assessing the network changes this entails. 

When we started to adopt cloud-delivered applications, we had to understand how our 

network architecture would be impacted by the cloud. There is a pretty significant net-

work transformation required. First, we looked at the architecture: MPLS and the num-

ber of network access points versus direct connections to cloud providers.

The second thing that’s relevant from a 

network standpoint is the security of local 

internet breakouts from each office. That 

is where we invested in Zscaler. 

We have more local breakouts than we used to have. Before the cloud, internet access 

was a second-class citizen. After the cloud, it becomes a critical element of our network 

usage.

We used to have firewalls and numerous other hardware appliances, but now we have a 

cloud-first strategy that Zscaler has allowed us to do.

While local breakouts provide one benefit — cost savings — another has been quality of 

service. Schneider is a global company with over 100,000 connected users. Many coun-

tries don’t necessarily have the best local network architecture, and one of the things we 

were trying achieve was a good response time globally. 

On top of that, we have a mobile strategy. We try to give people voice access to the net-

work, and we enable BYOD (bring your own device) in every country where possible. 
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While measuring results is important, we are not looking at one golden metric that will 

summarize all the good things we achieved through cloud transformation. But every time 

we launch a project, we do monitor its success. When we deployed the custom applica-

tion environment, we looked at how we are modernizing the application base. For every 

application we are decommissioning, we have a gain we can chalk up. Cloud is now so 

pervasive in everything we do that we look at the metrics of utilization. 

How is internet usage growing? Since our initial move to Salesforce, we have seen cloud 

usage grow steadily. That first step started us on this journey. 

What not to do:
• I would advise against going too broad. Don’t try to boil the ocean and do everything 

at one time. Deploy a pilot, have a success story, and build on that.

•  Do not ignore the network implications. Look at the network architecture at the be-

ginning of the cloud adoption. Try to get ahead of the problems.

What to do: 
• Cloud is a means to an end. You want to create customer and business value. Cloud 

enables machine learning, which enables voice. Voice has its own benefits that lead 

to collaboration opportunities.

• Cloud allows you to connect sites together more quickly. Just point all the users at 

the apps.

•   When talking to my peers in the industry, a lot of the conversations I have revolved 

around big questions. What’s next? What is the next wave? How do we prepare for the 

new trends? We are forward-looking, while keeping security concerns front and center.

Since we are inspecting traffic in both directions, it is a simple matter of looking for com-

mon things like personally identifiable information (PII) and set an alert or block them.

We’re using sandboxing technology to stay on top of advanced malware. We have 

deployed the Zscaler sandbox in the cloud to identify malware in files and internet sites 

our users may visit. We also believe that having a centralized identity management sys-

tem is important to a successful cloud strategy. We use Active Directory and another 

product for single sign-on. 

It is not very original, but you can feel very safe inside of a castle — but you don’t see 

the known unknowns on your extended perimeter. Our cloud strategy allows us to have 

a much more global approach.

Legacy approaches to security are complicated, requiring isolated mini-castles in every 

office. You have to replicate your headquarters security stack in every location. The 

cloud allows us to be much better at managing multiple sites in multiple countries with 

one control plane. 

Challenges along the way
There was a bit of resistance to our cloud transformation, but it wasn’t massive. For us, 

the defining point was the global move to Salesforce, which was a great success. We 

managed to embrace it relatively quickly. From there, we had created our first success 

story. We had deployed it faster than we would have deployed a traditional on-premises 

solution.

We had a couple of issues in our journey to the cloud. The main problem we had was 

quality of service in certain places. The experience in the United States with Salesforce 

was not replicated everywhere, and we learned the hard way that some countries do not 

have the best infrastructure. We had to rethink the network globally.
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Company Background

Company:  FrieslandCampina

Sector:  Dairy

Driver:  Erik Klein

Role:  Infrastructure Architect

Revenue:  $14 billion

Employees:  20,000

Countries:  34

Locations:  120

Solution:  ZIA

Company IT Footprint

FrieslandCampina has 120 locations. The company employs over 20,000 people 

worldwide, but, because those people work in shifts, the number of endpoints 

are not related to the number of employees. Within the office and industrial work-

space, there are about 7,000 to 8,000 endpoints. The dairy conglomerate cur-

rently also has over 80 factories worldwide.

Synopsis

Dutch dairy conglomerate FrieslandCampina produces cheese, yogurt, milk, and nutri-

tional products for consumers around the world. In 2018, FrieslandCampina co-op 

farmers produced more than 10.4 billion kilos of milk. As a key part of its secure cloud 

transformation, FrieslandCampina built secure access to multiple clouds (both internal 

data-center-hosted and external) and enhanced its security posture.

Initiative Use Case Benefit

Migrate to cloud 
(AWS, SaaS apps).

Secure SD-WAN Local breakouts for branch 
internet

Improve security. Threat Protection Cloud-effect: Identify once, 
protect all

Deploy Microsoft 
365.

Microsoft 365 App prioritization/peering with 
Microsoft

FrieslandCampina  
An International Dairy Conglomerate’s Network and Security Transformation Journey

Erik Klein 
Infrastructure Architect
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Solution

1.  To achieve FrieslandCampina’s application-transformation goals, Klein and his IT 

colleagues introduced dynamic application-routing and set up employees with local 

internet breakouts. 

2.   In concert, they moved applications from their own data centers to AWS and transi-

tioned workers to Microsoft 365. 

3. In addition, they deployed SD-WAN.

Impact

FrieslandCampina’s network transformation journey — in Erik Klein’s words — “made 

the corporate network totally irrelevant.” 

1. Saw better security delivered inline 

2. Reduced costs

3. Faster application access

4. Greatly-improved user experience

Recommendations

1. Do not invest in a traditional network. Go with local internet breakouts.

2.  Prioritize the new way of work: Build support for remote- and mobile-access  

productivity.

3. Focus on SD-WAN to move on from LAN/WAN limitations.

4.  Get rid of your network! Transform your enterprise around application access, not 

the network itself.

Pain/Issue Solution Use Case Benefit

Too expensive to  
manage on-premise 
security hardware.

Simplify network and 
reduce MPLS costs 

Secure 
SD-WAN

Local breakouts 
for branch  
internet

Too complicated to  
manage on-premise 
security hardware.

Audit user data traffic 
patterns, inventory 
applications

Data  
Protection

Shadow IT  
discovery

Difficult to stay c 
urrent on the latest 
cybersecurity threats.

Decouple security 
from the network; unify 
security and cloud 
platform

Threat 
Protection

Cloud-effect:  
Identify once,  
protect all

SaaS performance 
lagged with backhauling.

Optimize connectivity 
for SaaS routing

Microsoft  
365

App prioritization/
peering with  
Microsoft

Business Goals

First, Klein and team looked at their own workflows, and aligned IT with Friesland-

Campina operations technology (OT) and IoT priorities and processes. Next, they sought 

to migrate to the cloud, resolve Microsoft 365 deployment challenges, improve security, 

and reduce MPLS costs.
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In the words of Erik Klein:15

Bringing milk products to the world
I joined FrieslandCampina in 2012. We are a global producer of milk products 

— we make cheese, infant and toddler nutrition, yogurts, skimmed and semi-skimmed 

milk, condensed milk, and health foods for athletes. We are based in the Netherlands, 

and over time we have expanded into other countries, such as Indonesia, Vietnam, Nige-

ria, Ghana, the U.S., and many others.

IT has an important role in manufacturing goods. From a production perspective, the 

availability of the operations technology (OT) environment (which is IT within the pro-

duction environment with specific requirements) has a huge impact. For example, the 

raw milk can’t be stored for more than seventy-two hours. Any longer and it gets dis-

carded, but it can’t be thrown away into a sewer, so it is a costly process to dispose of the 

spoiled product. Therefore, OT is used within the production environment to make sure 

that the production processes aren’t disrupted and work within the strict timeframes.

Within the OT environment, with the introduction of next generation PLCs (programma-

ble logic controls), smart sensors, and other IoT developments, the number of IP-based 

endpoints will grow considerably over time.

Currently, we have about 80 factories worldwide. Some are more traditional, but some 

are really sophisticated and the Smart Factory is emerging. Therefore, the number of 

endpoints will grow in the OT environment.

Our cloud transformation
By the end of 2013, the cloud hype cycle started and there were more and more people 

looking at software as a service, localized content, and moving stuff to the cloud — in 

our case, Amazon Web Services.

Eventually, we realized, when going in that direction, the wide area network we had was 

no longer valid. We needed to go into a transformation from a private MPLS-centered 

network to a public internet-centric network.

At that time, the designs we made consisted of several boxes 

on location, and we realized that this would be too compli-

cated and expensive to execute. So in 2014, we embarked 

on the transformation journey by moving the centralized 

proxy server to the cloud with the Zscaler cloud service, but 

still relying on the capabilities of Cisco routers for all other 

functions.

As cybersecurity became more of an issue, the Zscaler Cloud Firewall came into play. 

Moving security to the cloud was harder, because I had some internal push back, and 

there were some reorganization issues. But in 2016, we started a project to extend the 

boundaries of our network from a stateful firewall on a Cisco router at the Friesland-

Campina location to cloud security, the Zscaler Cloud Firewall.

From every location, we then built IPsec tunnels to the Zscaler security service and used 

the proxy functionality as well as firewall functionality of Zscaler.

To overcome the limitations using PAC (proxy auto-configuration) files in the browser to 

get to the internet, we also transferred the routing within the whole LAN environment, so 

that the default route from every location would end up at the security layer of Zscaler. 

And that’s where we are today.

And then it was time for testing dynamic application routing.
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upscale and downscale when required. With the capabilities of AWS, we could tailor to 

the actual requirements of the applications.

Last but not least, since not all applications are 24/7, we could use AWS elasticity to turn 

them off on the weekends, saving money in the process.

Improving SaaS access
In the early days, when we moved to the cloud proxy, we had our share of difficulties with 

the performance of Microsoft 365. We really struggled to get that done correctly and 

have good performance now.

The 2016 phase of the network transformation went very 

quickly and was completely non-disruptive — people didn’t 

even know we moved security to Zscaler. Nobody really 

noticed that we went from centralized to decentralized, 

except that some of the applications became quicker.

Also, Zscaler was very quick in communicating what they were doing about cyberse-

curity threats like, but not limited to, WannaCry and NotPetya. They were quicker to 

communicate the impact within their environment than other partners. They really did a 

good job on that one.

Deploying SD-WAN 
Right now, we are going towards a full SD-WAN (software-defined wide area network). 

Our strategy involves connecting five FrieslandCampina locations to the SD-WAN envi-

ronment, and that the SD-WAN environment has an NNI (network-to-network interface) 

with our existing Verizon network. With a full-blown SD-WAN deployment our redundancy 

plan includes redundant internet lines and universal customer premises equipment.

Why secure internet local breakouts?
There are two reasons why we switched from a centralized proxy environment to the 

cloud-based proxy environment with local breakouts. Firstly, from a marketing perspec-

tive, the driver to break out locally was to get localized content. The web servers that 

you’re connecting to from each country should automatically give the content of the 

website in the local language, for example.

Secondly, FrieslandCampina had been using a number of different SaaS applications 

worldwide, so having it all centrally break out was, from a performance perspective, not 

a way forward. Also, the web content became richer and files were getting bigger, so 

there was more data to transport. From a localized content perspective, and the fact 

that users are using more and more SaaS applications, we realized that we would need 

to bring the end user to the internet (cloud) quicker.

Except for our private cloud, direct-connected VPC (virtual private cloud) on AWS — and 

we have connected that to our MPLS backbone so that’s still going over an MPLS link 

— everything else is being offloaded at the local site level and then travels to the closest 

Zscaler data center based on lowest latency, with a second closest Zscaler data center 

as backup. We do a measurement every six months to see if indeed those Zscaler nodes 

are still the quickest to reach.

Moving applications to AWS
FrieslandCampina is currently migrating applications to AWS based on various criteria, 

such as those applications that only need to be accessed at certain times. This service 

can’t be provided by our existing hosting provider, and keeping those servers at their 

location will be too expensive. On the other hand, T-Systems couldn’t always meet the 

requirements of the applications, resulting in an instance that was too big (too expensive) 

or too small (poor performance). And thirdly, AWS gives us the flexibility to temporarily 
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As part of the RFP process, we asked each vendor to present a reference customer 

where they had already deployed the proposed solution. And based on discussions with 

those customers, we made the final selection. The vendor testimonials were very import-

ant to us in the final phase of the RFP process.

Things to consider
• Do not invest in a traditional network. Don’t do any investments in your existing MPLS 

with an internet backup network. That’s old school. Just make sure that you know 

how your traffic is routing — so where your end users are and where your applications 

are — and make sure that you create a network where, based on the applications, 

the quickest, most efficient route will be taken. In the end, users are not interested in 

technology, they are only concerned that the applications they are working with on a 

day-to-day basis perform well and perform constantly. If you have an application that 

has a 2.5 millisecond response time throughout all of Asia, nobody is complaining. 

But if you have one country that has a response time of one and another of four, then 

they start talking to each other and start complaining.

• People are traveling more and working outside of the office, and those people are 

diverse. Currently, we are bringing people that are roaming back into our network via 

two central remote access (VPN concentrated) locations. With the use of tools like 

the [Zscaler Client Connector], we are looking at alternatives to connect roaming us-

ers to internal applications.

• In the end, if you have your software-defined wide area network, local area network, 

and software-defined data centers, you need an orchestrator of orchestrators above 

that to make sure the policies you set on an application, or at a higher level, flows 

down to the LAN, the WAN, and the data center. And the next step is to invest in se-

curity in the session between consumer and application.

For locations that use applications that require MPLS services, a fit for purpose MPLS 

line that is smaller than our legacy MPLS circuit is supplied.

Historically for every location, except locations with call center functionality, the MPLS 

line was approximately 5 megabits per second, while the internet lines are a lot bigger. 

We also have a failover from MPLS to the internet and the two internet lines back each 

other up. Our goal is to guarantee an experience level agreement (XLA) at the applica-

tion level, rather than a service level agreement (SLA) based on availability and time to 

repair. We are aiming for predictable behavior and end-user experience on an applica-

tion-based context (device, location, connectivity).

The SD-WAN has what they call universal CPEs at each location. And those universal 

CPEs will have network function virtualization on them. Actually it’s a device for com-

pute and storage with a hypervisor, which runs virtual services which are required by 

either the SD-WAN service itself or the application acceleration. Other virtual network 

functions can be added if and when required. There will be a growing number of network 

function virtualizations that we can deploy on those devices.

Picking an SD-WAN partner
In 2017, we initiated an RFI for, amongst other services, a new WAN service.

The vendors invited to the RFI were only given business requirements and we asked 

them to really innovate with a disruptive approach. We selected eight vendors to enter 

the RFP phase, and we started eliminating vendors based on their offering and presen-

tation of the solution. In the end, three vendors were selected to give us their best and 

final offer, namely NTT, Interoute (both proposing the Silver Peak SD-WAN solution), and 

Verizon (proposing a combination of Viptela and Riverbed).
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• I’m looking towards making the network totally irrelevant in the next five to seven 

years. The network will only be a transport mechanism that makes sure the applica-

tion goes from A to B, but the data security itself is completely embedded in the com-

munication stream. For example, based on the identity of the client and on the iden-

tity of the application, a secure communication will be set up between them. That will 

be my next focus, and will be around the 2025-28 timeframe. It could happen sooner, 

but developments within our company need a business case for change; there needs 

to be funding for it, and so on. Not only is the development of the technology driving 

this, but also the adaptation and the willingness to spend money in new areas.
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Company Background

Company:  Siemens

Sector:  Conglomerate

Driver:  Frederik Janssen

Role:  Global Head of Infrastructure

Revenue:  $108 billion

Employees:  360,000

Countries:  192

Locations: 2,200

Solution:  ZIA, ZPA

Company IT Footprint

Siemens’ IT leads support infrastructure across 192 countries globally. They serve 

360,000 end users — employees — and another approximately 70,000 external 

contractors. Their server and application landscape encompasses 10,000 appli-

cations and around 60,000 servers. In addition to the 450,000 clients and inter-

nal/external employees, they manage approximately 200,000 mobile devices.

Synopsis

Some years ago, Siemens’ global head of infrastructure Frederik Janssen recognized 

that the company had reached a tipping point: With more than 64% of network traffic 

going to the internet, the internet had to become the company’s new corporate network. 

And that would require improving IT infrastructure to support cloud transformation.

Initiative Use Case Benefit

Secure mobile, 
remote endpoints.

Secure SD-WAN Local breakouts for branch 
internet

Adopt SaaS apps. Secure App Access  – 
No VPN

Fast, direct access to apps – 
no backhaul

Migrate internal 
apps to the cloud.

Direct Access to Multi-
Clouds

No data center-to-cloud direct 
connect required

Integrate IoT 
systems.

Secure Access to  
Industrial Systems

Make critical infrastructure 
invisible

Siemens  
Global Network and Security Transformation

Frederik Janssen 
Siemens Global Head of Infrastructure
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Impact

Siemens’ secure cloud transformation has reduced infrastructure costs significantly, 

improved the user experience for application access and cloud workloads, secured all 

inbound and outbound data traffic, and enabled local internet breakouts for all employ-

ees and contractors around the globe. Janssen and team reduced hardware and MPLS 

costs in some regions by as much as 70%. And those local internet breakouts have 

meant a faster user experience for application access and cloud workloads.

Recommendations

1. Create a bold vision and mission statement for your cloud journey.

2.  Ensure close collaboration with departments responsible for cybersecurity, export 

control, and critical support functions.

3.  Follow the Gartner “Five ‘R’” model — Rehost, Refactor, Revise, Rebuild, Replace 

— for application migration to the cloud.

4.   Engage user champions to evangelize cloud efforts throughout the organization.

5. Stay focused: Prioritize projects to establish cloud-migration momentum.

Pain/Issue Solution Use Case Benefit

Data-sovereignty  
mandates complicate  
regulatory compliance.

Audit user data traffic 
patterns; inventory 
applications

Data  
Protection

Protect IP / PII / 
Compliance

Remote workers endure 
slower connectivity.

Move security close  
to the user; simplify  
network architecture

Secure 
SD-WAN

Local breakouts 
for branch  
internet

VPNs + MPLS are  
expensive, complex,  
risk-prone.

Adopt ZTNA Secure App 
Access— 
No VPN

Fast, direct 
access to apps – 
no backhaul

Business Goals

Janssen’s mandate was to build for scale while reducing IT complexity. His team sought 

to overhaul, optimize, and harden infrastructure, automating associated workflows along 

the way. The seemingly-at-odds objectives? Strengthen security, introduce direct-to-in-

ternet connectivity, all while reducing risk of errors.

Solution

Siemens overhauled and automated infrastructure to reduce risk, and moved all 360K+ 

employees to the cloud, securing disparate mobile endpoints along the way. Janssen and 

team worked to foster a culture of “collaborative” IT. They “sliced the elephant,” break-

ing overall ambitions into manageable chunks: adopting SaaS applications, migrating 

internal applications to the cloud, developing IoT integration, improving mobile capabil-

ities, and ensuring data-sovereignty compliance. 

Journey: Siemens 54



cradle to grave — we have responsibility for everything we develop with partners and 

providers throughout the lifetime of the respective services. 

Siemens’ global IT scope
From a sizing perspective, the Siemens’ infrastructure covers 192 countries globally. We 

serve 360,000 end users — employees — and another approximately 70,000 external 

contractors. Our server and application landscape encompasses 10,000 applications 

and around 60,000 servers. We are also heavy users of Microsoft servers and Microsoft 

Windows operating systems.

It wasn’t just cloud computing that was on the horizon for the company, but also con-

sumerization trends. We have seen an explosion of mobile endpoints in our environment. 

In addition to the 450,000 clients and internal/external employees, we managed 50% of 

all devices used. That made it about 200,000 devices from a mobile perspective.

We have already been able to significantly consolidate the number of applications we 

run, so we are now down to around 7,000 corporate applications, and around 500 appli-

cations that I would call corporate mission-critical applications.  

Storage has been growing 25% annually
Five years ago, we had around three to four petabytes of storage for end users and roughly 

the same amount for databases. Since then, we have seen a significant increase. We now 

have growth rates up around 25% annually. That is challenging us to also identify ways 

to modernize our storage environment. We heavily leverage our network to push data 

to the cloud and to make sure that we can decommission old storage components and 

hardware. 

In the words of Frederik Janssen:16

The Siemens transformation story
I have been working in IT for almost 17 years, ten of those at Siemens. I stud-

ied computer science and have held various roles at the company. In the beginning, I 

was mainly focused on software development, software engineering, software architec-

ture, database systems, database development, and web applications. 

The squeaky wheel gets the job
One day, seven years ago, I was in a meeting with our CIO in which we were discussing 

how our infrastructure was running. He offered me the challenge to take on the respon-

sibility for our infrastructure, and I agreed.

And that’s when my infrastructure career started. I was always keen on identifying 

options and investigating how we could really optimize our infrastructure by minimizing 

manual tasks and thereby eliminating typical errors and failures. Five years ago, our 

journey included many projects with a lot of different technological topics: we had roll-

outs of new operating systems, introduced big technological changes, and introduced 

cloud computing into our manager desks at Siemens.

We knew early on that the cloud was going to revolutionize the way we consumed IT ser-

vices, and how we developed applications.

Today I have global responsibility for our Center of Exper-

tise for Infrastructure, and I lead a service portfolio along 

with lifecycle management. That also includes strategy, 

innovation, and development of new services, including 

the transition to new services. My team is responsible from 
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It was time to migrate applications
After we addressed the fundamental changes for moving data, moving applications, and 

moving infrastructure into the cloud, we had to execute a holistic plan to “slice the ele-

phant.” So, by gaining trust and providing fast results we added benefits to the business. 

We raised the confidence at Siemens and became more supportive when it came to 

cloud transformation activities.

As we began to optimize our application landscape, we followed the magic Five R Model 

from Gartner.

Rehost on infrastructure as a service (IaaS)
Refactor for platform as a service (PaaS)
Revise for IaaS or PaaS 
Rebuild on PaaS
Replace with software as a service (SaaS)

The Gartner Five Rs — Five Ways to Migrate Applications to the Cloud

First, we tried to figure out what could be replaced by a new model, in terms of moving 

it into a SaaS environment and therefore consuming it out of the cloud. We introduced 

ServiceNow, Salesforce, and Microsoft 365, which we had previously introduced into 

the company.

Next, we implemented additional validation or evaluation of the applications and decided 

whether we could just re-host them in terms of moving the application or put them as-is 

into the cloud environment.

The need for an infrastructure overhaul
We realized we needed to evolve our infrastructure to be more efficient — to help us 

embrace new technological possibilities, minimize costs, and provide us with more flex-

ibility 

We also needed to ensure that our users, managers, IT departments, and application 

owners had infrastructure in place that would allow them to run their applications at 

scale and drive greater productivity 

We addressed this infrastructure transformation with a few different approaches, with 

top management aggressively championing the initiative. You will not get very far if you 

don’t have a full management buy-in to really transform the environment. As the com-

plexity of infrastructure is typically very much underestimated, especially when it comes 

to things like network or identity and access management or server architectures, you 

have to “slice the elephant.” And that’s what we tried to do. 

Data location poses a compliance problem 
First, we tried to manage the overall image of the cloud. As a German multinational com-

pany with cloud computing, it was complicated to drive the transition from the U.S. There 

were several security concerns on our side, especially when you talk to people from the 

information security or privacy protection departments. They had their concerns, espe-

cially with the Patriot Act and other U.S. government-related actions, potentially leading 

to certain security or data leakage issues that we were committed to preventing. We also 

had to have discussions about competitiveness and intellectual property protection — 

business concerns. 
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be exposed to the internet today. In other words, protect yourself without relying on the 

network. 

We introduced single mechanisms that required the user, 

depending on the confidentiality, to classify an application 

through multi-factor authentication. We also applied tradi-

tional firewall approaches to reduce the number of possi-

ble ways to reach the server.

As we were moving applications to the cloud and embracing SaaS offerings, we realized 

that it is quite a tough challenge to secure a network which you don’t control. We also 

maintained outbound and inbound traffic at the same time. Therefore we recognized 

that our perimeter of policy-enforcement and network control is going to be changing. It 

will not only be in our hands. That was also the point in time when we had been looking 

at solutions in the market to help us to secure connectivity in the cloud.

Introducing cloud-optimized internet access 
During this process, we also found that we had to update our service areas. Thus, we 

came up with COIA, which stands for cloud-optimized internet access, a term we cur-

rently use to communicate internally. In the beginning it was quite a transition, but now 

every user is aware of the term.

Next, we had to create a security aspect. We decided to introduce Zscaler.

We started with a proxy server based on connectivity to the internet with our outsourc-

ing partner and explored ways to optimize it. One of the first steps was to leverage local 

internet breakouts. We were riding on the lines of our carriers, and we let Zscaler find the 

most ideal routes to the next big net-based internet gateway. 

Transforming the network to provide the right connectivity 
We realized early on that our traffic pattern, overall, was changing significantly. We had 

reached a point where 64% of traffic on average, per site, was going to the internet. So, 

the traffic pattern in itself was very much becoming internet-centric. 

We tried to clearly evangelize the story internally by saying that the internet will be the 

next corporate network. We stressed that over time, keeping that transition in mind, we 

are going to have more applications in the cloud than we are running in internal data 

centers or private cloud data centers, which are still connected to our intranet. We are 

reaching the tipping point now. Most applications in Siemens will be public cloud based, 

and therefore, totally connected through the internet.

From a capacity management point of view, we are gradually ramping up internet con-

nectivity in parallel or to coexist with our remaining MPLS private networks. We are cur-

rently mobilizing a team that is getting our network to the next level of sophistication, 

which provides us much more flexibility. Ultimately, we will be introducing internet-only 

connectivity for around 90% of all sites that we are currently supporting. Siemens main-

tains around 2,200 sites globally in 192 countries.

With our global WAN carriers, we are required to closely manage interaction, so that we 

know what steps to execute on from a management point of view. We were quite lucky 

that we had already been consolidating our carrier infrastructure down to two carriers: 

one for Germany, and one for the rest of the world. That helped us directly steer activity 

and was one of the key success factors for our wide area network.

Improving application security
The access to applications was extremely important, especially when we could no longer 

rely on a secure network. We started off with a clear, strategic direction to all application 

owners that requested that they consider their application in a way that it would already 
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Planning and understanding your application landscape, along with user requirements, 

is also a crucial factor. 

Troubleshooting is much easier now that we don’t have to look at thousands of appli-

ances on the ground. The cloud was a positive change in terms of resiliency and flexibil-

ity. It resulted in a very smooth rollout. 

Taking on regional issues
You also have to take into consideration embargoed countries or countries with spe-

cial political or economic circumstances. Just to name a few: Russia, India, China, Iran. 

These are countries where you, of course, must look a little bit more into the details of 

how you can drive the change. What can go to the cloud? Where do you have to store it? 

How do you have to store it? Do you have to have a copy, still, in the country locally? Are 

there any other legal considerations in each country that you have to respect and follow?

There is plenty to learn, especially when it comes to global deployment. The network 

is just taking care of the transportation and not the storing of data, especially when it 

comes to the re-hosting of applications and the storage of data. This is where it can start 

to become quite a headache. 

Improving end-user satisfaction
Our end users are happy with the cloud-optimized internet access as one service, but 

they are also happy to use evergreen applications, which are updated or enhanced with 

new features on a monthly or quarterly basis. We do not have the discussions around why 

is Siemens not using the latest version. I think after some initial growing pains, people 

are now embracing the change. People are more relaxed about storing data in the cloud.

The first twelve months required some adjustment, but we are now in the phase where 

people can’t imagine going back to the old world, into the old situation. 

Finding the right security partner
Eventually, we found ourselves discussing this with several different carriers and screen-

ing the market. For a company the size of Siemens, there were only five or six solutions 

that we could seriously consider. There was also one very new challenger. Our main car-

rier approached us and was concerned that we hadn’t heard of Zscaler. They brought 

Zscaler to our attention and explained how Zscaler had quite an interesting solution. 

They were completely running in the cloud — we would not have to deploy anything in 

our environment — and they could scale up very, very quickly. Through their cloud secu-

rity platform with comprehensive functionality, they offered several things that other 

providers didn’t have.

We knew this was a crucial element in our transition and if we could find a partner who 

could keep up with the pace we require them to take, then we would be more than happy 

to embark on that partnership. I think that was the first time we met people from Zscaler, 

and they were quite different from anyone we had seen before. They approached it com-

pletely differently; they were cloud-native.

We shared with our carrier and with Zscaler what we wanted to do and what our targets 

were, and it turned out our strategy was completely in line with what Zscaler was envi-

sioning. We were able to execute against this joint vision and rolled out the service in 

less than twelve months. Since then, we have been able to set a certain track record for 

introducing cloud-based solutions and optimizing our network architecture. 

Building a cloud-first team
We learned that we needed to have a team in place that was fully committed to using the 

cloud. My advice to other companies would be to carefully select their internal team and 

have an eye on those working from the carrier side.

Journey: Siemens 58



Cloud transformation has empowered the organization
We have been giving more power to our different divisions and business units, which is 

providing a certain level of required separation between the groups.

This separation requires individual customizing, which we love in the cloud — typically 

creating, then spinning off an old tenant. Multitenancy is a standard in the cloud and we 

require our vendors and application service providers to support it. Therefore, we have a 

much better chance to react to organizational changes, and we can cater to them from 

an IT perspective.

For Siemens overall, the cloud is helping us on these macro 

changes. And for the end users, obviously, we are much 

faster in terms of our ability to adjust infrastructure, apply 

new policies, control how people are consuming bandwidth, 

make sure that business-critical applications get the right 

priority — and we are able to increase the underlying infra-

structure to cover any additional load during peaks.

The higher performance and greater flexibility is helping our end users, in addition to 

company management and overarching targets.

Gaining new freedom and flexibility
The cloud gave us the ultimate freedom to explore small, new ideas that didn’t require 

a heavy investment in new hardware or infrastructure. And we could do all of it without 

incurring any commercial risks. The cloud enables us to be more agile by inventing pro-

totypes and including customers in the early stages of development. Our application 

landscape can now be optimized by using the agility of the cloud in terms of consump-

tion level. We love being more flexible, faster, and able to address business needs as we 

are going into more prototyping — rapid prototyping — and faster development cycles. 

Moving security to the cloud
Everything started when we knew we wanted to optimize how we accessed the internet. 

We needed a solution that would give us the additional security and protection in the 

cloud that we were accustomed to on premises. Zscaler Internet Access established 

distributed policy-enforcement points through which all our traffic and regional hubs 

flowed. We could also use a standard enforcement point to establish and dispatch con-

nectivity for inbound access, which would work with remote connections.

Providing secure access to internal apps
There are certain critical applications that Siemens is not currently considering moving 

to the cloud due to high sensitivity, such as those that involve financial or internal data. 

Our next step was to add another level, so that we could run different applications, ser-

vices, and macro connections through Zscaler Private Access.

We are still in the process of integrating the inbound access with all Siemens’ specific 

tools or applications and services. Identity and access management was one. Here 

again, the cloud is helping us to just drive standardization to a certain extent so that we 

are using market-standard authentication.

In the end, the implementation and integration were straightforward. On the one hand, 

Zscaler is building its solution based on market standards. On the other, our strategy 

clearly pivots around on market standards which give us the ability to choose platforms 

and carriers.

Advice to others embarking on a cloud journey
I would advise other companies to create a bold vision and mission statement and to 

communicate it internally in a very aggressive way. You need to know exactly what you 

need to make your cloud journey happen and you need to get everyone fully behind it. 

Journey: Siemens

     The higher performance 
and greater flexibility is 
helping our end users, 
in addition to company 
management and 
overarching targets.  

59



avoid too many negative sentiments from within the organization, which tends to sow 

doubt about moving data and shifting responsibility into the cloud. These are our main 

pillars of getting the engine running.

Moving forward
In the future, an important aspect will be managing the landscape of partners, our idea 

of “collaborative IT.” We also want to develop integration based on market standards 

between the different cloud solutions. Application services will be a vital component 

of every corporate IT organization’s task. I would also envision that overall, corporate 

IT departments would reduce their footprint when it comes to internal staff and spend 

more time managing office IT-related applications and services, because their cloud 

consumption is going to be the clearly defined new standard.

At the same time, I do believe that these changes are also fostering collaboration with 

business units on digitalization. By moving workloads to the cloud, we are freeing up 

capacity that we can use to work together with the business units on even more sophis-

ticated IT solutions, which will help our BUs to be more efficient and, in the end, more 

successful in the company.

The cloud will be our main data center going forward. There are some 

golden nuggets or crown jewels which we would typically not move 

into the cloud, such as our trust center where we use certificates to 

identify servers, clients, users, everything. But the number of work-

loads that still require an old data center presence is very low.

And then you would also need to support the first movers. You should pick some “light-

house” candidates for transformation.

I want to emphasize how important it is to ensure the close interaction and cooperation 

with respective departments, especially those that are responsible for cybersecurity or 

information security, protection, export control, and all the other critical support func-

tions that have a say in the whole process.

You also need to have some users who are actively supporting the journey and who are 

bringing in some clear perspective that their life has improved since they began using 

cloud solutions. And of course, you must have a convincing time-scale calculation ready. 

That means giving it the right level of priority as you eliminate the high costs while you 

are handing over responsibility to third parties.

You need to focus on your partners and on retaining and building the partnership. This 

is why Siemens is calling one of the changing pillars of our overall global IT strategy “col-

laborative IT.” It’s no longer only up to us as an IT department to run our IT landscape. 

It’s much more about collaborating with our partners to innovate, to go at a certain pace. 

We are relying on them, on the one hand, to keep up, and on the other hand, to co-inno-

vate the future service offerings, sharpening them for the future. 

Things to avoid
What I would really try to avoid is losing focus. If you lose focus and if you’re not able to 

train your staff on the platforms you selected, you might get lost in complexity. And if you 

have some very complex and hard-to-lift applications, they shouldn’t be among the first 

lighthouse projects.

Careful selection of cloud projects is important, because if you screw up one of the prod-

ucts, it will create a certain noise level that becomes counterproductive. You need to 
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Company Background

Company:  AutoNation

Sector:  Retail

Driver:  Ken Athanasiou

Role:  CISO

Revenue:  $22 billion

Employees:  28,000

Countries:  1

Locations:  300

Solution:  ZIA

Company IT Footprint

AutoNation has approximately 28,000 employees. It is the largest seller of cars in 

the United States. It has 300+ locations with internet points of presence.

Synopsis

With more than 360 locations, AutoNation is one of the largest automotive retailers in 

the United States. AutoNation Chief Information Security Officer Ken Athanasiou and 

team sought to enhance AutoNation’s security posture, and deployed local internet 

breakouts, migrated applications to the cloud, and introduced comprehensive inspec-

tion of incoming and outgoing SSL/TLS-encrypted data.

Initiative Use Case Benefit

Improve security: Protect against 
new threats, particularly malware 
like WannaCry and notPetya.

Threat Protection Inspect encrypted traffic at 
scale

Cloud-effect  — Identify 
once, protect all

Deploy Microsoft 365 at scale 
across 300 global locations.

Microsoft 365 App prioritization/peering 
with Microsoft

AutoNation  
Embracing a New Security Architecture for Access to Internet and SaaS Applications

Ken Athanasiou 
Former VP & CISO
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Solution

AutoNation’s IT leadership rolled out local internet breakouts for all employees. The goal 

was to ensure a seamless user experience regardless of whether the user was work-

ing remotely. In addition, Athanasiou and team addressed their own security debts with 

reskilling and new processes for managing inline security. They also optimized connec-

tivity and data flows for Microsoft 365 adoption.

Impact

With its secure cloud transformation, AutoNation saw many positive impacts, including:

• Lessened threat surface by reducing reliance on VPNs, MPLS routing

• Faster access to resources, and achieved a better user experience, particularly with 

Microsoft 365

• Significantly reduced VPN and MPLS expenses

• Better protection against zero-day threats with the Zscaler Cloud Sandbox behavior-

al analysis capabilities

• Board, senior management have greater visibility into threat posture, data-traffic 

patterns

Recommendations

1. Prioritize bandwidth for Microsoft 365 optimization.

2.  Recognize the importance of improving the user experience, particularly with 

regard to remote-office connectivity.

3. Take advantage of cloud capabilities (especially scalability).

4. Reduce infrastructure costs with local internet breakouts.

5. Leverage reporting capabilities to see attack protection.

5. Stay focused: Prioritize projects to establish cloud-migration momentum.

Pain/Issue Solution Use Case Benefit

Suffered a minor breach that 
exposed customer data.

Enhance security 
posture

Data 
Protection

Protect IP / PII 
/ Compliance

“Digital Divide” — Employee 
user experience differs between 
branch and HQ.

Simplify hardware 
footprint

Secure 
SD-WAN

Local breakouts 
for branch 
internet

Cloud security migration 
crippled performance (so much 
so that they reverted to data 
center).

Simplify network 
and reduce MPLS 
costs

Secure 
SD-WAN

Local breakouts 
for branch 
internet

High costs of VPN, MPLS 
circuits, hardware appliances 
for 300 branch locations.

Simplify network 
and reduce MPLS 
costs

Secure 
SD-WAN

Local breakouts 
for branch 
internet

Microsoft 365 performance 
lagged, particularly with 
remote-location backhauling to 
bottlenecked data center portal.

Optimize 
connectivity for 
SaaS routing with

Microsoft 
365

App prioritization/
peering with  
Microsoft

Poor visibility into data-traffic 
patterns, threat posture.

Audit user data 
traffic patterns, 
inventory 
applications

Data 
Protection

Shadow IT  
discovery

Business Goals

Athanasiou started by connecting all 360+ AutoNation retail locations to the cloud, 

enabling remote- and satellite-location connectivity without access to a corporate net-

work. He and his IT colleagues deployed ZIA with the aim of improving security, and in par-

ticular, increasing visibility, improving reporting/auditability, and facilitating monitoring.
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In the words of Ken Athanasiou:17

Flexibility, repeatability, and security through cloud 
transformation

I’ve been at AutoNation for a little over three and a half years, as its first CISO. Auto-

Nation has about 28,000 employees and we are the largest seller of cars in the United 

States. Prior to joining AutoNation, I was at American Eagle Outfitters as its CISO for 

about seven years. Previously I was at JPMorgan Chase, as the retail line-of-business 

information security officer, or BISO, for five years. 

Journey begins with a breach
AutoNation experienced a small breach with a third-party vendor in 2014 that exposed 

about 1,800 customer records. That was enough for our general counsel to start asking 

questions about ways to improve security. He and a few other executives brought in a 

couple of different firms to do some assessments and make some recommendations, 

and one of those recommendations was to build out an independent cybersecurity team 

that could help them reduce the risks. 

Closing the digital divide
At the same time, there was beginning to be a digital divide, especially for the custom-

ers. There is also a digital divide between the brick-and-mortar stores where vehicles are 

sold and our online presence. The intent is to close that divide and present to our cus-

tomers a comprehensive user experience, where they can begin the shopping, selection, 

and credit application process online. They can wander into a store, access what they 

did online, and move the process forward a few steps; they can then go home, make a 

few decisions, sleep on it, whatever, and then either complete the purchase process 

online or come into the store the next day.

 

Closing that digital gap and giving our customers the opportunity to participate in a 

unique buying experience has become a driver for this organization. 

Protecting customer data
There are unique security challenges to being an online auto dealer. We take credit 

applications every day, and credit applications are obviously about the most sensitive 

personally identifiable information (PII) that you can handle. We also process credit card 

transactions, so we deal with PCI requirements.

When we have a credit application, we have every piece of infor-

mation that a bad guy needs to do some pretty robust identity-theft 

activities, so we’re extremely paranoid about how we handle our 

customers’ data. A critical element of this process is the ability to 

protect that type of data, while allowing customers to access it. 

Transitioning the CIO
I was hired by a new CIO who had joined the organization just a few months before I did. 

He was brought in to do some transformational activity and had inherited a significant 

amount of technology debt within the organization. We made some progress under that 

CIO and did an enormous amount of work around solving some of that technology debt 

and getting security in place — and closing some of the most critical gaps that the orga-

nization had. 

Over the last year and a half or so, we’ve made some dramatic changes within the tech-

nology organization. We’ve been able to advance the maturity of the process, get com-

pleteness, and instill some robust frameworks. 
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17 Excerpted from Secure Cloud Transformation, by Richard Stiennon; © 2018, IT Harvest Press:  
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Timing is everything
Although the decision to go to the cloud was a wonderful idea, the problem was that the 

time frame associated with doing that transition and the requirements of actually exe-

cuting that transition weren’t fully understood.

As with anything, if you don’t truly understand what you need to do, you’re likely to fail 

at it. Unless you are adaptable, and you are willing to make modifications to your plans 

along the way, and approach it with more of an agile methodology, you will fail. 

Embracing cloud security
On the client application side, one of the other things that I did when I first got to AutoNa-

tion was to install UTM (unified threat management) devices; these are basically SOHO, 

small home office types of appliances, that combine all the features and functionality of 

the next-gen firewall on a very small platform.

We had 300+ locations with internet points of presence. The networking team was 

intending to deploy more than 300 little boxes across the entire country and that’s when 

I decided it was time for us to learn more about this cool cloud-based network firewall 

solution that I’d heard of called Zscaler. That’s when I called up Jay and his team and 

asked to meet with them.

Instead of doing the little boxes of iron across the entire country and rolling trucks all 

over the place and having to manage that nightmare architecture, we went down the 

Zscaler route, which was intense. I didn’t sleep for probably six months. I was worried 

about our exposure. Every time I went to bed, I expected to wake up to a major breach 

until we got Zscaler rolled out across the environment.

Backing off on cloud backups
The decision to move to the cloud was made by the technology operations team with 

our disaster recovery (DR) capability. The misstep we made was to take legacy applica-

tions that were heavily dependent upon very large hulking boxes of iron that run very hot 

and heavy and putting them into a cloud environment without actually refactoring those 

applications.

The transition didn’t go well. We were about four months late exiting the data center and 

six months late in actually executing a test against the new cloud DR environment. As 

predicted, that test failed miserably. We had transactions that had been sub-second go 

to 60+ seconds from the physical colocation to the cloud environment. It was an abject 

failure.

One of the first conversations I had with the new technology lead was about fixing our 

DR environment. We needed to fix it fast, and we had a discussion about what’s the right 

thing to do. Do we refactor these applications so that they can play well in the cloud? 

After some discussions with the application development teams, we determined it would 

take us approximately two to three years to fully refactor the applications, based on the 

available resources, the workload, and the business requirements.

We made a decision as a team at that stage that the organization could not suffer that 

type of risk for such an extended period of time. The executives agreed with us and we 

built a new colo data center. Brand new hardware, all sorts of beautiful, shiny new toys 

in that data center, and we moved all those applications out of the cloud, back into the 

traditional data center. 
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We are now pretty much fully deployed with Zscaler capabilities. We’re currently not 

making extensive use of its Zscaler Private Access to access our internal applications, 

although it’s compelling. We just simply haven’t had the opportunity to really push that 

out very far. But we’ve got pretty much everything else, like DLP, and all the obvious stuff 

around the URL filtering. We are now a heavy consumer of Zscaler capabilities and we’ve 

been very pleased with the controls that we got from them.

Penetration testing has become more difficult, and that’s a good thing
We do aggressive penetration testing using third-party vendors. It’s common for them 

to become stymied by the Zscaler layer when they’re doing remote testing, because 

they simply can’t penetrate the malware and sandboxing controls and get anything to 

work. That’s also a result of the changes that we’ve made around patching. We’re using 

Tanium for endpoint management across our entire environment, which I am just in love 

with — it’s a fantastic piece of technology. 

So, with all these additional controls in place and obviously driving mature patch pro-

cesses throughout our environment, our resiliency — our hardness, so to speak — has 

just gone several levels above where we were previously.

Seeing is believing: the value of reporting
For reporting we don’t often use the stock stuff that comes out of Zscaler, but we do pull 

numbers from it to include in board presentations. I show the board a bunch of gee-whiz 

numbers, and these gee-whiz numbers show for the most part how much we’re under 

attack. The reason I call these gee-whiz numbers is because every single one of these 

attacks was blocked or prevented by one of the engines that we have in place. This par-

ticular set of numbers shows all the attacks or incidents that were blocked or prevented 

by our cloud-based firewall solution, Zscaler.

Addressing the security debt
There were quite a few issues that we uncovered as soon as we wrapped Zscaler as a 

prophylactic around the environment — lack of robust patching and IT hygiene, the 

ineffectiveness of the McAfee antivirus that we were running, broken update processes 

across the board, very old systems, middleware that wasn’t being patched. 

We looked at various engines that were out there, including hardware based. Three years 

ago, there really wasn’t any other cloud-based solution that was even comparable to the 

capabilities that Zscaler had. They were the only true, full-protocol firewall in the cloud. 

They had the most robust capabilities. Everything else was pretty much just a web proxy. 

You can pump your traffic through that, but it’s definitely not the same thing.

The rollout decision was a no-brainer
Zscaler was just a completely different architecture, so we made the decision to pilot 

Zscaler and see how it looked and felt. We rolled out Zscaler to a couple of stores and our 

corporate headquarters and we let that run for a little bit. Again, the visibility we got into 

outbound bot traffic, and obvious infections and those sorts of things very quickly upped 

the urgency of getting a solution deployed across the entire environment.

It became pretty much a no-brainer, and we made the decision to go forward with this 

even if we had to break a bunch of stuff in order to filter traffic and gain control. We 

invested capital to drive some maturity into our patching processes and to improve our 

anti-malware controls. 

We took advantage of Zscaler’s anti-malware. When I was first talking with the Zscaler 

team, I was adamant that I wanted full-blown next-gen firewall capabilities, which would 

include filtering network-based malware detection and sandboxing.
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It’s important to really understand what is going on in your environment in terms of infec-

tions and risk levels in order to put something like Zscaler in place. For example, if you 

have 70 infections, you will find that maybe your patch processes are broken. Then, 

you could start piloting a couple of engines that look at EDR, response, and software 

distribution packages. Do a side-by-side comparison, and you’ll find that your Microsoft 

SCCM product says you’re fully patched — but then when you run something that’s 

independent of Microsoft against that, it says you’re only patched at about 50%. Well, in 

that case, you’ve got things in your environment that are missing patches, that are two 

years old, so something’s wrong there. Again, that would drive further activity to resolve.

Our Microsoft 365 implementation needed more bandwidth at each 

point of presence 
As we made the transition to Microsoft 365, we had to learn how to implement the pro-

cess. Originally, we were going to have everybody use the portal and not bother putting 

Office on individual machines. Also, we didn’t have the required bandwidth. It didn’t 

work, so we had to step back and change up how we do things as a process. Now we’re 

doing local installs of Microsoft 365, and we’re executing the product differently. It works 

much better now.

At the time, every one of our locations had from a T-1 up to a multiple T-1 type of MPLS 

connection back to our data center, so very small pipes for the private circuit back to the 

data center.

Internet access was also not all that great. You’re talking somewhere around ten mega-

bits per second type of connections to the internet, which, obviously, if you’re not care-

ful with that type of an environment, you will easily clog those pipes and you will have 

very degraded performance.

It’s more of a validation that this is stuff that we would have to deal with if we didn’t have 

these controls in place, but the fact is, we do have these controls and, therefore, we 

wouldn’t consider these incidents or really anything all that important to deal with. We 

don’t react to them because they’re noise that is filtered out by the engines that we have 

in place.

The senior executive staff loves the numbers, because they look at them and they go, 

“Holy smokes, that’s a lot!” Every now and again, we do see spikes in attack activity and 

I usually end up having to explain the spikes. “What happened there where it jumped 

up so high?” they’ll ask, and then I’ll usually explain how there is a zero-day exploit or 

a critical vulnerability that was discovered and we see an enormous amount of traffic 

attacking that critical vulnerability because it was fresh and new.

“We’re fine”
When ransomware attacks happen to other companies, thousands of systems in their 

environment are crippled, in addition to having serious impacts with having to pay a 

ransom. When this kind of event hits the news, I get worried calls from executives, and it 

warms my heart to be able to tell them, “We’re fine.”

We’ve gotten down to a seven-day patch cycle, and that’s 

not even a critical or an urgent cycle. If we have a critical 

patch that needs to be pushed, we can do that in about 

24 hours.

Piloting the types of engines that can give visibility into 

the state of your environment, like the level of botnet 

traffic and infections, is something that you can then use 

to drive further activity, spending, and resource imple-

mentation.
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and from Zscaler to Microsoft 365—is only one or two hops, versus going directly from 

our dealership to the internet; it would actually take longer to get to the service than 

going through Zscaler.

Instead of inducing additional latency because of those pairing connections, we get all 

our controls in place and we see very minimal latency and, in some cases, our connec-

tions are actually even faster.

Taking advantage of cloud capabilities
There are multiple inherent advantages of moving to the cloud. You get better resil-

iency, you get better scalability, you get a lot of really cool abilities that you can’t get 

out of a standard colo environment, and as you re-architect your legacy applications, as 

you build new applications so that they’re actually cloud-focused and can natively take 

advantage of those capabilities, I expect that we will continue to see more and more of 

these applications move into this model.

Another advantage is in mergers and acquisitions. For M&A, Zscaler has been a big win 

for us. When we do acquisitions or divestitures, it’s very easy to enroll a new location in 

our environment. We don’t have to roll a piece of security hardware out there. For the 

acquired entity, we simply configure the tunnels for the internet bound traffic to Zscaler 

and we’re covered.

One of the things that we’ve found to be a little interesting is when we divest a deal-

ership, the acquirer comes in, and they may ask us what we do for our network secu-

rity. They ask us where our firewall is located. Our response to that has been — we use  

Zscaler, so you don’t have a physical firewall in there. You’re going to have to figure 

something out. They don’t like that answer because they’re used to just taking whatever 

was there and making use of it.

Local internet breakouts helped reduce costs
After we got the new technology leadership in place, we renegotiated with our providers 

and we significantly reduced our network bandwidth cost and jacked up our bandwidth 

ten-fold. We went from very small MPLS circuits to ten and 20 megabits per second 

MPLS circuits back to our data center, and 150 megabits per second connections to the 

internet for the most part. We had very significant increases in performance and capabil-

ity for internet bandwidth, and again, that was primarily due to a technology gap, lack of 

planning, and a lack of understanding of the bandwidth requirements involving our most 

used applications. We still do have MPLS circuits and we have internet circuits. The vast 

majority of our traffic goes direct to the internet, but we do have internal applications, 

like our CRM and some other systems, that we just simply backhaul across the MPLS 

circuit.

Today, we are still using a hybrid network. We have considered doing away with those 

MPLS circuits and going full internet, maybe using things like a ZPA, but we’ve not made 

that transition at this point.

We don’t use Zscaler for mobile devices at this point. That’s another one of those things 

that’s on the list, but we have not actually executed against it. We’re transitioning from 

Intune over to AirWatch right now for MDM, and once we complete that, we’ll go back 

and look at what else we could do in that space.

Improving the user experience
One of the other advantages that we’ve gotten out of Zscaler for some of our other cloud-

based applications is that the connection speeds through Zscaler are actually pretty 

robust. This goes back to the peering that Zscaler has done with a lot of the other larger 

providers out there, like with Microsoft and Microsoft 365. Our number of hops — even 

though we have to do a tunnel from our external router into the nearest Zscaler cloud, 
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When we do an acquisition, we do more of a rip-and-replace for the technology environ-

ment. We may purchase computers with an acquisition, but then we generally will rip 

them out. We’ll resell them to someone else and put our stuff in.
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Company Background

Company:  MAN Energy Solutions

Sector:  Manufacturing

Driver:  Tony Fergusson

Role:  IT Infrastructure Architect

Revenue:  $4.3 billion

Employees:  15,000

Countries:  6

Locations:  100

Solution:  ZIA, ZPA

Company IT Footprint

MAN Energy Solutions has 15,000 people in over 100 locations. Its engines power 

ships in fleets deployed all over the world. Main offices are in Germany and Den-

mark. The entity is a member of the Volkswagen Group, so it is a part of a larger 

650,000 person organization.

Synopsis

MAN Energy Solutions sought to secure connectivity for its many branch locations 

around the world. That non-trivial effort becomes all the more challenging when those 

“branch locations” are actively in motion. MAN Energy Solutions IT infrastructure archi-

tect Tony Fergusson must ensure connected, secure access for seagoing vessels around 

the world.

Initiative Use Case Benefit

Secure third-party access to cor-
porate resources for contractors, 
consultants.

Secure App Access 
 – No VPN

Control & monitor third-
party connectivity

Implement a “black-cloud” 
defense so attackers cannot see 
internal resources.

Secure Access to 
Industrial Systems

Make critical infrastructure 
invisible

Secure access to IoT systems in 
ocean-going vessel engines.

Secure Access to 
Industrial Systems

Policy-based access from 
anywhere

Replace on-premise hardware, 
gateways, VPNs.

Secure SD-WAN Local breakouts for branch 
internet

Integrate acquired-company  
systems.

Accelerate M&A  
IT Integration

Integrate companies w/out 
integrating networks

MAN Energy Solutions  
Ensuring Both Internal and External Application Access With a Cloud Security Architecture

Tony Fergusson 
IT Infrastructure Architect
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Pain/Issue Solution Use Case Benefit

Threat of ransomware, 
concerns of senior 
managemen.

Inspect all encrypted 
traffic at scale 
from proxy-based 
architecture  

Threat 
Protection

Inspect encrypted 
traffic at scale

Built-in IP connectivity 
in internal apps 
complicates security.

Move security close 
to the user; simplify 
network architecture 

Secure SD-WAN Local breakouts for 
branch internet

Slow performance for 
remote access.

Adopt ZTNA Secure App  
Access  – No 
VPN

Fast, direct access 
to apps – no 
backhaul

Business Goals

MAN Energy’s secure cloud transformation focused on several key goals, including pro-

tecting data traffic, replacing outdated (and slow) VPN technologies, improving (and 

securing) access for outside contractors and consultants, and establishing a perime-

ter-less security architecture. Fergusson’s initiatives aimed to minimize cyber-threat 

vulnerabilities, reduce network costs, improve user experience, and secure ship control 

systems.

Solution

Employing Zscaler solutions, MAN Energy Solutions eliminated MPLS backhauling — 

replacing it with direct-connection access protected by inline security. Additionally, the 

company deployed ZPA to protect internal apps and extended direct connectivity to 

third-party contractors.

Impact

MAN Energy Solutions’ secure cloud transformation has resulted in improved security, 

faster app access from (very) remote locations, and reduced costs.

Recommendations

1. Secure your IoT data flows.

2. Focus security efforts to protect against ransomware.

3. Evangelize secure cloud transformation internally.

4. Don’t build direct IP connectivity into anything!

In the words of Tony Fergusson:18

Eight years ago, we started our journey to the cloud at MAN Energy Solutions 

when I went down the path of creating a forward proxy for access to the inter-

net. I have been in the IT industry for over 20 years. I started with IBM in 1995, so really 

at the beginning of the internet. I worked at an application service provider (ASP) back 

in New Zealand, kind of the precursor for what the cloud is today. I have been working 

in Europe for ten years, mostly in Denmark for MAN Energy Solutions. While a lot of my 

experience is with Microsoft products like SharePoint and Microsoft 365, I am actually 

a network architect. 

Moving to cloud-based proxies for internet and SaaS applications 
Our on-premises proxy gateways needed to be replaced, so I went to the market and dis-

covered Zscaler for secure internet access. At the time, 2011, they were very new. Now 

I can say we have been a long-term customer.
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One of the interesting things about ZPA is that it fulfills my vision of the black cloud. 

Basically, ZPA acts as a broker for connections. The client software does not know the 

IP address of the end system. A request is sent and if the requester is properly identified 

and authorized to get access to the application — or, in this case, the software running 

on the engine management platform — ZPA initiates the session. It’s like the call-back 

setting on modems back in the day. The whole platform is based on DNS, so you essen-

tially extract the whole network from the equation. Before ZPA, we were assigning a 

class-C network space to each engine on every ship. With ZPA, we basically created a 

namespace routing in between us and the customer. This allowed us to monitor hun-

dreds of ships without looking for a new IP address range. 

Now we can secure each connection, which we can define per user per application. We 

have access control to each engine and we could add strong authentication through 

identity federation. That led to a thought — why not just replace all of our VPNs with ZPA 

for all users? After taking that step, it became quite apparent that the next step was to 

determine what our corporate wide area network was for and if we even needed a corpo-

rate network. Why not just put everyone on the internet and secure the access through 

some sort of software-defined perimeter?

Certainly, we are not there yet but I think within the next few years we will be. Look at 

WannaCry and NotPetya. Making the corporate campus one big open network is a mis-

take. In the past, if users wanted access to unsanctioned things we could not support, 

we just told them no. Now we tell them if you want access to those applications, you have 

to go through the Zscaler fabric.

We’re starting to migrate applications to AWS, and we have to deploy connectors up there, 

so we’ll get connectivity for people to access them. I think of it as the company making 

its own black cloud. I don’t care where the user is or what device they are on. I don’t care 

whether you are at the office or at home. I just need you to get to the application. If you 

Back then, we backhauled all internet traffic from every location and 

had one connection to the internet. We saw that the future was direct 

access to the internet from everywhere, while at the same time, we 

needed to inspect all that traffic. As a result, over several years, we 

went to local breakouts everywhere and inspection of all traffic in the 

Zscaler cloud security platform. From a security perspective, this 

model has been a huge success for our company. We discovered the 

flexibility of cloud-delivered security when we had our first experi-

ences with ransomware. We simply enabled Zscaler sandboxing for 

all of our users and the problem went away.

Secure access to internal data center applications without VPN 
Back in 2014, I had a lot of discussions with Zscaler around what I call “black cloud”; the 

whole idea was that my applications should not even be visible to attackers. In 2015, we 

started beta testing Zscaler Private Access (ZPA). We first used it for the many consul-

tants we work with around the world. Our old system of VPNs was very hard to manage. 

It was difficult to onboard people and get the visibility into what they were accessing.

The first proof-of-concept (PoC) with ZPA was to onboard consultants and it was very 

successful. We quickly brought all of our consultants onto the platform and we went into 

full production in 2016, going live in April, the same date that Zscaler officially launched 

the product. That was when it dawned on me just how powerful this solution was, and we 

could really do a lot with this technology.

Secure access to engine applications in large ships
The next use case was to start looking at protecting our engines deployed in all of our 

seagoing vessels. There were only certain people that should be allowed access to the 

control systems and monitoring software on those vessels so we deployed ZPA.
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Cloud security for integrating M&A 
Think about how this fabric applies during M&A. We did one acquisition in Zurich and to 

onboard the new company, I just gave everyone the Zscaler client. As soon as they had 

Zscaler Internet Access (ZIA), they were at the same security level as we were. Then, 

when they got Zscaler Private Access (ZPA) they could access our private apps. The 

whole process took just two weeks.

Advice to infrastructure leaders
To be successful, you really need to sell this concept of cloud trans-

formation — you need to evolve the organizational mindset. This 

technology is so innovative that you need the people inside your 

company onboard. I spent a huge amount of time internally evan-

gelizing to my CSO, my management, and everyone on why this is 

different, and why this works. To further validate, I pointed to them 

why I was confident that we were protected, and was able to reas-

sure them when they came down to me worried about NotPetya.

Because of this technology, I was able to call a halt to a big 802.1x 

project we had been working on for Network Access Control (NAC). 

NAC does nothing for me when I go home or on the road. On the contrary, it can autho-

rize someone infected with NotPetya to get on the network and the next thing you know, 

everyone is infected.

What not to do
Don’t allow people to build direct IP connectivity into their applications. I wish I had 

acted earlier to keep that from happening. Get your application developers onboard ear-

lier in the project cycle so they understand the new architecture.

go through this secure fabric, I know who you are and I know that you actually should 

have access to this app.

This is the top priority model I have been creating for the company. It is a complete shift 

in thinking and has taken a couple of years to even solidify it in my head.

Securing the Internet of Things 
The biggest problem with IoT is that these devices are generally not patched. They are 

not complying with standards. They are a security risk. What we are doing is putting this 

secure fabric between the people who need to access them and the IoT devices them-

selves.

To accomplish this, we found we needed to create a DNS naming structure. Now our 

policy is set by DNS names, not IP addresses. I can have an A Record for a device and 

several different CNAMES, and I can apply policy based on these. The DNS becomes my 

policy catalog and manager. There is still a lot of thinking we have to do about what this 

all means.

Better security against ransomware
I remember my management coming to talk to me after NotPetya did so much damage 

to Maersk. Management was rightfully very concerned. I just looked at them and said, 

“We’re OK. Everything is closed. Every client is closed. We closed the firewalls to every-

thing. The only way you can get to one of our engines is through Zscaler, through this 

black cloud. So everything is black. The malware has nowhere to go.” 
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Company Background

Company:  National Oilwell Varco

Sector:  Oil and Gas Manufacturing

Driver:  Alex Philips

Role:  CIO

Revenue:  $7.3 billion

Employees:  25,000 computer users

Countries:  65

Locations:  over 600

Solution:  ZIA, ZPA

Company IT Footprint

National Oilwell Varco is a globally-distributed company with plants or operations 

in over 600 locations. Of its large computing workforce of 25,000 employees, 70% 

are mobile with laptops.

Synopsis

When the bottom fell out of the oil-and-gas market, oil-well equipment manufacturer 

National Oilwell Varco (NOV) was in the middle of an expensive — now too-expensive — 

network upgrade. The market downshift would force a change in the way NOV operated, 

and CIO Alex Philips had to make substantive cuts to infrastructure. Philips and team 

had started upgrading MPLS networks to 10gb, and recognized that securing the extra 

data that would come with faster performance wasn’t feasible. Responding to the indus-

try downturn meant Philips and NOV would have to do more with less.

As Philips puts it, NOV shifted to cloud “where it made sense,” employing local internet 

breakouts in lieu of (costly) MPLS networks. Replacing hardware with cloud-based inline 

security reduced infrastructure expense and improved security, especially for remote 

workers, who prior to NOV’s digital transformation had worked outside the controls of 

network security.

National Oilwell Varco 
Microsoft 365 Migration at Scale

Alex Philips 
CIO
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Initiative Use Case Benefit

Cut infrastructure costs. Secure App Access  – No VPN Fast, direct access to 
apps – no backhaul

Pivot to the cloud. Direct Access to Multi-Clouds No data center-to-
cloud direct connect 
required

Transform the network. Secure SD-WAN Local breakouts for 
branch internet

Adopt cloud apps when  
appropriate.

Microsoft 365 App prioritization/peer-
ing with Microsoft 

Pain/Issue Solution Use Case Benefit

Upgrades to MPLS 
networks are too 
expensive to secure.

Simplify network 
and reduce 
MPLS costs

Secure 
SD-WAN

Local breakouts for 
branch internet

Email management is 
costly.

Optimize 
connectivity for 
SaaS routing

Microsoft 365 One-click deployment

Mobile work done 
outside security control.

Adopt ZTNA Secure App 
Access  – No 
VPN

Fast, direct access to 
apps – no backhaul

Users adopting cloud 
apps faster than IT can 
support them.

Standardize cloud 
access for HQ, 
remote, branch 
access

Direct Access 
to Multi-Clouds

No data center-to-
cloud direct connect 
required

Pain/Issue Solution Use Case Benefit

Can’t monitor activity 
outside the “walled 
garden.”

Audit user data 
traffic patterns; 
inventory 
applications

Data 
Protection

Shadow IT  
discovery

Business Goals

NOV teams were trained in legacy technologies that could no longer support company 

operations efficiently or affordably. Philips prioritized objectives: Reduce legacy techni-

cal debt, reduce infrastructure expenses, build out new capabilities, optimize Microsoft 

365 operations, and secure all data traffic for his globally-distributed organization.

Solution

Philips and team took a pragmatic approach to the cloud, prioritizing cloud migration 

across the company as part of NOV’s secure cloud transformation. He led initiatives to 

deploy Microsoft 365 and replace security appliances with cloud-based inline security 

solutions from Zscaler. Driving adoption required significant internal evangelism.

Impact

Cost reduction was Philips’ most immediate requirement, and by eliminating MPLS 

networks and branch hardware appliances, he and team were able to “[slash] tens of 

millions of dollars from [the] budget.” The digital transformation led to numerous other 

benefits too, including improved user experience with direct-to-internet connectivity, 

better security with full SSL/TLS-encrypted traffic inspection, improved (and secure) 
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was “more data.” We began to instrument our products. We could save on wear and tear 

and replacement costs for our customers. Of course, they were making decisions — 

using data — that allowed them to make better choices about where and when to drill. 

Over time, the industry has achieved profitability at $40 per barrel. 

NOV Footprint 
As a company, we had beefed up our IT security in the 2010 to 2014 timeframe. It was 

time to think about a refresh cycle, but many of our larger locations were upgrading 

from 1-gigabit to 10-gigabit networks. There is a huge cost difference in security appli-

ances to make that transition and to handle 10-gigabits of traffic. We were looking at a 

$2 million investment just to maintain the same capability. And what about the OPEX to 

maintain all that gear? How could we reduce that?

It started with Microsoft 365
I remember everyone was talking about the cloud. Microsoft was pushing really hard on 

Microsoft 365. We had almost a hundred Microsoft Exchange servers globally to main-

tain that contained over a petabyte of email storage. It was going to cost $12 million to 

continue down that path of managing our own email, and it was only growing larger. I 

remember deciding, “Let’s just give our email to Microsoft to manage.” 

So we began that journey, a change to the way we did business in IT. Before the down-

turn, we had purchased all of our own servers and did everything in-house. The down-

turn got us thinking and led to a strategic pivot towards the cloud.

I remember thinking, “All these security appliances, this is ridiculous.” All of those mobile 

employees did not work behind those security appliances. They were going directly to 

the internet. With the Zscaler cloud service, we could protect them no matter where they 

were.

mobile-workforce productivity, better visibility for systems management, and better 

administrative oversight with policy-based controls. NOV’s Zscaler adoption improved 

performance, and Philips cites a key security metric: He and team saw a dramatic drop 

in the number of machines they had to re-image due to security infections.

Recommendations

1.  Look to local internet breakouts — specifically, SD-WAN coupled with Zscaler 

inline-proxy, cloud-based security — to both improve security and reduce costs.

2. Recognize that IT best practices are now a cost of doing business.

3.  Ensure “pervasive visibility.” Endpoints aren’t within a “walled garden” anymore, 

and cloud gives you the opportunity to establish monitoring transparency.

4. Use cloud where it makes sense.

5. Avoid complacency.

In the words of Alex Philips:19

I was CISO of National Oilwell Varco (NOV) when the bottom dropped out 

of the oil and gas market. Spot prices for crude plummeted below $30 per 

barrel. I had a long career at NOV, working my way up from system administrator. Over 

that time I had established trust with the executive leadership and my teams. I had 20 

people in my security team with plans and budgets to grow that to 40. Shortly after the 

crisis hit, our CIO departed and I stepped into the dual role of CIO and CISO. My primary 

task? Cut costs. Do more with less.

The downturn impacted the entire oil and gas exploration industry, including our cus-

tomers. Once profitable at $70 per barrel, everyone needed to cut costs to face a new 

reality. Part of the response was the digitization of oil and gas exploration. The mantra 
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direct access to the underlying database, and I don’t need to maintain it. Everything 

is done through APIs that I don’t even have to schedule outages and deployments for 

upgrades.

A multi-cloud strategy
We are taking a pragmatic approach to the cloud. We don’t have a cloud-first strategy; 

we have a “cloud when it makes sense” strategy. We need to get rid of legacy technical 

debt. It needs to be cheaper, and it needs to give us more capability.

And then there are our internal applications. We count over 2,000 official internal appli-

cations, and I am sure there are more we don’t know about. We have rarely forced people 

to quit using an application. At one point we had 70 different ERP systems. It costs mil-

lions to change ERPs and is very disruptive. We have learned to live this way and perform 

lots of consolidation of financials to do the mapping of general ledgers and reporting. We 

also have a data warehouse that allows everyone to use their existing ERP, while we can 

see the whole picture.

For public cloud we have adopted a multi-cloud strategy. We do have IaaS on Amazon 

and Azure and are actively looking at adding Google and Oracle. We are only moving 

workloads to the cloud where it makes sense. We have started a project to do a full anal-

ysis to figure out what it truly costs to host a server in our data centers.

Given that, we are not looking at re-doing most of our applications. When the next cycle 

of higher oil prices comes, the questions will be, “How do we refactor the business? How 

do we look at machine learning? How do we look at containerization?” We are at that 

beginning phase where we are deciding to not make a monolithic big app but rather 

twenty to thirty micro services that can be tied together, something that is cloud ready.

We did not have a sanctioned cloud storage solution at that time. However, the move to 

Microsoft 365 gave every user a terabyte of storage on Microsoft OneDrive. Now, each 

user can share data and folders with third parties and be more effective.

An interesting fallout from this transformation to the cloud is that we actually expanded 

our technology footprint. Ironically, shifting to Microsoft cloud services with secure 

access from anywhere meant we could also support iPads, Macs, and even iOS phones. 

The reaction from our employees was amusing. Here we 

were slashing tens of millions of dollars from our budget, 

while at the same time enabling modern tools. Our users 

were thinking IT was spending so much on all this new 

stuff, when in reality we were spending dramatically less 

and delivering more.

Embracing SaaS applications
It’s funny how cloud adoption happens. Often it is organic. Users use new technology 

before IT gets dragged in. Smartsheet for project-tracking and collaboration is an exam-

ple. Users had flocked to Smartsheet, and the IT group got pulled in to manage identities 

and access. We have adopted it as a sanctioned application.

We transitioned our limited unsanctioned Dropbox users to OneDrive. We have also seen 

a massive uptick in Slack usage for collaboration. IT has not embraced it, but thanks to 

our cloud security service, we are comfortable with people using it even though it is not 

yet officially sanctioned. We definitely see the shift to cloud applications. We have even 

begun the journey of moving HR and corporate finance to the cloud.

Shifting our HR and corporate finance to the cloud is a major leap for us. These applica-

tions are publicly available over the internet instead of in our data centers. I don’t have 
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Currently, we are on a journey to more of a mesh with SD-WAN. Our network team is 

excited by the promise of SD-WAN: Use software to control the network and deploy 

low-cost boxes across the network. This gives us internet circuits that are ten times 

faster than traditional MPLS dedicated circuits, without any impact on quality. With the 

SD-WAN approach, the data in transit is always encrypted, addressing potential issues 

we may encounter in many of the countries where we operate. 

Our MPLS mandate was that the network had to be reliable, always up. We think with 

SD-WAN we can failover to cellular or our employees can head to a Starbucks to get 

access. Considering the fact that our MPLS budget has exceeded $400K per month 

just to service the 100 United States facilities, there are a lot of financial benefits to be 

clawed back by moving to SD-WAN, where we point all internet traffic to Zscaler’s cloud 

security platform. We are also excited about the cost saving potential of applying this to 

our other 500 global facilities. Of our internet traffic, 20% is Microsoft 365. Another big 

chunk is YouTube, which we used to block but now allow because users were watching 

so many work-related instructional videos. 

Local internet connections through an aggregator
We had hoped that we could find ISPs for each location, even assumed that a facility 

manager — who already was responsible for power, water, light, heating, and physical 

security — would be able to find good internet providers. This was a bit too optimistic 

and not moving as fast as we hoped, so we found a broker to manage all those connec-

tions. It cost a little more, but our management requirements are much lower.

Enhanced security 
On the endpoint, we transitioned to whitelisting several years ago. We tried multiple tra-

ditional antivirus companies, but they just couldn’t keep up with the threats. We used to 

have 100 machines a month that had to be quarantined and re-imaged. Now with cloud 

The cloud delivers more functionality and at a lower cost 
Take Zscaler as an example of “just software.” We were able to get rid of our expen-

sive and hard-to-maintain security appliances, while taking advantage of the scale and 

redundancy of Zscaler. We now point our traffic to two different Zscaler data centers. I 

did not have the money to do this in the old appliance world as it would have cost twice 

as much. We get more features, cheaper, along with more capability.

Microsoft 365 is the same way. More features, lower cost, 

more capability like OneDrive and Teams. We are confi-

dent that moving HR and corporate finance to the cloud 

will have the same advantages.

Leveling the playing field with cloud 
IT has always been a competitive advantage. It drives the dual objectives of serving more 

customers and reducing costs.

But now the cloud is leveling the playing field. I worry about how cloud transformation is 

going to change the competitive landscape in our industry. In the old days, if you were a 

small “mom and pop,” you did not have data analytics, massive data warehouses, or a 

digitally-collaborative platform. That was reserved for large organizations such as ours 

with over twenty years of investments in systems, processes, and people. All of a sudden, 

the small shops can get better IT in the cloud. They don’t have to hire IT people, buy and 

deploy servers, or build data centers. They can essentially leapfrog us without making a 

huge investment. To their customers, they have better technology than the large players.

Network transformation with SD-WAN and cloud security
We had eleven internet egress points around the world optimally arranged in the tradi-

tional MPLS hub-and-spoke architecture. 
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You need to look at this as a win-win situation. I think we will all end up with a hybrid 

strategy. Use cloud where it makes sense. That will be different for every company. I 

can’t see a reason to be locked into any single cloud provider of IaaS.

IT leaders need to understand that the days of simply having IT as a competitive advan-

tage are over. IT is just turning into a cost to do business. Even the guy that digs a ditch 

has a website and email. You have to figure out how to tie everything together to create 

greater insights on your business to get back the competitive advantage.

Advice to CxOs — What not to do
I would avoid sticking to the same vendors that you have always used, as their main goal 

is to preserve or grow revenue, not save you money. Look at all the upstarts. A smaller 

company can offer amazing technology and support and is not stuck in the old mindset.

 Avoid complacency. If something is not working, you have to change. If you committed 

to something and realize it was a mistake, suck it up and move on. It feels like we had our 

heads in the sand during the boom times. The oil crash forced us to look at everything 

and transform how we do business. We experienced a forced wake-up call and we rec-

ognize that we still have a long journey ahead of us.

security and whitelisting, it is one a month. We don’t have a malware or ransomware 

problem at all.

The number one attack vector is email, so we invested in advanced sandbox solutions 

for attachments and URL rewrites for links.

Getting executive buy-in for transformation takes work
On the matter of getting buy-in, I am a little bit spoiled. I have been with the company 

for twenty years, from executive support for PCs to servers, ERP, networks, and archi-

tecture. At some point along the way, I led our teams that designed or built most of our 

infrastructure. As we acquired hundreds of companies, I led the teams to integrate them 

into our collective whole. I have gained a lot of trust as a problem solver. This is why after 

we experienced a security incident, they turned to me to build a security team. When it 

came time to replace the CIO, they turned to me again. You have to establish that level of 

trust. Deliver on what you say you are going to do and the executive team will trust your 

direction.

The biggest challenge for me has not been executive buy-in, but it’s getting buy-in from 

my IT staff. When I put these big audacious goals out there, when I said get rid of appli-

ances and move to Zscaler, I got push back. We had a 90-day deployment proposal from 

Zscaler. I told my staff they had 60 days and they got it done.

Advice to CxOs — What to do 
You have to have pervasive visibility. If you don’t, there is no way to know what is going 

on your endpoints. Most endpoints are not in your walled garden anymore. Can you even 

tell if you have a problem?

Journey: National Oilwell Varco 78



Company Background

Company:  Kelly Services

Sector:  Workforce Augmentation

Driver:  Darryl Staskowski

Role:  SVP and CIO

Revenue:  $5.5 billion

Employees:  10,000

Countries:  22

Locations:  870

Solution:  ZIA, ZPA

Company IT Footprint

In 2010, when Kelly Services first started its transformation journey, it was sup-

porting over 10,000 employees across 870 locations in 22 countries. This infra-

structure was supported by 17 different MPLS network providers. By the time 

Kelly Services completed Phase 1 of its transformation journey, it had reduced its 

MPLS footprint from 870 locations to 30 with the help of SD-WAN services.

Synopsis

For IT leaders with global staffing-solutions firm Kelly Services, it was a move to standard-

ize collaboration tools that ultimately triggered the company’s secure cloud transforma-

tion. SVP and CIO Darryl Staskowski and team hit an obstacle: Regional offices used dif-

ferent hardware-based security tools, complicating any possible rollout of a single suite of 

collaboration solutions. In addition to being difficult to administer, Kelly Services’ patch-

work castle-and-moat security model was expensive to operate and maintain.

Initiative Use Case Benefit

Improve user experience. Secure SD-WAN Local breakouts for branch 
internet

Move applications to the cloud. Direct Access to 
Multi-Clouds

No data center-to-cloud 
direct connect required

Migrate to Microsoft 365. Microsoft 365 One-click deployment

Deploy local internet breakouts for 
connection to internal systems.

Secure Access to 
Industrial Systems

Policy-based access from 
anywhere

Kelly Services 
A Blueprint for Secure Cloud Transformation

Darryl Staskowski 
 SVP and CIO
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Pain/Issue Solution Use Case Benefit

Difficult & costly to manage 
all 17 MPLS vendors, 
hardware vendors.

Simplify network 
and reduce 
MPLS costs

Secure 
SD-WAN

Local breakouts 
for branch 
internet

Difficult to standardize 
security across patchwork 
hardware-based security.

Adopt ZTNA Secure  
App Access – 
No VPN

Fast, direct access 
to apps – no 
backhaul

Bandwidth contention 
impacted user experience.

Optimize  
connectivity for  
SaaS routing

Microsoft 365 App prioritization/
peering with  
Microsoft

Business Goals

In an effort to reduce both costs and complexity, Staskowski and IT stakeholders pri-

oritized network-complexity reduction for Kelly Services’ digital transformation. They 

sought to both improve branch-office user experience and eliminate WAN congestion.

Solution

Staskowski worked to build a culture of risk-taking and to empower decision-making. To 

begin, he and team worked to identify internal champions and garner senior exec buy-in.

Kelly Services managed its cloud transformation in five phases: Microsoft 365 migra-

tion, local internet breakouts for web traffic, local internet breakouts for all traffic, cloud 

migration for internal apps, and system and process optimization. (The Microsoft 365 

migration led to MPLS network-vendor consolidation, and cost savings that funded the 

subsequent phases of Kelly Services’ secure cloud transformation.)

Impact

Kelly’s transformation journey reduced the company’s MPLS expenses, saving millions 

of dollars in CapEx and leading to improved branch-office user experiences.

Recommendations

1.  Transform corporate culture with a collective mindset for change: evangelize, 

engage, plan. 

2. Identify champions, get senior exec buy-in.

3. Build a culture of risk-taking and empowered decision-making.

4. Leverage an ISP aggregator.

5. Include all disciplines of IT in the program kickoff.

6. Build a reinvestment model with finance.

In the words of Darryl Staskowski:20

The pre-transformation state
In 2010, we had 870 locations in 22 countries supported by seventeen differ-

ent MPLS network providers at Kelly.

With data centers in three major regions and separate disaster recovery data centers for 

backup, our architecture had grown into one which is similar to many large organizations 

today.

Each data center was protected by a different set of legacy appliances. They had next-

gen firewalls from three different vendors and proxy devices, all managed by separate 

regional teams aligned with each business unit.
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This is all that our internal architects needed to start our cloud 

transformation. The process for us at Kelly Services started with 

applications moving to the cloud. Our transformation journey 

followed five phases, which started with a focus on a network 

purpose-built for leveraging the SaaS applications the business 

demanded, while creating an enhanced infrastructure posture 

at a lower TCO. Once the branch network was complete, the 

focus shifted to moving data center workloads to IaaS and deliv-

ering a consistent end-user experience for access to all business 

systems, regardless of where they were hosted.

Phase 1: Migration to Microsoft 365 
The first step for us was to standardize on a single email and business productivity suite. 

We chose Microsoft’s Business Productivity Online Suite (BPOS). BPOS was an early 

version of Microsoft 365. Moving the entire organization to Microsoft 365 accomplished 

much of the collaboration experience that we needed with SharePoint, and the rest of 

the suite adding to their capabilities.

We also moved to a standard firewall platform in each of our global data centers man-

aged by a single MSSP. We deployed 24 additional firewalls to sites with more than 80 

people, so we could achieve local breakouts for internet access.

In this phase, we also consolidated carriers by awarding a single contract for global net-

work services. This consolidation reduced the MPLS footprint from 870 locations to 30 

with the help of SD-WAN services, where most office traffic was delivered to an MPLS 

backbone via an IPsec tunnel over the internet.

The next step was to eliminate utility services in each office. DNS and Active Directory 

Domain Controllers were consolidated into data centers. Print and file servers were also 

Business needs drive transformation 
But architectures don’t drive change, business needs do. And in our case, it was the lack 

of consistent collaboration tools among the divisions and regions that brought home the 

realization that change was required. We wanted our executives and teams around the 

globe to be able to use the same tools for collaboration, video, and document-sharing, 

and have the same experience when it comes to availability and performance, no matter 

where they were.

Our IT teams were so busy addressing issues with so many different systems that new 

IT projects, such as rolling out Wi-Fi to each office and deploying common collaboration 

tools, were not getting done.

On top of that, the overall posture of the organization was in an unknowable state. All 

those networks were difficult to manage. There was no way to ensure that security poli-

cies were constantly enforced across all these devices. We were starting to be faced with 

significant capital expenditures and continued operational expenditures just to keep 

doing business as usual if we didn’t make a change.

The five phases of our transformation journey
We knew that cloud transformation would deliver solutions that helped create a better 

experience for our users, help us reduce business risk while enhancing our business 

agility, and provide us a competitive advantage, all while reducing our total cost of own-

ership (TCO). 

Our ideal reference architecture could simply be defined as a cloud layer that connects 

all users to all applications, based on business policy, with a consistent end-user experi-

ence, no matter where users are or what device they are using — all at lower cost, while 

being simple to manage.
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Phase 2: Local breakouts for web traffic at all locations
In the next phase, we embarked on a project to introduce local internet breakouts to 870 

small offices, so we could take advantage of Skype and SharePoint Online and any SaaS 

application or online resource.

This was done using the Zscaler cloud security service for web traffic for ports 80 and 

443. PAC files were pushed to personal computers that were deployed in each office. 

Zscaler maintained a global PAC file that used geolocation to determine which Zscaler 

global data center was the most appropriate for security and policy enforcement.

Providing connections to Microsoft 365 is challenging for any organization. More than 

700 separate rules were required, because the branch devices did not support domain 

name rules, and applications like Skype require more than just ports 80/443. Every time 

Microsoft provisioned new IP address ranges for its services, the SD-WAN device config-

uration needed to be updated.

Phase 3: Local breakouts for all internet traffic at all locations 
The next phase we embarked on was to build full VPN IPsec tunnels from each branch 

office to the Zscaler cloud for all internet bound traffic. Zscaler essentially became the 

default route to the internet. Our network service provider provisioned very simple rout-

ers at each of our offices that could send internet traffic to the nearest Zscaler data cen-

ter and internal traffic to our corporate data centers through tunnels that reached the 

MPLS backbone. The branch router or SD-WAN device were very simple to manage as 

there were no complicated rule sets to be enforced.

Now, all traffic over all ports and protocols was being routed to Zscaler, taking advan-

tage of its full Cloud Firewall capability. Instead of the more than 700 policies that were 

required, all our offices had a common set of only 12 policies.

moved. Now, the IT services in the remote offices were simplified. Just end-user devices 

and LANs had to be managed.

The end state after Phase 1: 
• Nine data centers with MPLS-only connectivity. All internet traffic from branch offic-

es backhauled to the data centers before being routed to the internet.

• 24 locations with MPLS circuits and internet protected by UTM security appliances 

managed by a single service provider.

• There were 870 small offices with local internet connections and perimeter devices 

to terminate IPsec tunnels into the MPLS backbone. Note that the internet was used 

as transport, but local breakouts were not enabled. Traffic to the SaaS applications 

still went to the MPLS backbone first, where it then went through the regional data 

centers.

• Consolidated utility computing (DNS, file, and print servers) to data centers.

These changes created cost savings that funded the remaining phases of our transfor-

mation. The networking changes alone saved 60% from our budget for MPLS circuits. 

It also created a better internet experience for those in the regional and country head-

quarters, where UTM appliances were deployed. Our IT operations were vastly simplified 

with common email, SharePoint, and a single MPLS and SD-WAN provider.
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Tight integration between Microsoft 365 and Azure

A bake-off was performed between AWS and Azure. Our team initially picked AWS, 

because there was a more mature marketplace of options to select from like virtual load 

balancers and firewalls, but it was Azure’s tight integration with Microsoft and Microsoft 

365 that was the deciding factor. We moved customer-facing applications to Azure, with 

the goal of making them available to our end users without requiring the use of legacy 

VPN clients.

Attempt to securely access public cloud applications with virtualized  

security appliances

To protect our applications, we made an attempt to build the same sort of legacy infra-

structure that had existed in our data center. Virtualized instances of load balancers 

and next-gen firewall appliances were deployed in front of the applications. This setup 

became prohibitively expensive, as scaling these solutions to support more applications 

in the future required more and more licenses. It was unsustainable and became hard to 

justify a business case that actually made it more expensive to host applications in the 

cloud than in legacy on-premise data centers.

We consolidated four of our data centers in the Asia-Pacific region to one, which reduced 

the number of sites managed by the third-party MSSP. Meanwhile, our North American 

data centers were soon to be migrated to state-of-the-art third-party hosting environ-

ments.

Phase 5: Secure and fast access to internal applications
We kicked off a “Kelly Anywhere” mobile workforce program, and volunteers were moved 

away from legacy desktop collaboration spaces to next-generation collaboration spaces 

hosted in cloud environments. The project was deemed a success, because it provided 

a consistent user experience for application access, both inside and outside offices.

At the same time, the requirement for managing the firewalls at our larger offices was 

reduced considerably, thanks to the Cloud Firewall service.

Application prioritization for Microsoft 365 traffic 

Microsoft 365 posed a bandwidth problem for us at Kelly. It was a critical application, so 

it needed guaranteed performance and responsiveness, but at the same time, because 

OneDrive started to replace the local file servers, file transfers could bog everything 

down. By implementing bandwidth controls available within Zscaler, Microsoft 365 

could be guaranteed 30% of all bandwidth, but also be limited to no more than 50%, so 

that other apps continued to work effectively.

A lesson learned during this phase was that end users should not be the ones making 

decisions about how they connect to IT resources. Many were still launching their VPN 

client when they were connecting to Microsoft 365 applications, leading to performance 

issues. The choice of connectivity should be solved by technology, not the end user.

This phase delivered a consistent end-user experience across our entire network no 

matter where our users were located. It simplified our overall architecture dramatically, 

as every user was protected all the time.

Phase 4: Internal application migration to the public cloud
Once our network configuration was architected to provide consistent, secure access to 

applications, the next phase could begin — migration of our applications to the cloud 

to improve delivery and resiliency. By moving customer-facing applications to Azure or 

AWS, we could begin to consolidate our data centers, while improving the experience of 

mobile workers.
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in the data center and IaaS platforms. The vastly simplified access control lists (ACLs) in 

the data center just have to provide for SDP connections.

The results of a phased approach
Our cloud transformation journey is to a simpler, more effective, more resilient IT infra-

structure. Taking a phased approach will reduce disruption to operations, while generat-

ing the cost savings that can fuel each new phase. 

The new perimeter is identity. The location of the users and the applica-

tions they need is no longer a concern. A focus on identity and protecting 

the data center is more cost effective and a better use of resources.

Transformation timeline 
The total time frame for network transformation is dependent on a number of variables. 

For instance, an organization with 60 locations all on one service provider could move 

to a cloud-enabled network architecture in four to six months. An organization with 900 

locations and multiple service providers could take between 12-18 months. 

Other variables include:

Contractual terms of current providers. Companies using multiple providers globally 

may wait to move to new architectures as their current contracts expire to avoid signifi-

cant penalties. 

Is it a project or a program? You will want to have seasoned project managers that can 

communicate the status of the project to both internal IT and business stakeholders. 

Communicate the value of the project with the business — don’t just treat the project 

like a standard upgrade where you do it during a maintenance window during a holiday 

or weekend and not tell anyone. 

In this final phase of cloud transformation, we are developing a long-term plan to lever-

age software defined perimeter (SDP) principles to deliver a consistent end-user experi-

ence, regardless of where the application is hosted or where the user is located. Invest-

ments in technology are being made to enable future mobile workforce programs, M&A 

consolidation projects, and as a reference architecture for a future zero-trust network 

model.

We made a critical decision not to deploy legacy remote access 

solutions in the new data center. Instead, Zscaler Private Access 

(ZPA) is being deployed. This cloud-built application access 

layer integrates with Active Directory and connects authorized 

users to their applications with no additional hardware or tech-

nology in the data center or in front of the applications in Azure.

We leveraged the SDP solution as a new playbook for mergers and acquisitions. The 

business side has stressed that fast onboarding of new employees after an acquisition 

was critical, as well as the quick spin off in a sale. Instead of focusing on integrating two 

networks, it was decided that ZPA would be rolled out to provide access to required 

applications for future M&A activities. Policies that only allow specific users to access 

specific applications can be quickly deployed.

A transition plan was established to move the network to a zero-trust stance long term. 

Only users coming from the SDP would be granted access to the data centers. The plan 

was worked into the continuing operations plan by scheduling switch-overs as offices 

moved their locations (as they did on average every three years) or when internet con-

nections needed to be upgraded.

The move to SDP would free up IT resources that had been focused on the day-to-day chal-

lenge of securing 900 branches. In the future, we will be able to focus on improvements 
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2. Include all disciplines of IT in the program kickoff.

The new direct-to-internet architecture will touch network, security, endpoint, server, 

and application teams. Include each team from the beginning with a clear end-state 

goal. This will help alleviate the political problems that pop up in transformation pro-

grams when the goals of each IT discipline are not communicated across the various 

leadership team. Everyone has to understand “what is in it for me.”

3. Build a reinvestment model with finance. 

• Organizations will most likely recognize savings as they start to move to a cloud-en-

abled network architecture and move their data center workloads. Build a model with 

finance teams to reinvest a portion of the savings into technology that focuses on 

improving end-user experience. 

• Find technology solutions that can monitor the experience of end users regardless of 

where they are located and send alerts when specific thresholds are met. This allows 

IT to focus on building proactive support processes as opposed to waiting for end 

users to complain about performance issues. 

Successful transformation is often led by senior IT leaders 
Leadership should empower employees to take risks and encourage them to challenge 

the status quo. Look at network, security, application, and identity architectures differ-

ently. CxOs need to convey their goals in terms of end-user experience, SaaS/IaaS adop-

tion, enhanced security, and cost savings to all of IT. IT teams need to understand the 

overall context of the architecture they are tasked with building, as just replacing legacy 

point products will no longer work towards the goals of the CxOs. 

CxOs must build the case for transformation with their business stakeholders on improved 

end-user experience (consistent access to applications regardless of location, which can 

Size of team working on deployment. Most organizations will not have a dedicated team 

to deploy the new architecture and it will fall either on the Network Operations or Net-

work Engineering teams that are also responsible for other tasks. If that is the case, start 

with deploying new architecture and configurations as you have to touch each location 

(example, when a branch office moves). Then implement a process to move a small 

number per week on top of daily operational duties and start to increase that number as 

the various teams become more comfortable with the work. 

What applications are moving to the cloud? Are they just email, legacy business sys-

tems, Salesforce? In some cases, the migration of business systems or adoption of new 

cloud-based tools will drive business process changes. The deployments can be dic-

tated by the pace at which the business processes change to leverage the new tools.

Lessons learned: what worked well and what didn’t

1. Leverage an ISP aggregator. 

• Find a company that can deliver and manage local broadband internet connections 

at your locations. You want to leverage local providers as you will get the most band-

width for the cheapest cost. 

• You don’t want to have to manage dozens of internet providers. Find one that you give 

a street address of your location to and they provide the options. 

• Ideally you will want more than one internet connection from different providers at 

your critical locations for redundancy. 

• Buying internet from the large service providers globally will be almost as expensive 

as the legacy MPLS networks.
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in turn drive mobile workforce programs), enhanced security (the threats are not going 

away, they are multiplying), and cost savings (most organizations are not “IT-focused” 

and their efforts should be focused on supporting their business, not managing email 

servers).

Multiple disciplines of IT with a collective mindset for change
The transformation programs will cover all of IT. CxOs need to sponsor the programs and 

make sure representation from each group participates in steering committees.

Overcome the political challenges associated with changing legacy architectures that 

have worked for thirty-plus years. The new architectures that support a cloud-enabled 

enterprise are very foreign to people who have been supporting legacy network, secu-

rity, data center, and application infrastructure. CxOs need to focus on the paradigm 

shift of service ownership. The capabilities to support this architecture will no longer be 

delivered by point products sitting in a data center managed locally, but the skill set from 

the teams will still be required. CxOs will still need people with network, security, and 

application skill sets in the cloud-first world, in addition to a progressive mindset. Their 

teams will have to learn that they deliver the capabilities to their business stakeholders 

in a different way. 
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Company Background

Company:  General Electric

Sector:  Conglomerate

Driver:  Larry Biagini

Role:  Former VP and CTO

Revenue:  $122 billion

Employees:  300,000

Countries:  170

Locations:  8,000

Solution:  ZIA

Company IT Footprint

General Electric is a global name and has been an icon of technology innova-

tion for well over a century. By late 2018, there were some 9,000 IT employees 

and another 15,000 contractors at GE. GE maintained an application portfolio 

of around 8,000 applications distributed across 45,000 compute nodes. GE’s IT 

infrastructure was spread across 300,000 employees who sat in 170 countries 

around the world.

Synopsis

As VP and CTO, Larry Biagini led General Electric’s journey to a secure cloud transfor-

mation. Biagini recognized that GE needed to fulfill several objectives, including sup-

porting remote app access for its remote workforce, enabling local internet breakouts, 

improving user experience, and better-managing its employees’ cloud activity. Biagini 

and team established a new user-specific authentication model, set data centers as 

cloud destinations, evangelized a cloud-native app-development culture, and moved 

from a control-based to a risk-based IT framework.

Initiative Use Case Benefit

Better support remote work. Secure SD-WAN Local breakouts for branch 
internet

Improve user experience.

Connect users to applications,  
not networks.

Shift to user-centric policy  
enforcement.

Data Protection Shadow IT discovery

Improve security. Threat Protection Cloud-effect: Identify once, 
protect all

General Electric Company 
Shifting from a Control to a Risk Mindset (Larry Biagini)

Larry Biagini 
Former VP and CTO
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Pain/Issue Solution Use Case Benefit

Security is reactive and 
control-based; must shift 
to risk-based.

Enhance security 
posture

Data 
Protection

Protect IP / PII / 
Compliance

Application developers 
need to know more  
about the security stack.

Move security 
close to the user; 
integrate security into 
development workflows

Secure 
SD-WAN

API integration with 
SD-WAN vendors

The roles of CIO, CTO, 
and CISO are changing.

Audit user data traffic 
patterns, inventory 
applications

Data 
Protection

Shadow IT 
discovery

Business Goals

GE needed to reevaluate its reliance on costly, complex, legacy networking technologies 

like VPN and MPLS. In addition, the organization (specifically, the IT team) aimed to 

improve security and user experience, recognizing that local internet breakouts coupled 

with inline-proxy-based cloud security from Zscaler could accomplish both (seemingly- 

contradictory) goals.

Solution

GE implemented ZIA to shift from protecting its network to protecting its users. Biagini 

and his IT team sought to eliminate the distinction between inside and outside the net-

work, move security to the cloud, establish a user-specific authentication model, and 

connect users directly to applications (and not networks). In addition, they worked to 

make data centers direct-connect destinations within the GE cloud architecture, evan-

gelize cloud-first app development, and to move from a control-based to a risk-based 

management framework.

Impact

In little time, GE had retired its VPN and MPLS technologies, and, as Biagini puts it, got-

ten “out of the data center business.” GE reduced costs and improved user experience, 

improving mobile-device access and facilitating direct-to-cloud connectivity. Security 

improved with Zscaler’s “follow-the-user” security policy and coverage.

Recommendations

1.  Connect users to applications, not networks.

2.  Make your data center an “addressable” destination so users can access it via local 

internet breakouts (and inline-proxy cloud-based security from Zscaler).

3. Shift security from a control- to a risk-based framework.

4. Evangelize a cloud-first mentality for application development.

5. Recognize (and embrace) the shift in CxO roles and responsibilities.
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In the words of Larry Biagini :21

I retired from GE in 2015 after spending 26 years in various roles ranging 

from the CIO of a business unit to global CISO, as well as the global CTO. In 

2010 it became very obvious to me and others that more and more activity was happen-

ing outside our corporate environment than inside. This was beyond activities like per-

sonal web browsing; we were doing more and more business over the internet. We were 

using software-as-a-service applications to actually make our business more efficient 

via interactions with our suppliers and our customers.

We also had product and software engineers putting stuff in AWS or Azure to quickly try 

things out and so it became very clear that we had to re-evaluate how we were managing 

security to protect our environment. The old model was that everything inside was good, 

everything outside was potentially bad. So the game was to protect the inside from the 

potentially bad on the outside. Unfortunately, there was no inside and outside anymore. 

There were just people using devices on an available network trying to get their jobs 

done. The more walls we put up and the more security policies we put in place to try to 

protect our network, the more people found ways around it and the less visibility we had 

into what they were doing.

Protecting “the network” no longer works
Counterintuitively, by trying to protect the network, we were actually making the corpo-

rate network more vulnerable because we couldn’t see what people were doing when 

they were not on our network.

We couldn’t prevent them 100% of the time from doing certain things that could have 

security consequences and our users were dissatisfied with the way security was trying 

to prevent them from getting their jobs done. For example, we had global policies in 

place that said things like sexual content needs to be blocked. Makes sense, but classi-

fication of content is not a science and we had researchers in our healthcare business 

being denied access to sites that had to do with cancer research. Trying to set up a policy 

based on where a user was in the network to allow the healthcare folks to look at breast 

cancer research, which may be misclassified as sexual content, while at the same time 

not allowing that same thing to happen in our finance business was almost impossible 

to do.

People were finding ways around it. They’d come in, they’d turn off their Wi-Fi connec-

tion and use 4G or LTE, so ultimately we were not doing our job because we were pre-

venting our end users from doing theirs.

User mobility breaks the traditional networking and security paradigm 
Our organization was already widely distributed, and we were starting to see that more 

and more of our people were working remotely — They were out at customer sites, on 

windmills, and visiting oil rigs. They were out doing their jobs and they were off our net-

work. So this idea of protecting the corporate network soon became deciding to only put 

the pieces of the network that are so crucial to us behind a perimeter that we will never 

allow them to be connected to the internet, and treating everybody as if they’re on an 

open network connection — treat it like an untrusted network. Our goal was to protect 

our users no matter where they were and that’s when we started thinking about simply 

moving our proxy into the cloud. The proxy acted as a security gateway between our 

internal corporate network and the internet.

User mobility necessitates change and one of the first things we did was move our prox-

ies and gateways to the cloud.
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network via VPN, we were opening our corporate network to whatever evil lay on the 

other side of the VPN.

We ended up developing our own solution, My Apps, that 

allowed a user anywhere to run any internal web-based 

application without being on the corporate network. Basi-

cally we validated and authenticated the user and we val-

idated and authenticated the device. And if both of those 

passed the test and you had a policy that you were able 

to run that application, you run that application wherever 

you were.

We were talking to Zscaler, our cloud proxy provider at the time, and we saw great use 

for it as we were doing acquisitions and divestitures. We were doing an acquisition where 

we knew that the acquired company was compromised and it would take us years to fix 

it. We used My Apps to give the acquired company’s users access to GE applications 

and vice versa — GE people accessed the acquired company’s applications without ever 

connecting the networks together.

This was a time saver, a money saver, and obviously better security posture for us.

Since then, Zscaler has introduced Zscaler Private Access (ZPA) to do the same. ZPA is 

much more robust than what we built ourselves and much more integrated in the cloud, 

but the same premise holds true: You can’t secure a network that allows users on it. 

Because networks don’t really get attacked, you attack users who have network access. 

After that it’s pretty much game over. Most organizations have a flat network where once 

you’re in you can go anywhere. Those who have tried to segment those networks at the 

network level have failed miserably. I know because we tried as well, and it’s just way too 

complicated, especially in a large organization.

Cloud security enables user-centric policy enforcement
Moving our security gateway into the cloud gave us one clear benefit. Now we could 

actually tie policies, both a security policy and a compliance policy, to an individual user 

no matter where they were in the world.

Regardless of the network they were on, the user 

would always get the same experience. It wasn’t 

dependent upon whether you were sitting in Atlanta, 

New York, or San Ramon, California. Once the secu-

rity gateway was in the cloud and the policy followed 

the user, we had happier users. 

Delivering a rich user experience while maintaining visibility
So the first big win for us was user satisfaction. The ability to deliver a consistent user 

experience — both from a performance standpoint, and a policy standpoint. And that 

made a big difference in the way that our users thought about our security team.

From a security perspective we now had visibility into what everybody was doing wher-

ever they were. There was no concept of on-net or off-net anymore. We could see if the 

user was home, at a Starbucks, or in the office. We could apply a policy but we could also 

get security visibility into what they were doing. So the chances of a user being off-net, 

getting infected because they weren’t protected by the network controls that we had in 

place and then coming back on-net and causing a problem went down drastically.

If we can kick everybody off the corporate network and they’re going to the internet 

through a cloud security gateway, that’s fine, as we’re protected and can apply compli-

ance policies. But the reality is that the user has to get back onto the corporate network 

to run applications that are in our data center. The traditional solution was a network 

VPN connection, but that broke our model. If we allowed them to come back on the 
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exceptions. They may say they have a policy that says you can’t do these five things, 

except for the CEO who has privileges to do so. What you find when you start peeling 

back the onion is that their network protections are porous, never mind the network 

being porous. The network protections themselves are porous by design.

If you want to go in front of your board and say that you can prevent 95% of bad things 

happening to your organization by doing one thing and one thing only, tell them you 

could turn off accepting external emails into your organization. With just that one thing, 

you will create an environment where you are so well protected from anything bad hap-

pening that they’ll love you immediately. On the other hand, not accepting unknown 

emails from unknown parties is a terrible business decision.

So, this is the discussion that you have. Why don’t you just block email? And the response 

will be that you can’t, because people need to communicate with the outside world. 

Well, the same is true outside of email. People need to communicate with the outside 

world. They work outside of the organization so they understand that this is the risk that 

you have to live with, and design your solutions differently.

Make your data center an application destination like a public cloud
We had potential customers who told me they had a plan to get all their applications into 

the cloud by 2020. My response to them was that this just wasn’t going to happen. It just 

doesn’t make business sense to move all your applications, and if you don’t know it now, 

you’ll know it when you start to move some of these applications.

What’s more important is that your data center becomes part of the cloud infrastructure 

and you treat your own applications as cloud applications whether you move them or not. 

By leveraging My Apps, which we built at GE, we were able to turn internal applications 

into something that looked like a SaaS application without ever moving them to AWS, 

Connect users to applications not networks
So the solution is really to make sure that the right user on the right device gets access 

to the right services regardless of the network they’re on. If you can do that you can kick 

all your users off your corporate network. And you’re 100 times more secure.

If you think about it logically, you don’t own the network because as soon as you connect 

to the internet, you’ve lost complete control. It doesn’t matter if you’re a two-person 

shop or 200,000 person shop — The more connections, or any connections, you have 

gives you a loss of control. If you have users that have things like laptops, or iPads, or 

iPhones, they’re not always going to be on the network that you want to control.

Your employees are going to be doing business, they’re going to be at risk from infec-

tions, ransomware, and things like that. Many organizations only have network security, 

which means you are secure only in your office and on the corporate network. When 

users go home, they have no protection, are at risk and get infected with ransomware. 

They come back the next day, they plug into the corporate network, and that ransom-

ware will now infect the entire corporate network.

Take the same scenario where that person could do his or her job every single day no 

matter whether they’re at home or at the office, and not be on the network that you care 

about. They’ll still possibly get infected with ransomware, but if they do, the damage 

is limited, because the network they’re on is not the corporate network that you care 

about. It’s the internet. The only thing they can affect is the person sitting next to them at 

home, but it can’t spread across your internal company network because your internal 

network never hosts that user.

It’s an enormous shift in thinking but it’s the only shift that makes sense. For everybody 

who’s trying to secure their entire network from bad things happening, the next ques-

tion you will need to ask them is how big their exception list is. Because everybody has 
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You know what? The intellectual property in a washing machine or a light bulb has a 

lifespan until the day you ship it to Home Depot or Lowe’s. Then it’s out there and can 

be completely copied by anyone. Some of the intellectual property in an aircraft engine 

will decide whether you’re in the engine business for the next 20 years or not. Yes, both 

assets are valuable intellectual property and we would like to protect them, but where 

are we going to really spend our effort? Not on figuring out how not to lose a sock in a 

dryer, but how not to allow competitors to take that one sliver of technology that we think 

is going to differentiate us over the next 20 years in aviation.

The security people must turn into people who understand risk — understand where 

their highest risks are and put their mitigations in place that allow those highest risks 

to not actually occur. In our organization we called them “crown jewels.” They were so 

important to the organization that we were going to put so many controls on them, and 

invariably impact the productivity of the people who needed access.

We made sure that when users were accessing those systems, or that data, or those ser-

vices, they had no email access and they were not connected to the internet. It wasn’t a 

classified network but we were separating it from the rest of the network, an extra step to 

ensure that even if something bad happened to the network, it would never impact any 

other part of the network. And our security team was looking at it 24/7, because it was 

that important for us.

Developing a proactive risk-based mindset
In the near future, security teams will need to turn into hunters to understand if they are 

being targeted. They will need to turn into risk leaders to understand where the risks are 

to your organization. They will also need to turn into knowledge experts when people 

start to move stuff into cloud services and understand how to implement policies in a 

secure manner.

Google Cloud, or Azure. Those platforms are enablers for certain things, but this doesn’t 

mean that you can’t transform yourself by continuing to host your own applications.

I get intrigued when people say they’re going to have a hybrid 

data center. No, you’re going to have a hybrid network. Just 

turn your data center into a destination for the people that 

are supposed to use it and you don’t have to do anything 

else. Now you may want to because it may be more efficient 

to run certain workloads in a cloud environment or it may 

become more efficient to rewrite some of your applications 

so they work better with some of the capabilities that AWS 

and Azure provide, but the reality is that’s not the first step 

in digital transformation.

The first step in digital transformation is understanding that what we built for the last 20 

years doesn’t apply anymore. Right, wrong, or indifferent, it just doesn’t apply.

Security needs to shift from a control- to a risk-based framework
Let’s talk about organizational impact. If you think about it, a security team was always 

about running and cleaning up the latest mess, and if we suggest that the mess is going 

away, it leaves an organization wondering why it has a security team.

What they should be worried about is what the risks to their organization are and identi-

fying those risks and making sure they are mitigated appropriately. For instance, we did 

a risk analysis on our entire organization. We asked the CEOs to explain the risk to their 

business, because everything can’t be protected but we do want to protect what’s most 

important. Pretty much everybody came back with intellectual property as the number 

one risk.

Journey: General Electric Company – Larry Biagini

     The first step in digital 
transformation is 
understanding that 
what we built for the last 
20 years doesn’t apply 
anymore. Right, wrong, 
or indifferent, it just 
doesn’t apply.  

92



Developing an in-depth knowledge of the technology stack
But now application teams have to understand much more of the technology stack: 

the databases, what they’re using, the network connectivity between AWS and maybe 

the data center, the security protocols, the authentication protocols. Application peo-

ple never had to worry about that — They always left it up to the infrastructure group 

because the infrastructure group managed the infrastructure. But you don’t own the 

infrastructure anymore. Now what?

My number one tip is to bring in a small team that has done this before. Pick a couple of 

applications that you think are good candidates for moving out of your data center into 

the public cloud and let that team do it. Seed some of your developers who know the 

functionality with that team, let them learn the tools and techniques, let them see how it 

can be done, why it should be done and in many cases why it shouldn’t be done. I think 

that gets the whole organization moving in the right direction.

If you show a few successes early on, both from a cost and a functionality standpoint, 

then you can get application teams, your network teams, and your infrastructure teams 

to recognize that they were part of that success. It encourages them to want to continue 

the success, and to know that they are capable to take on their own projects without 

continuing to hire people from the outside.

The roles of CIO, CTO, and CISO are changing
It’s not just the CIO, it’s the CTO, and the CISO as well. If you look at the three main roles, 

which are CIO, CTO, and CISO, the CIO shifts from technology-first to business-first. 

Understand what your business actually needs, understand what your business wants, 

understand how your business operates and find the best technology solutions to allow 

that to happen, whether you own them or not.

Application development: traditional vs cloud-native
The CIOs too have a couple of challenges in this new paradigm. The first challenge is 

to manage expectations and to guide the conversation about the difference between 

digital and cloud. Because CEOs and boards hear, “We have to go cloud.” What the CIO 

has to do is understand how to give the business the tools it needs to get the business 

growing and that cloud is a part of that strategy, but it is not the only thing.

Second, the modern CIO has to understand the capabilities of his or her organization 

and most of them will realize quickly that they don’t have the right talent in place to 

make this digital transformation. They have good people who have been worried about 

technology for the last ten, fifteen, twenty years, and what we’re saying here is that the 

technology is still important but the technology is actually changing. If you’re a network 

jockey and we decide to shrink the network so it’s not relevant anymore, the role and 

the need for you is going to change. On the other hand, if you’re a good network admin 

and you are moving applications off to AWS or Azure or Google Cloud, this will present 

different problems, so get yourself versed in what those issues are going to be.

If you’re on the application side and think you’re going to write an application the same 

way you did for the data center and allow it to run well in AWS, you’re fooling yourself. 

It’s a different skill set. “Lifting and Shifting” applications from on-premises to the cloud 

more often than not leads to disappointing results. You have to write apps differently. You 

have to think about them differently, you have to understand interaction between that 

cloud, other clouds, your users, and your data center. This is not what application people 

have done traditionally. Application teams get requirements from their functional users, 

they implement those functional requirements and everyone’s happy.
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system and move it into NetSuite? It may not be today, but if you’re not asking a question 

every single day, you’re going to miss that point where you should’ve said, “Now’s the 

time to do it.”

The CIO has to educate functional users that they are not going to get every bell and 

whistle they want and that they had. But instead, they get speed, they get accessibility, 

they get lower cost, and they get faster functionality introduction. 

The modern CIO has to understand where the business is trying to go, because if a busi-

ness isn’t growing, it’s dying, and everyone out there knows that they’re at threat from 

digital companies. He or she has to also understand what the company’s doing, where 

its threats are, where its opportunities are, whether there is any white space that this 

new digitally-connected world can allow them to take advantage of.

The CTO has to shift from architecting corporate networks 

to embracing the fact that you can’t control everything, but 

you should know your users, you should know your devices, 

and you can control what they access. Don’t think you have 

to build it because you can’t. Don’t think that your solutions 

are the only solutions that people are going to use.

And the CISO has to shift from security and controls to risk and enablement. If you could 

look at Salesforce today, it was first introduced in the organization not by IT, but by 

Sales. Why? Because it filled a need that IT couldn’t address. And it was all done under 

the radar and then IT stepped in and said, look we’re embracing cloud because we’re 

using Salesforce. If it were up to most IT organizations they would’ve said no, we can 

build it ourselves, just give us the requirements.

And take a step back and think about any organization today. If you’re able to build an 

HR system from scratch would any organization say, “Yes, I want to do that”? Absolutely 

not. If you had to build a CRM system, would you do it? The answer is absolutely not. If 

you had to build an expense system would you do it? Absolutely not. 

We have large organizations out there who are running their own internal systems that 

need to start asking themselves the question of when is the appropriate time to tip the 

balance, to take the internal HR system that has been customized to hell and turn it 

over to Workday, for example? When is the appropriate time to take the manufacturing 

Journey: General Electric Company – Larry Biagini

     The CISO has to shift 
from security and 
controls to risk and 
enablement.  

94



Company Background

Company:  Great-West Life

Sector:  Financial Services

Driver:  Philip Armstrong

Role:  CIO

Revenue:  $30 billion

Employees:  24,000

Countries:  4

Solution:  ZIA

Company IT Footprint

GWL is the oldest insurance brand in Canada, and it has major subsidiaries in the 

United States, Ireland, the UK, and Germany. Of its 24,000 global employees, 

3,200 are in information technology.

Synopsis

A few years ago, Canadian insurance powerhouse Great-West Life (GWL) was undergo-

ing a business transformation as it shifted from a product-focused culture to a service 

orientation. CIO Philip Armstrong aimed to reinvigorate the way GWL delivered its IT 

services with a Secure Access Service Edge (SASE) approach.

Initiative Use Case Benefit

Move from hub-and-spoke  
to hybrid cloud architecture

Secure SD-WAN Local breakouts for branch 
internet

Improve security Data Protection Protect IP / PII / Compliance

Improve agility Secure SD-WAN Local breakouts for branch 
internet

Great-West Life 
Accelerating the Financial Services Sector to the Cloud
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Philip Armstrong 
CIO
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Pain/Issue Solution Use Case Benefit

“Packaged” malware 
represents a huge 
threat

Inspect all encrypted 
traffic at scale 
from proxy-based 
architecture

Threat 
Protection

Inspect 
encrypted 
traffic at scale

Difficult to track app,  
data access

Audit user data traffic 
patterns, inventory 
applications

Data Protection Shadow IT 
discovery

Difficult to defend 
against threats in real 
time

Decouple security  
from the network;  
unify security and  
cloud platform

Threat 
Protection

Cloud-effect: 
Identify once, 
protect all

Difficult to forecast 
fluctuating data-
transfer volumes, 
costs.

Enhance security 
posture to quickly 
detect and remediate 
exfiltration attempts  
at scale

Data Protection Protect IP / PII / 
Compliance

Business Goals

Armstrong and his IT team began their secure-cloud-transformation efforts by:

1. Consolidating and transforming existing legacy systems

2. Retraining everyone to be cloud-first

3. Moving from a legacy network architecture to a hybrid-cloud model

Solution

To those ends, Armstrong and his colleagues:

1. Integrated service channels, including voice, text, web, and smart device

2. Prioritized the company’s move to the cloud, adopting new SaaS apps for discrete 

functions and planning for elasticity. With their new service model, it was easy to 

centralize cloud oversight — They benefited from comprehensive monitoring visibility

3. Secured everything while creating defensive redundancy and integrating third-party 

partner access to corporate resources

Impact

1. Improved security and malware detection 

2. Cost savings from replacing remote-office security appliance stacks

3. Better remote access to SaaS applications

Recommendations

1. Build the workforce to align with cloud-first strategy.

2. Move apps to the cloud, but recognize you’ll need a phased approach.

3. Secure everything with a defense-in-depth strategy.

4. Push discrete functions (e.g., CRM, HRIS, expense reporting) to SaaS applications.
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In the words of Philip Armstrong:22

Since joining GWL in 2016, my challenge has been to reinvigorate our brands 

in the face of changing technology and communications channels to our cus-

tomers. Every day, we must help our clients use their benefits or their pension programs 

to realize their financial dreams. 

As an established company, we have everything from 1970s-era mainframes, which 

can’t be beat for cost-effectiveness, to artificial intelligence (AI). So I have to ask: “How 

do we take that spread of technology and perform open heart surgery to improve it?” 

And technology transformation does not happen in a vacuum. There are cultural and 

economic changes to consider. 

I have been in technology since I left school. I have worked in 40 countries and have lived 

through every hype cycle. But despite the hype, cloud is impacting the way we all do 

business. If you are like me, you are moving parts of your business to the cloud. 

At GWL, we are pursuing a hybrid model. We have five data centers and will continue to 

use them. We will use appropriate cloud providers. In some cases, where cloud does not 

make sense, workloads are moving back from the cloud. I think of the cloud as a fantas-

tic tool for augmentation.

Modernizing through digital transformation
We are on a journey to refresh our brand. We are looking at robotics, process automation, 

and AI. We want to provide all of our services in the language our customers choose. We 

are transforming how people think about our business and how to plan for problems we 

don’t even know about yet.

In Canada, 50% of our workforce is made up of millennials. Without a doubt, they have 

a different risk tolerance. Consumers are becoming increasingly tech-savvy. Our entire 

business is changing, from our base infrastructure to our products and service channels 

— voice, text, websites, or other means (Alexa, Google Home). New ways to connect 

with our customers are popping up all over the place.

Customers do not care if they came in over one channel last week and another this week. 

They expect us to know about those transactions. People now expect a certain level of 

technology from their providers. At GWL, we have to meet those expectations.

We work with thousands of financial planners and independent agents. We have to sup-

port them with technology that is easy to use and does not interfere with their current 

business processes.

SaaS adoption and beyond
Like most companies, we have gone through stages of 

transformation. We rapidly transitioned to Salesforce for 

customer engagement, Concur for expense reporting, and 

SuccessFactors for human resources. These are discrete 

functions that are easy to move to the cloud without dis-

rupting our core business. 

But there are architectural patterns you need to know about. When the cloud first became 

popular, some of our business units were excited for all the wrong reasons.

From the adoption of these discrete applications, we matured over the last two years. We 

started in the United States by moving workloads to Amazon East and West, and Ama-

zon was slow to open data centers in Canada. Our organization did a significant foray 

into AWS, and we had big decisions to make about whether to invest in data centers and 
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Building the workforce
The shift to the cloud is a big cultural and training disruption, and you have to go through 

massive education for internal users. It’s important to look at different departments and 

how people collaborate. 

When it comes to moving a large organization, cloud transformation is 70% cultural and 

30% technical.

Getting experienced cloud resources is difficult. Most companies are transitioning, are 

in the cloud, or have a hybrid. When you start to move to the cloud, you need developers 

that can develop applications in the cloud and you are paying a premium for toolkits, 

which are changing rapidly. If you are looking for someone with three to four years of 

in-depth cloud experience, then it is an arms race. You train them, and then they leave 

for a higher salary.

The other problem is the number of clouds. Spin up a public cloud instance; it drops 

down to AWS, then to my own data center. Between the clouds, you are actually going 

into the internet. You have to find people with multi-cloud experience to architect all of 

that. 

You need financial people who can monitor usage, and DevOps people who can extend 

their knowledge into cloud. You also need cybersecurity people who need a whole host 

of skill sets. All of these skill sets are very expensive.

We have had a very deliberate strategy of partnering with large tech companies and 

leverage good professional services arrangements with them.

Should internal applications move to the cloud?
There are two schools of thought on moving workloads to the cloud. The companies that 

are starting their cloud journey look at obvious workloads. They have progressed to: “I 

recovery centers or whether our users and needs were the best fit for the cloud. We have 

been on that journey for about two years. 

Why has it taken so long? We wanted to do it right. We went through each of our applica-

tions. We hired specialized talent from Silicon Valley. We re-engineered to take advan-

tage of cloud benefits like monitoring and elasticity. And we spent a lot of time getting 

ready.

We are looking at IaaS for end-of-the-month processing peaks, when we need extreme 

amounts of compute power. We have found that it is not true that cloud is always cheaper. 

One lesson learned was that moving to the cloud means you are transporting a lot more 

data. It’s cheap to bring it in, very expensive to pull it out. It can cost you a fortune in data 

transfer expense.

Our largest IT suppliers — Cisco, IBM, and Oracle — have been gradually pushing their 

preferred environment, the cloud. That has a financial impact. It shifts your IT budget 

from predictable, contracted costs to a subscription model where expenses are vari-

able. That shifts your budgets around. The accounting department complains about how 

lumpy your spending is. It impacts financial planning. One way we addressed that is by 

investing in Apptio. It measures usage, so I can cost out the technology in my data center 

and keep a close eye on who is spending what on cloud resources. And yes, it is cloud-

based.

Another advantage is that large cloud providers have invested in security. More often 

than not, breaches are an internal mistake rather than some flaw in the way cloud infra-

structure is architected.
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an SIEM (security information and event management). 

We have a large cybersecurity team, and we are under 

pressure to deliver on the promise of all this technology 

by ensuring that security is done right.

Partners and financial advisors can be a problem. Some work directly for us, so we can 

control their desktops and monitor their activity. Then we have people who have a com-

mercial agreement with us, but own their own infrastructure and hardware. What we 

try to do with them is give them tools that they can access securely via Zscaler Internet 

Access. You have to look at how they are accessing your applications, data stores, and 

tools before deciding how to protect those elements.

Complete independents can also sell our products. You have to ensure they come through 

routes you can secure. What we have found is you cannot stop everything, so you need 

these multiple levels of defense. You cannot monitor and measure everything, so you 

have to apply the more sophisticated technology, like AI, so your team can be freed up 

to focus on the important things.

The bad guys are starting to use AI to package their malware. They want to be able to 

bypass the sandbox technology everyone is deploying to catch their malware.

Zscaler saw the writing on the wall. The difference with Zscaler is they can inspect traf-

fic inline. Detonation chambers have been around a long time, but they run in a virtual 

environment, and the sophisticated stuff detects the virtual environment and goes to 

sleep. Zscaler has built its own environment without the standard virtual machines, so 

the malware detonates and is detected. 

One of the great things about working with cloud vendors is if I get infected by some-

thing, and I show the vendors what I have seen, they will learn from it. Then they imple-

ment protection in real time into the cloud.

am going to understand the benefits and cherry-pick my internal apps to move to the 

cloud.” Do they need elasticity to support a variable workload? Do they need the avail-

ability and easy access? Can they take advantage of the built-in security? 

The other school of thought is that legacy applications are going to take a lot of money 

to move. Is there a hybrid approach that does not require complete rewrites? Keep in 

mind that if you do the hybrid approach, you will have some users going to the cloud and 

others who will be routed to your existing data centers. It is still early days in big orga-

nizations. Many are not ready to drop the VPN and authentication tokens. It’s getting 

there, though.

Now we are starting to hear about large companies partnering to drop stacks into your 

data center. Cisco and Microsoft have partnered to drop an Azure stack in the data center, 

if I want it in-house, for whatever reason. That allows me to virtually “run it in the cloud.”

I get exasperated when I hear CIOs say they are moving everything to the cloud. I have five 

mainframes. We view these as so cost-effective, I doubt they will ever move to the cloud.

Securing it all
I am a believer in defense in depth, so I will have overlapping security capabilities. We 

have different types of detonation chambers in the cloud. We are using Zscaler for web 

traffic and Proofpoint for email. That will filter less-sophisticated threats, the everyday 

burden of a constant flood of attacks. Therefore, volumes of incidents are reduced dras-

tically.

We have very sophisticated appliances for application firewall defenses. As you drill your 

way into our data center, we use firewalls from multiple vendors. We are shifting to Mic-

rosoft Windows 10 and use Active Directory and Intune for mobile device management. 

We also have a privileged user management system for server access and track alerts in 
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We had some savvy board members that encouraged me, and our first forays have been 

quite positive. We are proceeding with caution. We have an internal checklist for any app 

we plan to move to the cloud. If we believe there is a good business case, we will do it.

Large financial services are slow and steady. They are risk-averse and heavily regulated. 

They are in the trust business. That comes with the responsibility to think very carefully 

about the fit of the cloud.

Lessons learned
The very first thing you have to do is take a temperature check of your internal culture. It 

is normal to be excited about moving things out to the cloud. Vendors will go directly to 

your internal people, bypassing any oversight you may have. If everyone says, “Yes move 

everything to the cloud,” I would be equally worried. Ask yourself what is the primary 

driver. Is it security? Agility? Flexibility?

The ice that is under the water — that hidden infrastructure — is quite expensive. It is 

hard to find people with that knowledge of the architectural patterns.

What not to do
Try to prevent your internal business users from going directly to cloud suppliers them-

selves. They can punch a hole in your cyber fabric. They can enter into contracts that 

leave a nasty cost surprise. They can leave critical digital assets lying around. You have 

to be the cloud broker. 

Avoid moving things to the cloud simply because you don’t like working with your inter-

nal IT people.

If you move to the cloud and realize it was a mistake, acknowledge that and move it back.

An example of our security working is that we had no issues with WannaCry. We saw 

some attacks in North America and a couple in Europe. We had already patched for it. 

What we are seeing is that we are in pretty good shape to screen out the run-of-the-mill 

stuff. It’s the very sophisticated stuff that we have to worry about. It gets past your first 

line of defense, lands in an inbox, and somebody clicks on a link. Either Zscaler gets the 

link and blocks it, or our endpoint solution sees the unusual behavior and the device is 

quarantined until it can be cleaned up.

For a lot of companies, the cloud has complicated things. How do you extend your secu-

rity fabric to multiple clouds? It’s simple: just get a cloud cybersecurity service.

Before our transformation journey, we had a traditional 1970s hub-and-spoke design. 

Cisco helped us build a leaf-and-spine design — a fully meshed network between access 

switches and the backbone, many to many — using Cisco Unified Access Data Plane 

(UADP) switching ASICs. We spent all of 2017 building that. The design they helped us 

with is complete, and it is already implemented.

But we also recouped costs from all those remote offices that no longer needed the full 

stack of security appliances. It allowed us to invest in our future model.

Moving forward 
It was rather hard to sell the transformation internally. I have been here two years. We 

were quite a traditional shop and we were happy building a moat around the data center 

and securing it. But when it comes to talking about different services, we could not build 

that ourselves, so we saw we needed to use public clouds. As we did research, people’s 

attitudes came around. The biggest hurdle to overcome was around security.

I spent three days in Redmond at Microsoft doing a deep dive on the Azure architecture. 

When I came back, my boss asked what I thought of the security of Azure. I told him, 

“They are more secure than we are.” 
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Company Background

Company:  PulteGroup

Sector:  Home Construction

Driver:  Joe Drouin

Role:  CIO

Revenue:  $7.6 billion

Employees:  4,000

Countries:  1

Locations:  700

Solution:  ZIA

Company IT Footprint

At Pulte, there are almost 5,000 employees. Pulte serves approximately 35 regional 

markets across the United States, and has 600 to 700 active communities and 36 

divisional offices around the country. The company’s IT footprint is around 5,000 

desktop endpoints.

Synopsis

When CIO Joe Drouin joined home-construction corporation PulteGroup, he discovered 

an IT environment held back by legacy technologies, including its hub-and-spoke corpo-

rate network protected by a castle-and-moat security model. He learned that the orga-

nization hadn’t made significant investment in IT technologies or services in more than 

ten years. (He likens the company’s old systems architecture to a plate of spaghetti.)

Senior PulteGroup management recognized that its “spaghetti” approach could no longer 

support the needs of its evolving business. Drouin sought to move PulteGroup away from 

its “accidental architecture” of legacy hardware, applications, and point solutions. He and 

his team developed a transformation roadmap for a cloud-centric, modular, flexible, elas-

tic, scalable, API-centered architecture. The changes weren’t all technical: The team had 

to transform a culture of outdated, custom-developed, built-on-prem mindsets.

After cloud transformation, PulteGroup stakeholders have reduced MPLS and mainte-

nance expenses, accelerated performance with local internet breakouts, and reduced 

administrative overhead.

PulteGroup 
Building a Home in the Cloud

Joe Drouin 
CIO
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Initiative Use Case Benefit

Roll-out Microsoft 365. Microsoft 365 App prioritization/
peering with Micro-
soft

Improve security and reduce risk. Secure SD-WAN Local breakouts for 
branch internet

Simplify IT and increase agility. Data Protection Shadow IT discov-
ery

Modernize access to internal apps 
in the cloud.

Secure SD-WAN Local breakouts for 
branch internet

Pain/Issue Solution Use Case Benefit

Poor user 
experience.

Move security close 
to the user; simplify 
network architecture

Secure 
SD-WAN

Local breakouts 
for branch internet

“Spaghetti” 
architecture was  
too costly, complex 
to manage.

Enhance security  
posture

Data 
Protection

Protect IP / PII / 
Compliance

Poor M365 
performance, 
rollout.

Optimize connectivity  
for SaaS routing

Microsoft 365 One-click 
deployment 

Business Goals

Drouin aimed to modernize PulteGroup’s IT culture to make it cloud-first, internet-first, 

and multi-cloud. That started with reducing dependence on MPLS backhauling, priori-

tizing data center and internet traffic with direct connectivity, and simplifying systems 

management.

Solution

Drouin and team roadmapped a cloud-centric, modular, flexible, elastic, scalable, 

API-centered architecture. They got a quick win with a seamless Microsoft 365 rollout. 

(In Drouin’s words, the M365 deployment went so well that users were sending thank-

you notes to the infrastructure team. And it didn’t hurt that the effort saved the company 

more than $1M in SAN replacement costs.)

PulteGroup transformed its outdated DIY, built-on-prem culture with ZIA, shifting to local 

internet breakouts for all users, and migrating on-prem .NET and SQL stacks to Azure.

Impact

The changes had immediate impact: PulteGroup retired MPLS networks and on-prem 

appliances, reducing infrastructure and maintenance costs significantly. User experi-

ence improved with faster connectivity (fostered by local internet breakouts for all users). 

From an administrative perspective, PulteGroup’s new, more-flexible architecture made 

it easier for Drouin and team to manage applications and resources.
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Pulte and the cloud
When I got to Pulte, everything was built on-premises. We had a data center in our office 

in Arizona. Almost everything was built or bought and housed in that data center. We had 

a traditional hub-and-spoke network with everything pointing back to that data center. 

Soon thereafter, we were running out of space, were at capacity, and had to add space 

and power and cooling. The cloud was tried-and-true for me, having had much success 

with cloud platforms and SaaS at Kelly Services, so we started moving to it in earnest.

Beginning our cloud journey with Microsoft 365 and local internet 

breakouts
We rolled out Microsoft 365 and got off on-premises Exchange. 

Early on, we started purchasing SaaS solutions and slowly but 

surely moved more and more of our footprint out of the data cen-

ter and into the cloud, which meant that we had to change the 

traditional hub-and-spoke model of the network. That’s when we 

brought in Zscaler to help. I was familiar with Zscaler from my 

time at Kelly, and felt like Pulte was not a dissimilar model. We 

have lots of small locations that are constantly opening and clos-

ing.

We started putting local internet into those locations, so we didn’t have to backhaul all 

our traffic to the data center in Arizona. Zscaler provided us the ability to do that and 

put all the security provisions in place that we needed. We moved more toward a hybrid 

design — We still sometimes have pipes back to the data center, but every location has 

connectivity via a local internet provider. This helped give us flexibility, but importantly 

it also reduced the delays we often experienced waiting for business-class service to be 

brought out to residential areas in far-flung suburbs, where often getting direct circuits 

took ages.

Recommendations

1. Adopt (and evangelize) a cloud-first mentality.

2. Seek an early “win.” For Pulte, that win was a successful Microsoft 365 deployment.

3. Design your new architecture for flexibility, scalability.

4. Recognize that transition may raise costs, but only initially.

5. Shift from hub-and-spoke with castle-and-moat to local internet breakouts and 

Zscaler.

In the words of Joe Drouin:23

Evaluating our IT footprint
I’d been part of some fascinating IT transformations in the past, but this was 

certainly the most challenging. We had some legacy technology, systems, and applica-

tions that didn’t support the business anymore. I was able to lean on my prior transfor-

mational experiences at TRW and Kelly to do the same kind of thing at Pulte. 

In 2015 we started focusing on what we could do around our now twelve-year-old appli-

cation footprint. By 2016, we were ready to hit the accelerator. We spent all of 2017 lay-

ing out the roadmaps and our investment plans, building a fundamentally new architec-

ture — a very cloud-centered architecture — and getting everything lined up for when 

the flow of investment kicked back in. As we entered 2018, we built out the underlying 

foundation and new architecture — our “enterprise data hub,” a platform for integration 

that broke us out of our legacy environment of a point-to-point, twenty-year-old, acci-

dental architecture, to a more deliberate, modular, loosely-coupled, API-centered one 

with a strong footprint in the cloud.
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replaced much more easily than trying to replace a big, monolithic, three-year software 

development project.

I think slowly but surely we will get to a point where there’s very little on-premises tech-

nology. At the point we are ready to entertain the notion of replacing our finance system, 

I would certainly be looking for a cloud-based system.

A hybrid-cloud environment
As more and more of our capabilities are hosted in the cloud, it is important to be able 

to route traffic locally where it needs to go and back to the data center when needed. We 

still host our legacy ERP in the data center. We’re currently deploying new and updated 

applications to Microsoft Azure. All our custom applications were built on .NET and SQL, 

so from the server OS to the database, all the way up through the development stack 

and to the desktop, we’re a Microsoft environment. As such, Azure was a natural place 

for us to focus.

Costs will go up short term
There is an education process for IT and the whole business as you move into the cloud. 

One maybe not-so-obvious thing is there is often not a direct cost savings. During the 

transition stage, we are putting things in the cloud and paying by the drink but at 

the same time, we can’t just turn the data center off. You can’t shut down enough 

equipment in the data center fast enough to offset the cost of moving. Ultimately, the 

economics of it will pay off, but for a time we’re carrying costs for our data center and 

we’re incurring new costs. The idea of pay-per-use in the cloud is a great one. The idea 

that you can turn the dial up and down sounds great, though in my experience the dial 

only seems to go up.

End state: flexibility
I see us three or four years from now with a much more flexible IT environment, one that 

sits mainly in Microsoft’s cloud but that would be containerized to the point that if we 

decided to spread the love a little and move some things out of Azure, it wouldn’t be a 

problem. We will have this modular, plug-and-play architecture that will give us tremen-

dous flexibility. In this scenario, we will have applications that can be plucked out and 
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Company Background

Company:  Fannie Mae

Sector:  Financial Services

Driver:  Bruce 

Role:  CIO

Revenue:  $110 billion

Employees:  10,000

Countries:  1

Locations: 8

Solution:  ZIA, ZPA

Company IT Footprint

Fannie Mae has 10,000 users and over 10,000 servers in one or two data cen-

ters. Fannie Mae connects to about 2,500 banks and institutions, and to about 

forty market providers of data or other types of services. Fannie Mae manages 

petabytes of data and 400 different applications. The complexity of its systems 

and infrastructure is not on the order of an international bank, but it is vital —It’s 

systemically important.

Synopsis

Fannie Mae secures and coordinates debt for millions of American citizens: Its finan-

cial systems literally underpin the U.S. banking system. As a fundamental component of 

the domestic economy, Fannie Mae’s cybersecurity and secure operational continuity is 

essential to financial organizations around the world.

Former CIO Bruce Lee led Fannie Mae’s secure cloud transformation with the aim of 

improving the organization’s resiliency, agility, and systems management. He preached 

a cloud-first mentality, and with Zscaler, successfully deployed Microsoft 365.

Initiative Use Case Benefit

Introduce agile development 
methods for internal app 
development.

Direct Access to  
Multi-Clouds

No data center-to-cloud 
direct connect required

“Fixing the foundations”: 
Improve security for cloud-
first environment.

Secure SD-WAN Local breakouts for 
branch internet

Migrate apps to native cloud 
model

Secure App Access — No 
VPN

Fast, direct access to 
apps — no backhaul

Network, security transforma-
tion

Secure SD-WAN Local breakouts for 
branch internet

Fannie Mae 
Transforming Critical Financial Infrastructure Behind the U.S. Economy

Bruce Lee 
CIO
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Solution

At Fannie Mae, Lee began his cloud-first efforts with Zscaler, employing ZIA to trans-

form the organization’s network and security infrastructure. Internal evangelism (even 

to legal) was key to his efforts to create an ecosystem of collaborative DevOps (and 

to make peace between IT and dev teams). Lee standardized development on cloud 

models, and established direct-to-internet local internet breakouts. He also successfully 

deployed Microsoft 365.

Impact

Fannie Mae has seen dramatic results: reduced complexity, better user experience, Mic-

rosoft 365 adoption, improved control, and better security. Lee and team were able to 

go from 38 data-replication models to just two. The improved control and visibility has 

improved systems administration, leading to more flexibility and more agile develop-

ment.

Recommendations

1. Evangelize cloud-first model to both IT and development teams.

2. Recognize that an enterprise journey to the cloud will be multi-faceted.

3. Acknowledge differences in terminology, strategy, priorities for cloud infrastructure 

(IaaS, PaaS, SaaS).

4. Get the legal team on board early.

5. Embrace the move to corporate standards.

Initiative Use Case Benefit

Deploy Microsoft 365 Microsoft 365 App prioritization/peer-
ing with Microsoft

Pain/Issue Solution Use Case Benefit

Inflexible dev environment 
led to untenable dependence 
on outsourcing.

Adopt ZTNA Secure App 
Access – 
No VPN

Control & monitor 
third-party 
connectivity

Developers and IT not on  
the same page with regard to 
security, controls.

Audit user data 
traffic patterns, 
inventory 
applications

Data 
Protection

Shadow IT 
discovery

Business Goals

Lee and his IT team began with a clear IT strategy direction that prioritized agility, veloc-

ity, and — always — a cloud-first mentality. Their goals were to increase operational 

resilience, reduce app-configuration complexity, and “fix the foundations,” literally, to 

reduce Fannie Mae’s dependence on both outsourcing and expensive hardware.
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In the words of Bruce Lee:24

When we began our digital transformation journey here at Fannie Mae, we 

took a long hard look at what kind of company we were. We are a Fortune 

top 25 company with a three-trillion dollar balance sheet and fourteen billion dollars in 

profit. 

I have been an IT person my whole career. I started off creating trading applications for 

banks in London. We were the disruptors back then, using PCs instead of mainframes. 

From there, my career has followed the disruptions in the financial space; in the deriva-

tives world of interest rates and then foreign exchange. I was at HSBC until about 2012, 

when I got an opportunity at the New York Stock Exchange, and I thought, “Well if you 

really believe in technology’s power to transform the market, we’re witnessing that with 

high-speed trading.” So I joined an industry in transition.

I came to Fannie Mae in 2014, when I saw that the mortgage market was transform-

ing. The way that mortgages were created, serviced, and securitized was changing. The 

mortgage industry was probably the last of the financial services industries to get a real 

dose of technology transformation. In the past four years, we have been fundamentally 

rewriting the mortgage industry in the United States from our position as a secondary 

mortgage provider.

We have both the trading side and a B2B side to manage. The ecosystem is a big plat-

form that does not look dissimilar to an Uber or Airbnb in that our job is to connect 

excess capacity — the world’s financial capital — to excess demand. We just had to take 

that platform and renovate it. That’s what we’ve been doing for the last few years.

At Fannie Mae, we are deemed part of the nation’s critical financial infrastructure 

because we move so much money, we connect so many things. We have an outsized 

commercial impact, yet we are not that large in terms of people and servers. We manage 

petabytes of data and 400 different applications.

When it comes to starting down this path of digital transformation, I don’t think CIOs 

spend enough time answering the questions: “Where are we today? Where do we want 

to be? And, how do we start the journey from here to there?” 

When I joined, we had a lot of software development being done in the classical waterfall 

approach. We had five separate projects in which we were investing 100 million dollars a 

year, each. When you look at the track record of such large IT projects, you find there is 

a 96% failure rate, making them extraordinarily risky.

We had a lot of departmental Sun boxes running Solaris, 

which meant a lot of application concentration onto individ-

ual servers. Most of our people were no longer programmers, 

but rather had become vendor managers because the devel-

opment had been outsourced. We’d lost the core ability to 

engineer and architect. We’d become captive to our vendors 

in a very dysfunctional way.

That hard look was the start of our journey. While we found many areas we needed to 

improve, we found pockets of people who still have that imaginative view of what the 

future can be. I listened to them, as a new CIO must.

Defining a strategy
The main message was that we needed clarity of direction. We set out and made five 

bold statements about our IT strategy. One of them was that we would partner more 

closely with the business and make releases for structural applications every six months. 
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customers can find what they need on their own. You want to create a world that allows 

our own internal data view to intersect with the customer’s view of themselves.

These conversations occurred when we were executing on our objective of IT partnering 

with the business. We evaluated other tools but ultimately went with Salesforce for CRM. 

We adopted Salesforce and immediately had to learn a valuable lesson, to learn to resist 

the temptation to over-customize SaaS tools — to try to make them fit our old way of 

thinking. We even had a group that redesigned the way the Salesforce interface worked 

until the end users asked, “Why does it scroll back and forth instead of up and down?” 

We learned to abandon that stuff and work with what Salesforce delivered.

Migrating internal applications
As we embraced the cloud more generally, we had to look at how to effectively move 

our own applications from our data centers to AWS. One of the challenges people have 

is that they underestimate a long-held core corporate tenet: that the infrastructure will 

be perfect, and applications can be written with that assumption. We will provide highly 

available clusters, and automatic disk-mirroring, monitoring, and redundancy at the 

hypervisor level. We’ll have transaction integrity maintained on the database backend, 

and the VMs will never go down. Because of that, application developers did not have to 

code resiliency into their applications.

In my experience, your approach to the cloud has to be that something can go wrong. 

VMs are easier to move around. They need to automatically recover. You have to worry 

about the state of your data and the multiple states it can be in. Basically, you have to 

think about all aspects of not having a perfect infrastructure. You can’t rely on speed, for 

instance, as it will vary. In the internal corporate network, you spent a lot of time tuning 

everything to make sure that a transaction will never take more than 100 milliseconds. 

This excited the agile team, but it scared the waterfall guys to death — but it also got 

everyone to a place in their heads where they said, “We’ve got to go faster.”

Another goal of the new strategy was that we were going to embrace the cloud where 

it made sense. Stating that helped overcome the objections of the traditional IT forces 

internally.

A third objective was to build a team internally that could power our digital transforma-

tion by being core to the business. That means acquiring the skills, bringing in talent, 

pushing our vendors and outsourcers further away from us, and internalizing more of 

the work. This is a typical arc you will see in most agile digital transformations: you have 

to own more of the people yourself and you have to be more self-sufficient in software 

engineering and design. We have that as a goal.

We put another goal first that we called “fixing the foundations.” That meant putting 

in place fundamental security and architectures that recognized how critical data was. 

At the end of the day, data is what matters most to us. Beyond cloud, beyond security, 

beyond everything. Who has that data? How accurate is it? And how can it be relied on? 

What intrinsic value does it have that a company like Fannie Mae can stand behind? 

These foundational improvements included partnering and agile delivery. It was adopt-

ing the cloud. It was sorting out the data and building the team to do it all.

Adopting SaaS
Moving to Salesforce led to interesting conversations with our business. The business 

wanted better Customer Relationship Management (CRM) tooling, but they were look-

ing at it through what I call an old-world view. We pushed them to realize that they did 

not want a better tool for creating tickler notices to call a customer — What they really 

needed was a customer engagement tool. You want an environment where interested 
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business value chain. Decomposing that so the pieces can move to the cloud and be 

programmed in such a way that their variable performance does not impact your SLAs is 

the key. We are only now getting to see just how hard that is.

On top of creating a DevOps ecosystem, you have to figure out support. Your cloud infra-

structure providers may not call you for two hours when they have a problem. In the 

meantime, you race around with your own troubleshooting only to discover the glitch 

was on their end.

Transforming the network and security infrastructures
When we started our cloud transformation, we performed a network 

hop analysis. This application spoke to this data set internally by 

making several hops. It would go from the application stack through 

two global load balancers and down to the storage arrays and find 

its data. It was a two- or three-hop technical journey from the view 

of the execution memory to the data we needed. When we put the 

same data set in AWS, because it was going to be used for analytics, 

we discovered we increased the number of network hops by a factor 

of three, to nine.

As you move applications to the cloud, you have to be aware of the network paths the 

data is going to take. You may leave your data where it is in the data center, but you have 

to be smart about all the hops it takes to get to it. You will invariably be adding layers and 

hops. You have to engineer that carefully. That may mean doubling down on the quality 

and depth of the networking team in your organization.

We embraced security as a journey that ran in parallel with our exploration of our appli-

cations, data, and transaction processing. We had phases of what we would allow along 

the journey and what we could support. And then we looked at what comes next, and 

Because of that, you could guarantee what throughput would look like or know that two 

updates will be done close enough together and you won’t have a data integrity problem.

With cloud, you can’t take any of that for granted. You have to program for what it is and 

what happens if it slows down. The Intel updates for the Specter and Meltdown bugs that 

Amazon rolled out are a great example. Everything slowed down, and you had to adjust 

for that.

The interplay between hardware and software is much more loosely coupled in the cloud. 

That’s what developers have to program for.

During eighteen months of “test and learn”, we tried to take a lot of corporate standards 

and design principles into AWS, and it was a disaster. We had to regroup after eighteen 

months and implement a native cloud model rather than try to duplicate what we had in 

the data center.

We had anticipated this learning curve when we started, but we still had to go through it 

so people’s hearts and minds would come over. They had to experience why it was diffi-

cult, why their paradigm doesn’t work, and why they had to learn a new one.

I think of cloud migration for applications in the following ways. Corporate applications 

like HR systems and payroll systems should go to the cloud. Get the things that are not 

core to your business into the cloud. It’s painful if it slows down, but it’s not a problem. 

Then you have the other end of the spectrum, which is highly-variable compute. Lots 

of compute, lots of data, but highly-variable loads. That’s another use case where you 

should definitely go to the cloud.

The challenge is the migration of your core transactional systems, your legacy Sun Solaris, 

Oracle transaction flows, the things that go up and down and are interlinked end-to-end 

across the whole company. There may be as many as forty to fifty applications in a single 
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We had to fight a lot of that at the beginning. It’s natural for 

the developers to want to avoid working within the constraints 

of IT, but it always comes back to haunt you. Eventually, they 

have to interact with you, the security people, the data team, 

and network people. The myth that cloud is what drives devel-

oper productivity falls apart when you try to run anything in 

production for real, and run it at sustained levels, and have 

monitoring, and make sure it has the right backups, and that 

the resiliency is in place and that you’ve tested it, and the net-

work doesn’t get crowded out by something else.

To me, it means you are just shifting the pain to a different part of the organization: off 

the developers and onto their infrastructure colleagues. Developers, infrastructure, and 

security all have to be on the same page from the beginning.

There is no shortcut when you are building the hard stuff — The things that address real 

business and customer problems require integration across silos.

Things to do
• The main point is to realize that your cloud migration journey, like your digital mi-

gration journey, is going to be multifaceted. You should not think of it as one thing. 

You have your pure SaaS projects, your platforms like Salesforce and ServiceNow, 

and you have your office-automation shelf like Microsoft 365 and SharePoint. You 

can progress on one thing separate from the others. Moving Exchange to the cloud is 

a lot easier than moving a mortgage-underwriting system to the cloud. One took nine 

months to organize, the other is going to take five years to complete.

what comes after that. We were fortunate in that the CISOs were of the mind to “make 

it work.” We did not experience that typical battle with the security folks. They took the 

time to learn the AWS security stack, learn the way it works, and in many cases imple-

ment what was needed. We have assets in AWS, but we still connect back to our data 

centers and then out through our security stack before getting to the internet. The next 

step of our evolution is to put that security stack in Amazon, as well, to allow direct con-

nections from inside Amazon to other places.

Establishing local breakouts
We are on the verge of pulling the trigger to allow our 10,000 employees to go directly to 

the internet from wherever they are. We use Zscaler Internet Access (ZIA) for that. The 

driver is Microsoft 365. When you make that shift to Microsoft 365, while still backhaul-

ing everyone’s traffic to HQ, the bandwidth usage goes through the roof. 

The point of this journey is to increase the resiliency of the company. Moving to Micro-

soft 365 means that if we have issues with our systems, our employees can still get to 

email and SharePoint. Because of that, we went with Azure’s hosted Active Directory, 

removing one more thing that could fail. If people cannot authenticate, they would not 

be able to get to Microsoft 365.

Things to avoid
• Avoid saying it will be quick and easy to move to the cloud. It won’t be. Just tell people 

it is much harder than they think. 

• Try to avoid contention between developers and infrastructure people. Developers 

tend to jump to the cloud due to impatience with the controls in place. They don’t 

want to wait for a server to be provisioned. They try to make the case that using the 

cloud is just easy. 
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Developers are OK with just ticking boxes on AWS when they set up a VM. They don’t 

think of them as standards; they don’t fret over the fact that there are only three choices 

of configuration. They forget that they used to specify hundreds of different configura-

tions on the corporate side, insisting that their application is special, it’s different; they 

need this, they need that. In the cloud, they are perfectly happy with limited choices and 

just tick which ones they want.

Somehow the cloud has managed to make standards acceptable. The cloud is not cus-

tomized, it is not bespoke. It’s a very standard environment. I used to have 38 flavors of 

data replication in one data center at Fannie Mae; 38 ways that application teams had 

to decide their applications would move data from their primary system to their backup 

system. Thirty-eight of them. We had to close the data center to get down to ten ways, 

and now we have another big project underway to get that number down to two.

This move to standardization is a good thing for the industry.

• Be precise in language usage. Infrastructure as a service is different than platform as 

a service versus software as a service. They are all very different with different paths 

to success. Be especially careful with SharePoint. Customizations spread like wildfire 

and make it hard to migrate to the cloud. If I had to do it all over again I would have 

killed off SharePoint internally first.

• The legal team has to adjust too. They have to understand that the nature of the 

vendor-customer relationship has changed. They comb through contracts looking to 

customize them to the company’s benefit. But cloud contracts are one size fits all. 

The provider cannot modify them for each customer. Which brings up an important 

insight I had.

Cloud introduces standards
A big “aha” moment for me was when I thought about the fact that we know intrinsically 

that systems — trade systems, cargo systems, any systems — all work better when you 

have standards. Think of railroads and standard gauges. We know standards are good.

In corporate life, though, standards have become associated with 

avoiding the negative — security standards to prevent you from 

doing something stupid; database standards so you don’t do any-

thing stupid. They’re seen as governance hurdles that limit cre-

ativity. Standards are somehow burdensome and bad. The beauty 

of the cloud is that it has managed to make standards sort of sexy, 

make them good things, because they free developers from the 

whole infrastructure nightmare. If your own infrastructure team 

tried to impose a whole bunch of standards on developers, they 

would hate it.
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Indices



By Customer Journey

AutoNation

Use Cases: Data Protection, Microsoft 365, Secure SD-WAN, Threat Protection 

Product(s): ZIA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s):

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

Fannie Mae

Use Cases: Data Protection, Direct Access to Multi-Clouds, Microsoft 365, Secure App 

Access  – No VPN, Secure SD-WAN

Product(s): ZIA, ZPA

Zscaler Solution Model(s): SASE, Microsoft 365

Key Pain Points(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

FrieslandCampina

Use Cases: Data Protection, Microsoft 365, Secure SD-WAN, Threat Protection 

Product(s): ZIA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s): 

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

GE – Jim Fowler

Use Cases: Secure SD-WAN, Threat Protection

Product(s): ZIA

Zscaler Solution Model(s): SASE

Key Pain Point(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions
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Kelly Services

Use Cases: Direct Access to Multi-Clouds, Microsoft 365, Secure Access to Industrial 

Systems, Secure App Access  – No VPN, Secure SD-WAN

Product(s): ZIA, ZPA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s):

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

MAN Energy Solutions

Use Cases: Accelerate M&A IT Integration, Secure Access to Industrial Systems, Secure 

App Access  – No VPN, Secure SD-WAN, Threat Protection

Product(s): ZIA, ZPA

Zscaler Solution Model(s): SASE, ZTNA

Key Pain Point(s):

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• Outdated architecture leads to inefficient, unreliable, and expensive network  

operations

GE – Larry Biagini

Use Cases: Data Protection, Secure SD-WAN, Threat Protection

Product(s): ZIA

Zscaler Solution Model(s): SASE

Key Pain Point(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

Great-West Life

Use Cases: Data Protection, Secure SD-WAN, Threat Protection

Product(s): ZIA

Zscaler Solution Model(s): SASE, ZTNA

Key Pain Point(s):

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment
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Schneider Electric

Use Cases: Data Protection, Direct Access to Multi-Clouds, Microsoft 365, Secure 

Access to Industrial Systems, Secure App Access  – No VPN, Secure SD-WAN

Product(s): ZIA, ZPA

Zscaler Solution Model(s): SASE, ZTNA

Key Pain Point(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

Siemens

Use Cases: Data Protection, Direct Access to Multi-Clouds, Secure Access to Industrial 

Systems, Secure App Access – No VPN, Secure SD-WAN

Product(s): ZIA, ZPA

Zscaler Solution Model(s): SASE, ZTNA

Key Pain Point(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

National Oilwell Varco (NOV)

Use Cases: Data Protection, Direct Access to Multi-Clouds, Microsoft 365, Secure App 

Access  – No VPN, Secure SD-WAN

Product(s): ZIA, ZPA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current  

solutions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the  

business or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

• Outdated architecture leads to inefficient, unreliable, and expensive network  

operations

PulteGroup

Use Cases: Data Protection, Microsoft 365, Secure SD-WAN

Product(s): ZIA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s):

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance
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Secure SD-WAN

Product: ZIA

Zscaler Solution Model(s): SASE

Key Pain Point(s): 

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

Customer Journey(s): AutoNation, Fannie Mae, FrieslandCampina, GE – Jim Fowler, GE 

– Larry Biagini, Great-West Life, Kelly Services, MAN Energy Solutions, National Oilwell 

Varco (NOV), PulteGroup, Schneider Electric, Siemens

By Use Case

Microsoft 365

Product: ZIA

Zscaler Solution Model(s): SASE, Microsoft 365

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that 

users expect

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

Customer Journey(s): AutoNation, Fannie Mae, FrieslandCampina, Kelly Services, 

National Oilwell Varco (NOV), PulteGroup, Schneider Electric
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Secure App Access – No VPN

Product: ZPA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

Customer Journey(s): Fannie Mae, Kelly Services, MAN Energy Solutions, National Oil-

well Varco (NOV), Schneider Electric, Siemens

Direct Access to Multi-Clouds

Product: ZPA

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s): 

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

Customer Journey(s): Fannie Mae, Kelly Services, National Oilwell Varco (NOV), Schnei-

der Electric, Siemens

Threat Protection

Product: ZIA

Zscaler Solution Model(s): SASE

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

Customer Journey(s): AutoNation, FrieslandCampina, GE – Jim Fowler, GE – Larry Biag-

ini, Great-West Life, MAN Energy Solutions

Data Protection

Product: ZIA

Zscaler Solution Model(s): SASE

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that users 

expect

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• Outdated architecture leads to inefficient, unreliable, and expensive network operations

Customer Journey(s): AutoNation, Fannie Mae, FrieslandCampina, GE – Larry Biagini, 

Great-West Life, National Oilwell Varco (NOV), PulteGroup, Schneider Electric, Siemens
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Accelerate M&A IT Integration

Product: ZPA

Zscaler Solution Model(s): SASE, ZTNA

Customer Journey(s): MAN Energy Solutions

Secure Access to Industrial Systems

Product: ZPA

Zscaler Solution Model(s): SASE, ZTNA

Customer Journey(s): Kelly Services, MAN Energy Solutions, Schneider Electric, 

Siemens
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Zscaler Private Access (ZPA)

Use Cases: Secure App Access  – No VPN, Direct Access to Multi-Clouds, Accelerate 

M&A IT Integration, Secure Access to Industrial Systems

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that 

users expect

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

Customer Journey(s): Fannie Mae, Kelly Services, MAN Energy Solutions, National Oil-

well Varco (NOV), Schneider Electric, Siemens

By Product

Zscaler Internet Access (ZIA)

Use Cases: Microsoft 365, Secure SD-WAN, Threat Protection, Data Protection

Zscaler Solution Model(s): SASE, Microsoft 365

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that 

users expect

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

Customer Journey(s): AutoNation, Fannie Mae, FrieslandCampina, GE – Jim Fowler, 

GE – Larry Biagini, Great-West Life, Kelly Services, MAN Energy Solutions, National 

Oilwell Varco (NOV), PulteGroup, Schneider Electric, Siemens
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ZTNA

Use Cases: Secure App Access  – No VPN, Direct Access to Multi-Clouds, Accelerate 

M&A IT Integration, Secure Access to Industrial Systems

Product(s): ZPA

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that 

users expect

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

Customer Journey(s): AutoNation, FrieslandCampina, Great-West Life, Kelly Services, 

MAN Energy Solutions, National Oilwell Varco (NOV), PulteGroup, Schneider Electric, 

Siemens

By Zscaler Solution Model

SASE

Use Cases: Microsoft 365, Secure SD-WAN, Threat Protection, Data Protection, 

Secure App Access  – No VPN, Direct Access to Multi-Clouds, Accelerate M&A IT Inte-

gration, Secure Access to Industrial Systems

Product(s): ZIA, ZPA

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that 

users expect

• Difficult to manage security policies, inspection, compliance, and governance in a 

complex hybrid-cloud environment

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

• Outdated architecture leads to inefficient, unreliable, and expensive network opera-

tions

Customer Journey(s): AutoNation, Fannie Mae, FrieslandCampina, GE – Jim Fowler, 

GE – Larry Biagini, Great-West Life, Kelly Services, MAN Energy Solutions, National 

Oilwell Varco (NOV), PulteGroup, Schneider Electric, Siemens
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Microsoft 365

Use Cases: Microsoft 365, Secure App Access  – No VPN, Direct Access to Multi-

Clouds

Product(s): ZIA

Key Pain Point(s): 

• Current network solutions cannot deliver the experience (Google/Amazon) that 

users expect

• End user experience and productivity are negatively impacted due to current solu-

tions and complex overall environment

• Experience when using internal and external business apps doesn’t meet the busi-

ness or user expectations for performance

• IT is unable to support quick shifts in the business strategy and drive the necessary 

outcomes for the organization

Customer Journey(s): AutoNation, Fannie Mae, FrieslandCampina, Kelly Services, 

National Oilwell Varco (NOV), PulteGroup
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End user experience and productivity are negatively 
impacted due to current solutions and complex overall 
environment

Use Case(s): Microsoft 365, Secure SD-WAN, Secure App Access  – No VPN 

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Product(s): ZIA, ZPA

Customer Journeys: AutoNation, Fannie Mae, FrieslandCampina, National Oilwell Varco 

(NOV), Siemens

Experience when using internal and external business 
apps doesn’t meet the business or user expectations for 
performance

Use Case(s): Microsoft 365, Secure SD-WAN, Secure App Access  – No VPN 

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Product(s): ZIA, ZPA

Customer Journeys: MAN Energy Solutions, National Oilwell Varco (NOV), PulteGroup 

By Key Pain Point

Current network solutions cannot deliver the experience 
(Google/Amazon) that users expect

Use Case(s): Microsoft 365, Threat Protection, Data Protection, Secure App Access  – 

No VPN 

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Product(s): ZIA, ZPA

Customer Journeys: AutoNation, Great-West Life, Kelly Services, MAN Energy Solutions

Difficult to manage security policies, inspection, 
compliance, and governance in a complex hybrid-cloud 
environment

Use Case(s): Threat Protection, Data Protection

Zscaler Solution Model(s): SASE

Product(s): ZIA

Customer Journeys: AutoNation, Fannie Mae, FrieslandCampina, GE – Larry Biagini, 

Great-West Life, National Oilwell Varco (NOV), PulteGroup, Schneider Electric, Siemens
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IT is unable to support quick shifts in the business 
strategy and drive the necessary outcomes for the 
organization

Use Case(s): Secure SD-WAN, Direct Access to Multi-Clouds

Zscaler Solution Model(s): SASE, ZTNA, Microsoft 365

Product(s): ZIA, ZPA

Customer Journeys: GE – Larry Biagini, National Oilwell Varco (NOV)

Outdated architecture leads to inefficient, unreliable, and 
expensive network operations

Use Case(s): Secure SD-WAN, Data Protection

Zscaler Solution Model(s): SASE

Product(s): ZIA

Customer Journeys: AutoNation, FrieslandCampina, GE – Jim Fowler, Kelly Services, 

MAN Energy Solutions, National Oilwell Varco (NOV), Schneider Electric, Siemens
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