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I N T R O D U C T I O N

Is HTTPS traffic safe?
Enterprise data security seems to suffer from a widespread misunderstanding of this question. 

HTTPS (i.e., TLS, formerly SSL) is the industry standard for encryption and it protects data in transit. 

Its job is to keep content private from anyone who wants to spy on it. But this protocol is only a 

vehicle; encryption doesn’t mean that the content itself is safe. Malware can be encrypted and 

transmitted just as easily as legitimate files—and, in fact, more than eighty percent of malware 

travels over these channels. 

If this idea seems basic, consider this: most organizations do not inspect all encrypted traffic.  

Many do not inspect any encrypted traffic. With the majority of traffic moving over encrypted 

channels, why wouldn’t enterprises inspect it? And the better question: what are they missing?

It turns out they’re missing a lot. Between January and September of 2021, Zscaler blocked 20.7 

billion threats over HTTPS. This represents an increase of more than 314 percent from the 6.6 billion 

threats blocked in 2020, which itself was a nearly 260 percent increase from the year before. 

Cybercriminals are getting increasingly savvy with their attack tactics, and have benefited from 

affiliate networks and as-a-service tools available over the dark web. This availability has led to 

an explosion of sophisticated attacks that keep security teams awake at night. Ransomware in 

particular has impacted companies across the globe with high-profile attacks causing damages  

in the tens of millions of dollars. Encrypting the malware is a trivial step in the attack sequence. 

With the increase in ransomware—along with a number of other threat categories—and the 

continuation of hybrid and work-from-anywhere models, organizations must inspect all traffic  

on-premises and off to maximize their chances of protecting their organizations. Unfortunately, 

such inspection is incredibly resource-intensive. Attempting to do it at scale with legacy hardware-

based security tools, such as next-generation firewalls, is nearly impossible and can require five  

to seven times the number of devices to do so effectively without diminishing performance. As  

a result, many organizations allow at least some of their encrypted traffic to pass uninspected.  

This is a big problem—we’ll share exactly how big.

Attacks over encrypted 
channels increased by 
314% from 2020 to 2021.



THE STATE OF ENCRYPTED ATTACKS   |    4

Key findings
The Zscaler Zero Trust Exchange houses the largest security data set in the world, collected from 

over 300 trillion signals and 160 billion daily transactions —more than 15x the volume of Google 

searches each day. Zscaler’s ThreatLabz threat research team analyzed this data from the first nine 

months of 2021, assessing threats in encrypted traffic over that span. The following analysis sheds 

critical insights into the encrypted attack landscape. Key findings include:

• Threats over HTTPS have increased: Zscaler has seen an increase of more than 314 

percent year-over-year in threats inside encrypted traffic for the second straight year. 

• Tech is a huge target: Attacks on tech companies increased by 2,344 percent year-over-

year; attacks on retail and wholesale companies increased by 841 percent.

• Critical services get a reprieve: Healthcare was the biggest target in 2020, but threats 

have fallen off precipitously, along with attacks against government organizations. In 

the wake of big attacks, such as the one against Colonial Pipeline, there was increased 

attention from law enforcement, which made these industries less attractive as targets.

• The UK and U.S. are the top targets of encrypted attacks: India, Australia, and France 

round out the top five.

• Tactics are changing: Malware is up 212 percent and phishing is up 90 percent, whereas 

cryptomining malware is down 20 percent, reflecting a broader shift in the attack trends 

with ransomware gaining popularity.

• Protect your organization with zero trust: The best way to defend against encrypted 

threats is to use a cloud proxy-based zero trust architecture that reduces your attack 

surface and allows you to inspect all inbound and outbound traffic in-line and at scale.

Attacks on tech companies 
increased by 20x
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Modern encryption, including SSL (Secure Sockets 

Layer) and its successor TLS (Transport Layer Security), 

is used globally to protect the majority of internet 

traffic. As the rates of encryption for legitimate traffic 

increase, they do for malicious traffic as well. Zscaler 

blocked over 20.7 billion threats over a nine-month 

period in 2021.

Encryption actually offers multiple benefits to 

attackers: not only is encrypted traffic less likely to  

be inspected by security teams, but encrypted files 

are much harder to fingerprint, allowing malware to 

slip by undetected. 

There are various attack types that criminals can 

hide in encrypted traffic. Malware is by far the top 

category, accounting for almost 91 percent of attacks.

Other attack types are growing, however. Ad spyware, browser exploits, malware, phishing, and 

botnet attacks all increased in 2021 relative to 2020. The only attack types that decreased were 

cryptomining (where computers are taken over to mine cryptocurrency), cross-site scripting, 

or XSS (where malicious code is injected into legitimate websites), and anonymizer attacks 

(which use proxies to make the attacker harder to trace). Cryptomining attacks are decreasing 

in popularity as ransomware has become a more lucrative option over the last several years. 

Ransomware is included in the malware category in this report.

T H E  E N C R Y P T E D  T H R E A T  L A N D S C A P E

Malware (90.8%)

Ad Spyware (6.8%)

Phishing (1.8%)

Cryptomining (0.2%)

Botnet (0.2%)

XSS (0.1%)

Browser Exploit (<0.1%)

Webspam (<0.1%)

Anonymizer (<0.1%)

Figure 1: Frequency of attacks over encrypted channels

Figure 2: Annual change in attacks over encrypted channels
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Ad Spyware (435%)

Browser Exploit (384%)
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Botnet (132%)

Phishing (90%)

Cryptomining (-20%)

Anonymizer (-44%)

XSS (-61%)

Malware accounts for 91% of attacks
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Web attacks
The web is full of malicious sites, including those with an HTTPS prefix. The poor hygiene of the 

internet allows threats to linger for a long time: Zscaler observed more than 13,000 attacks from 

Coinhive-infected sites, even though Coinhive has been shut down for over two years now. One 

of the most common web attack categories that leverages HTTPS is JavaScript-based skimmers 

such as Magecart, which are used to steal web payment data.

Phishing
Phishing continues to be a top tactic, in which users are baited into clicking links in emails 

containing hidden malware. All email and file sharing services are vulnerable to the attacks, 

but the popularity of Microsoft 365 made it by far the top target in 2021, with over 15 million 

attack attempts blocked by the Zscaler platform over a nine-month observation period.

Infected 
websites can 
linger for years 
after launch.

Family Hits Type

Nicehash 5,644,273 Cryptomining

Magecart 2,573,304 Payment skimming

Adload 1,626,905 Webspam

Covid19 972,223 Malware

Webshell 934,873 Malware

Coinhive 13,670 Cryptomining

Figure 3: Encrypted phishing attacks

0 5,000,000 10,000,000 15,000,000 20,000,000

Microso� 365 (15,491,990)

OneDrive (2,191,335)

Telegram (2,000,439)

Amazon (1,881,389)

PayPal (1,358,318)

https://www.zscaler.com/blogs/security-research/magecart-attacks-2021
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Malware
Malware was the top category of attacks in 2021. Malware is typically downloaded from an infected 

link, either in an email or on a website. While most organizations have some form of protection 

against malware, attackers are upping their techniques, creating new malware variants that are able to 

bypass fingerprinting technologies. Of course, organizations that don’t inspect their encrypted traffic 

won’t have visibility into malware—even well-known malware—until after it has entered their systems. 

Below are some of the malware families that were prevalent in 2021. Later in this report, there are 

technical case studies of four of these families that demonstrate their attack sequences.

Data theft
Attackers don’t just use encrypted channels to infiltrate systems—they also use encrypted channels 

to exfiltrate data. The most commonly exfiltrated data types are national and tax identifiers, such as 

Aadhar (India), TFN (Australia), Social Security (U.S.), and BSN (Netherlands) numbers. Credit card 

and financial information is the next-most popular target, followed by intellectual property and 

medical data. The below chart shows just three months’ worth of data theft attempts.

Family Malware Hits

njRAT 355,753

Ursnif 336,540

Azorult 199,334

Hancitor 137,421

Emotet 58,867

Qakbot 30,199

Smokeloader 4,269

Figure 4: Data theft attempts

0 20,000,000 40,000,000 60,000,000 80,000,000 100,000,000

PII (85,661,403)

Financial (5,351,773)

IP Data (4,074,504)

Medical (2,288,668)

Other (32,368)

Personal Identifiable 
Information (PII) is  
the top target of  
data theft attempts.
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Command-and-control activity
Command-and-control (C&C) servers are used for a number of reasons, including executing second-

stage payloads in targeted attacks, exfiltrating data, and controlling machines for use in botnets. 

Botnets are networks of devices under an attacker’s control that allow for large-scale coordinated 

attacks. Botnets have been used for distributed denial-of-service (DDoS) attacks, financial breaches, 

cryptocurrency mining, and targeted intrusions.

Attackers use a number of tools to call back to their C&C servers. Some of these, including Smoke 

Loader and Gumblar, are bots designed specifically for this purpose. Others, such as Cobaltstrike and 

Poshc2, are penetration testing tools that have been repurposed by attackers. Below is the rate of 

callback attempts using those tools:

Figure 5: Command-and-control activity

0 500,000 1,000,000 1,500,000 2,000,000 2,500,000 3,000,000 3,500,000

Smoke Loader (3,237,276)

Gumblar (1,622,210)

Cobaltstrike (172,568)

Poshc2 (98,591)

Ursnif (87,821)

Attackers interact with 
nearly 70% of encrypted 
web-facing applications.
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Credential stuffing & exploit activity
It’s not just malware that is spread over encrypted traffic; attackers also use these channels to 

attempt human-driven attacks by exploiting encrypted applications. 

The Threatlabz team also gathers intelligence from a globally deployed mesh of decoys, using 

Zscaler Deception technology, to study attacker tactics, techniques, and procedures (TTPs). 

Decoy assets are used as bait for attackers and are not interacted with by legitimate users, so any 

engagement with them is a sign of malicious activity. ThreatLabz found that:

1. Nearly 70 percent of all SSL-enabled application decoys had interaction, which would 

indicate that 70 percent of SSL-enabled applications are likely to have attack attempts. 

2. In the context of internet-facing decoy web applications, nearly 48 percent of credential 

attacks were directed towards email and VPN decoys. 

• Email decoys were popular targets for stuffing stolen credentials. 

• VPN decoys were subjected to exploitation of recently disclosed CVEs on  

VPN products. 

3. The most commonly observed technique was the search for “.git” files, likely with a view  

to search for misconfigured web servers to reveal source code. While this technique has 

been around for a while, it is still immensely popular during pre-breach reconnaissance.
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Mobile attacks
Smartphones and tablets continue to be popular targets for attackers to exploit through the 

use of fake applications. After initial infection, many of the new and prevalent mobile malware 

variants use SSL network communication for their command-and-control activities, including 

fetching payloads or receiving commands for doing malicious activities and data exfiltration. 

Malware Families like Hydra, Joker, and the newly discovered GriftHorse are found to be 

leveraging SSL for their post-infection activities.

GriftHorse malware
The recently surfaced GriftHorse Android malware campaign 

claimed upwards of 10 million victims globally, stealing euros 

estimated to be in the hundreds of millions. Upon infection, 

victims are lured into submitting a phone number in order to 

receive a prize. Unbeknownst to the victim, the phone number 

is subscribed to a premium SMS service that charges the victim’s 

phone bill more than €30 per month. The trojan communicates 

with C&C servers at three stages and is found to be leveraging  

SSL for post-infection activities.

Joker malware
Joker is one of the most prominent malware families targeting 

Android devices through the Google Play store. Zscaler blocked 

nearly 22,000 callback attempts from the Joker malware over TLS, 

which it uses for command-and-control activities. Despite public 

awareness of this malware, it keeps finding its way into Google’s 

official application market by employing changes in its code, 

execution methods, or payload-retrieving techniques. Joker  

is a type of spyware, and it’s designed to steal SMS messages, 

contact lists, and device information, and to sign the victim up  

for premium wireless application protocol (WAP) services.

Hydra malware
Hydra is one of most prevalent and capable examples of banking malware. Its capabilities include 

screencasting, which is essentially a movie of activities that take place on the user’s screen over 

time. Hydra is also capable of installing remote apps that allow attackers to observe and control 

infected devices, making it a serious threat. Hydra leverages SSL certificates to do command-and-

control activities.

Figure 6: GriftHorse malware attack
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AT TA C K S  B Y  S E C T O R

Industry
There was a lot of variance by industry when comparing 2021 to 2020. Seven of the 

industries in our study saw higher attack rates over encrypted channels, while two actually 

decreased, including last year’s top target, healthcare.

Figure 7: Volume of attacks by industry

Figure 8: 2021 vs 2020: Attacks by industry
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Tech and retail have seen huge increases in attack rates
Attacks on technology companies saw a staggering 23x increase and now account for more than 

half of the attacks being observed. The technology industry is plagued by malware at a rate much 

higher than other industries. Their significant dependency on technology for just about every 

business function gives attackers a lot of attack surface to exploit. This has been exacerbated 

by the sudden need to support remote workers with everything from remote connectivity to 

teleconferencing, SaaS-based apps, and public cloud workloads.

Tech companies are also attractive targets due to their role in the supply chain of other 

companies. A successful supply-chain attack can give attackers access to hundreds or even 

thousands of downstream victims, as seen in the cases of Kaseya, SolarWinds, and others.

The retail and wholesale sectors also had an extremely bad year, with over an 8x increase in 

attack rates. They made up only 3.5 percent of attacks in 2020, but 11 percent of attacks in 2021. 

There was a significant uptick in malicious content including skimmers, malicious JavaScripts, and 

malware payloads targeting retail and ecommerce vendors over TLS channels.

As the world begins its return to normal, and as businesses and public events are opening up 

around the globe, many employees are still working in relatively insecure environments. Getting 

access to critical point-of-sale systems is extremely attractive to cybercriminals as it opens up the 

door for huge profits for cybercriminals.

Healthcare and government attacks decrease
After being the top target in 2020, attacks on healthcare organizations decreased by 27 percent 

in 2021. Similarly, attacks on government organizations decreased by 10 percent. Big ransomware 

attacks that have impacted critical services, including the SolarWinds attack, the Colonial Pipeline 

attack, and the ransomware attack on the Health Service Executive of Ireland have brought a lot of 

attention from the highest levels of law enforcement, making these critical industries a bit too hot 

to touch right now. Additionally, a number of ransomware families vowed not to attack healthcare 

and other critical services during the pandemic—though they haven’t entirely kept these promises.
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Geography
The five most-targeted countries of encrypted attacks include the UK, U.S., India, Australia, and France:

Each of these countries is a large tech hub, and their 

attack rates have increased with the overall increase 

on attacks targeted toward that sector. ThreatLabz 

observed attacks in 255 different countries from all 

over the world, including small countries that are not 

common targets. This included over 7.5 million hits in 

islands across the Caribbean, as well as such locations 

as the Faroe Islands, St. Bartholemy, and the Falkland 

Islands. This is a result of the increase in “work-from-

anywhere” policies leading to employees working from 

remote destinations.

Led by the massive attack rate in the United Kingdom, 

Europe as a whole was the target of the most attack 

attempts over encrypted channels:

Figure 9: Most attacked countries

0 2,000,000,000 4,000,000,000 6,000,000,000

United Kingdom

United States

India

Australia

France

Work-from-anywhere has 
broadened the geographical 
reach of cyberattacks.

Region Count

Europe 7,234,747,361

APAC 4,925,542,601

North America 2,778,360,051

South America 226,320,069

Africa 146,865,982

Middle East 137,494,862

Central America 127,354,294

Caribbean 7,543,056

Antarctica 16,144
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W H AT ’ S  N E E D E D  T O  P R E V E N T  E N C R Y P T E D  T H R E A T S

As organizations shift to support new, digitally enabled working models, it’s increasingly important 

to ensure that their assets and traffic to those assets are secure. Further, it’s critical to recognize that 

encryption alone does not provide that security: Encrypted channels are used by adversaries just 

as frequently as unencrypted channels. 

The bottom line: inspect your traffic! All of it! 

Legacy tools make full inspection an expensive and performance-degrading proposition, and 

regulations that require different policies for different data types can make this an arduous task as 

well. Luckily, there are tried-and-true strategies that allow organizations to inspect their encrypted 

traffic at scale without negatively impacting the performance of their systems or creating a 

compliance nightmare. We recommend that you:

The solution requires the scalability and performance that can only be delivered by a cloud 

native, proxy-based architecture such as the Zscaler Zero Trust Exchange™. A cloud-based 

security platform meets the demands of decryption and inspection by elastically scaling 

computing resources, and provides consistent policy enforcement across multiple locations. 

A multilayered, defense-in-depth strategy that reduces the attack surface and fully supports 

HTTPS inspection to surface hidden threats is essential to ensure that enterprises are protected.

The best way to stop encrypted threats 
is to inspect encrypted traffic as part of 
a holistic zero trust security strategy.

• Decrypt, detect, and prevent threats in all HTTPS traffic with a cloud-native proxy-based 

architecture that can inspect all traffic for every user.

• Quarantine unknown attacks and stop patient-zero malware with an AI-driven sandbox 

that holds suspicious content for analysis, unlike firewall-based passthrough approaches.

• Provide consistent security for all users and all locations to ensure everyone has the same 

great security all the time, whether they are at home, at headquarters, or on the go.

• Instantly reduce your attack surface by starting from a position of zero trust, where lateral 

movement can’t exist. Apps are invisible to attackers, and authorized users directly access 

needed resources, not the entire network.
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H O W  T H E  Z S C A L E R  Z E R O  T R U S T  E X C H A N G E  
S T O P S  E N C R Y P T E D  T H R E A T S

Zero trust strategies and architectures are the most effective means of protecting your organization 

from rapidly evolving cyberthreats. Zero trust is all about assuming that you’re actively under attack 

at any given point, and that your infrastructure has already been breached. Security controls are put 

in place based on this assumption to keep the presumed attack from succeeding.

Most advanced attacks involve three distinct stages. Attacks start with an initial compromise of an 

endpoint or asset exposed to the internet. Once inside, the attacker undergoes lateral propagation, 

performing reconnaissance and establishing a network foothold. Finally, attacks take action to 

achieve their objectives, which typically involve data exfiltration. The Zscaler Zero Trust Exchange 

holistically reduces the risk in each of these three attack stages by providing several security 

controls at each stage:

Prevent compromise
Protect users, servers, 

workloads, and IoT/

OT by minimizing the 

attack surface and 

inspecting all traffic.

Prevent lateral movement
Stop attackers from  

moving on your  

network to find high  

value targets.

Prevent data theft
Inspect all internet-

bound data to prevent 

data loss to the internet 

and exploitation of 

unmanaged devices.
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Initial compromise: To stop the initial access, the first step to take is to reduce the number 

of entry points into your ecosystem. Audit your attack surface, stay up-to-date with security 

patching, and fix any misconfigurations that may exist. You should also eliminate any internet-

facing applications, instead placing them behind a cloud proxy that brokers the connection. 

This provides attackers only one door in and one door out, which you can then monitor. Then, 

as we’ve repeatedly recommended: inspect all of your traffic. Don’t assume that anything can 

be trusted. Zscaler performs HTTPS inspection at scale as part of its platform of services, and as 

your traffic increases, capacity is added instantly and on demand—there are no appliances to 

be sized, ordered, or shipped.

Lateral movement: With zero trust, there’s no such thing as a “trusted network.” You must 

assume that anyone who has access to any application is hostile, and therefore limit the 

damage that they can cause. Use microsegmentation to reduce access, even for authenticated 

users. The Zscaler zero trust access solution, Zscaler Private Access™, connects users directly 

to the application needed without ever exposing the network, creating a one-to-one segment 

that is brokered and authenticated by the Zero Trust Exchange. This is zero trust segmentation 

in its purest form—and it’s far less complex than rule-based network segmentation that is 

used with legacy technologies. Zscaler also uses deception technology to lure attackers with 

strategically placed decoys that alert security teams of an attacker attempting to move laterally 

or performing reconnaissance.

Command-and-control (C&C) callback: Once malware is installed, it will generally attempt 

to make contact with a command-and-control (C&C) server. This contact allows attackers to 

take over machines, issue additional commands, download additional malware, or steal data. 

Inspection of northbound (outgoing) traffic is as important as southbound (incoming) traffic to 

disrupt these communications and protect your sensitive data. Zscaler can inspect encrypted 

data going both ways, deploying elegant data loss protection capabilities to identify and stop 

any malicious outbound traffic.

The Zscaler Zero Trust Exchange stops the entire attack sequence and offers HTTPS inspection 

at scale using a multilayered approach that has inline threat inspection, sandboxing, and 

data loss prevention, along with a wide array of additional defense capabilities. On top of 

all that, the Zscaler cloud effect means that all threats identified across the global platform 

automatically update protections for all Zscaler customers, so your security posture is 

constantly improving based on input from all Zscaler customers around the world. The Zscaler 

Zero Trust Exchange, powered by the world’s largest security cloud, accelerates business 

transformation by securing users and applications regardless of their location using context-

based identity and policy enforcement.
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Below are new and prevalent malware families leveraging TLS that ThreatLabz observed in 2021.

njRAT
Observed 355,753 blocks for download over TLS.

Summary
njRAT, also known as Bladabindi, is a remote access trojan (RAT) written in the .Net framework that 

can provide complete control of the infected system and delivers an array of features to the remote 

attacker. It can log the user’s keyboard activities, steal data from compromised machines, and 

exfiltrate data to a remote server. It was first observed in June 2013.

To evade detection, the malware can use any or all of the following techniques:

1. Obfuscation using known packers, such as ConfuserX, etc.

2. Anti-virtualization: Checking for presence of  “vboxservice.exe,” “vboxtray.exe,” “vmtoosd.exe,” 

“SDBIE.DLL,” etc.

3. Analysis tools check: checking of process such as processviewer.exe, processhacker.exe, etc.

Distribution strategy
Attackers distribute njRAT in the wild using various strategies, such as email and web attack vectors. 

Some of the popular attack vectors include:

• Using exploit kits such as the Lord EK and Rig EK.

• Macro-based MS Office files sent as email attachments or hosted at a URL.

Persistence
For persistence, either or both of the following mechanisms can be used by the malware:

1. Making an autorun registry entry at  HKCU\Software\Microsoft\Windows\CurrentVersion\Run 

or HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

2. Copying itself to the startup folder

Network
njRAT utilizes dynamic DNS for command-and-control (C&C) servers and communicates using 

a custom TCP protocol over a configurable port. njRAT v2.0 has been recently seen using cdn.

discordapp.com for dropping its payload, which works over the HTTPS protocol. Filebin.net,  

which also uses HTTPS, has also been used to masquerade itself as a cracked game.  

M A LW A R E  C A S E  S T U D I E S
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Smoke Loader
ThreatLabz recorded 4,269 blocks for download and 3,237,276 blocks for callback over TLS.

Summary
Smoke Loader first emerged from the Russian cybercrime underground in 2011. This year, Smoke 

Loader has turned 10 and is still active in the wild. Smoke Loader is primarily used as a downloader 

to download and execute additional malware. Smoke Loader is a crime kit that comes with a bot 

and PHP-based C&C panel along with a user manual. This malware is often sold on the dark web 

offering a complete malware package for $1,650. 

Evasion techniques
Smoke Loader is often iterated through process lists to find a process to inject and uses the 

propagate injection method to inject into explorer.exe. It is also weaponized with multiple anti-VM 

tricks; for example, it checks if the executable’s path contains the string [A-F0-9]{4}.vmt and also 

checks for the all the running processes to search the strings “qemu-ga.exe,” “qga.exe,” “windanr.exe,” 

“vboxservice.exe,” “vboxtray.exe,” “vmtoosd.exe,” “pr_toos.exe,” “vbox,” and “vmmemc,” and, if it finds 

any, the binary exits. It also looks for running process names such as “procmon.exe,” “ProcessHacker.

exe,” “Wireshark.exe,” and many others and, if one of these processes is found, the binary exits.

Persistence mechanism
It generates a unique ID for each victim machine, which is based on concatenation of the computer 

name, a hard-coded static number (that differs between campaigns) and the volume serial number 

of the system drive. The ID is then generated as an MD5 hash of the concatenated string and 

appended again with the MD5 of the volume serial number. The malware uses this unique ID for 

several purposes, namely, creating random file names for two dropped files—the first is a copy 

of Smoke Loader’s executable, and the second is a lnk file created in the startup folder which is 

invoked as a scheduled task.

Network communication
The C&C domains are encrypted using simple XOR operations. Then Smoke Loader sends a POST 

request to the C&C server. The payload is encrypted using RC4 before sending it. The POST request 

returns a “404 Not Found” response, but it contains a payload in the response body.  Smoke Loader 

has become a popular downloader for several different malware families, and it can be seen 

downloading malware such as Avemaria hosted on pastebin.com, which works over HTTPS,  

and similar communication can be seen for other dropped malware that use HTTPS.
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QakBot
Observed 30,199 blocks for download over TLS.

Summary
QakBot is a banking trojan, also known as Qbot or Pinkslipbot, that has been active since 2007. Its main 

purpose is to steal banking credentials. It is distributed by spam email and lures users to download 

malicious attachments or click on malicious links. A downloaded document or script file further 

downloads the main Qakbot payload in the infected system. In some cases, it has been distributed 

through exploit kits and downloaded by other malware such as TrickBot. It has developed over time 

and has added functionality, such as web injection techniques to steal credentials as well as credit card 

numbers, social security numbers, email addresses, and keystrokes, and it has backdoor functionality. 

Persistence mechanism
QakBot establishes persistence by creating a RUN key at the auto startup location and executing the 

malware at every login. It also creates scheduled tasks to execute the payload once at 5:33 a.m. and 

delete the scheduled task after execution.

HKEY_USERS\Software\Microsoft\Windows\CurrentVersion\Run\{Random}

C:\Windows\SysWOW64\schtasks.exe ‘C:\Windows\system32\schtasks.exe’ /Create /RU ‘NT AUTHORITY\

SYSTEM’ /tn {Random}/tr ‘\’% AppData%\Roaming\Microsoft\{Random}\{Random.exe}\’ /I {Random}’ /SC 

ONCE /Z /ST 05:33 /ET 05:45

Network communication
In one of the campaigns, JavaScript downloads the updated QakBot form ebook[.]w3wvg.com/

datacollectionservice.php3 and executes it. The downloading payload is encrypted and the script 

decrypts it before dropping it into the system and stealing the following information from the victim’s 

machine:

• IP address

• Hostname

• Username

• OS version

• Banking credentials

It uses WebInject to alter communication between the 

victim’s machine and banking websites and steals the 

credentials. To communicate with the command-and-

control server through Transport Layer Security, as shown 

in the below screenshot, QakBot uses a TLS handshake 

instead of Secure Sockets Layer.

Figure 10: QakBot uses TLS handshake
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Solarmarker

Summary
Malware known as Solarmarker / Jupyter Infostealer / Yellow Cockatoo / Polazert is a highly modular 

information stealer and keylogger. The malware usually packages itself with known potentially unwanted 

applications (PUAs), such as PDFSam, generally using Innopack to package itself as a legitimate program 

file. Solarmarker infection is usually achieved using SEO poisoning, which is an old technique used as a 

lure to make victims download files from the internet. The download of the malware package happens 

over HTTPS. 

Evasion techniques
This malware is distributed using installers such as MSI and Innopack. This is done to increase the size 

of the initial vector to be above 50 MB, which is higher than the submission size of some malware 

repositories and sandboxes. MSI is also used to evade endpoint detection and antivirus solutions, as MSI 

executing PowerShell is less suspicious than an EXE executing a PowerShell script.

Persistence mechanism
In recent campaigns, the malware drops a .lnk file in the user’s Start Menu\Programs\Startup directory. 

With the .lnk file being placed in this directory, it will be executed on startup and start the backdoor.

Network communication
Solarmarker is served using the TLS protocol and 

distributed using SEO poisoning. As this malware is 

usually packaged with other installers, its network 

communication is somewhat obfuscated by the 

legitimate packers’ communications. Most programs use 

TLS and HTTPS, whereas the malicious communication 

happens over HTTP using POST requests. The IP address 

is present in the binary. The user data is sent using a 

JSON as shown below. 

Figure 11: User data sent using JSON
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BlackMatter

Summary
BlackMatter began distribution in July 2021. BlackMatter ransomware operators use double-

extortion techniques and are known to publish stolen sensitive data of victims in its website if the 

ransom is not paid. It provides RaaS (ransomware as a service) and has been seen posting an ad on 

a forum and asking for brokers who can provide initial access to compromised large networks—the 

BlackMatter operators pay brokers for network access. BlackMatter ransomware uses combinations 

of RSA+ Salsa20  in the encryption process. This ransomware appends “.{Random alphanumeric 

characters}” extensions to files after encryption. It drops the ransom note “{Random alphanumeric 

characters}.README.txt”. 

Evasion and obfuscation
BlackMatter ransomware deletes shadow copies on a victim’s machine to prevent system restore. 

It terminates processes related to productivity, such as Outlook, Oracle, and Notepad, so that the 

ransomware can encrypt more files. After execution, it also elevates privileges via a COM interface. 

It uses string obfuscation and a dynamic Win32 API resolving technique.

Network communication
BlackMatter collects information such as bot 

version, bot ID, hostname, username, disk info, 

operating system, system architecture, and 

encrypted file information. It communicates 

through HTTPS and uses TLS for encryption 

as shown in the following screenshot. If the 

payload fails to communicate with HTTPS, 

it uses HTTP to communicate with the 

command-and-control server.

R A N S O M W A R E  C A S E  S T U D I E S

Figure 12: BlackMatter uses TLS for encryption



THE STATE OF ENCRYPTED ATTACKS   |    22

REvil/Sodinokibi

Summary
REvil ransomware, also known as Sodinokibi, was first spotted in April 2019 being distributed 

through spam emails, exploit kits, and compromised RDP accounts; Sodinokibi also frequently 

exploits vulnerabilities in Oracle WebLogic. Sodinokibi encrypts every file and appends the 

.{random alphanumeric characters} extension. It uses a combination of Salsa20 and ECDH-

based key exchange algorithms in the encryption process. It drops the ransom note “{random 

alphanumeric characters}-readme.txt” and changes the wallpaper in the infected system. 

Evasion and obfuscation
REvil has the capability to use UAC bypass techniques to perform functions with elevated privileges 

in the context of the current process. REvil also uses various Windows APIs to determine the default 

system language installed on the machine and proceeds to perform the malicious activities only if 

the system language is not present in the preconfigured whitelist. Such language checks are often 

performed by ransomware strains to prevent infecting victims in specific geographical regions.

Network communication
REvil collects username, hostname, domain name, keyboard layout, operating system, drive info, 

CPU architecture, and encryption key details from a victim’s system and sends this information 

to its command-and-control server using HTTPS. The list of domains are present in configuration 

embedded in the payload.
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Microsoft Office 365
We have observed the abuse of legitimate hosting sites and online code editors, such as glitch.me, 

codesandbox, workers cloudflare, and more, for hosting phishing content. These sites serve the 

phishing pages over HTTPS and help in rapid web development. A few examples of these phishing 

sites are shown below.

These phishing pages are using multilayered obfuscation, and some parts of the source code have 

been obfuscated with a mix of JavaScript obfuscators and Base64 encoding. 

P H I S H I N G  C A S E  S T U D I E S

Figure 13: Example of phishing site

Figure 14: Example of multilayered obfuscation
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Another instance of multilayered obfuscation is shown below.

These phishing sites also fingerprint IP addresses and will redirect to a legitimate Microsoft site if the 

IP belongs to a list of companies shown in the screenshot below.

Figure 15: Example of multilayered obfuscation

Figure 16: List of companies
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Amazon
We have observed instances of Amazon phishing over HTTPS. One such instance is shown in the 

screenshot below. We can see that the region of delivery has been predefined to the United States, 

which provides insight about the target for this phishing campaign.

The attacker-defaced page below at the location of the Amazon phishing hosting website. 

Figure 17: Instance of Amazon phishing over HTTPS

Figure 19: Attacker-defaced page

Figure 18: Instance of Amazon phishing over HTTPS
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OneDrive
We observed attackers serving OneDrive phishing pages over HTTPS. These were served from 

compromised websites hosting the phishing content. The source code is encoded with the basic 

hex encoding to evade detection from phishing content scanners.

Figure 20: Instance of OneDrive phishing over HTTPS

Figure 22: Encoded part of source code

Figure 21: Instance of OneDrive phishing over HTTPS
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Telegram
We have seen instances of unofficial Telegram web clients using HTTPS. These web clients cannot 

guarantee security. These phishing pages request the user’s phone number and they send an OTP 

to the user’s phone number. Once the user enters the OTP on the unofficial website, the web 

client uses Telegram’s API to retrieve user content and serves it to the user. While doing this, there 

is no guarantee about how the user’s messages, contact list, and other details will be used by the 

malicious web clients. An example of such a website is shown below.

Figure 23: Instance of unofficial Telegram web client using HTTPS

Figure 24: Instance of OneDrive phishing over HTTPS

The founder of Telegram recommended the use of the official Telegram app to ensure security. 
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PayPal
We have observed PayPal phishing activity over HTTPS. In the instance below, a shopping website 

has a compromised PayPal payment option.

Figure 25: Instance 
of PayPal phishing 
activity over HTTPS

Figure 26: PayPal 
phishing page

Figure 27: PayPal 
phishing page

If the user adds items to a shopping cart, there will be a request for shipping and contact 

information. Upon entering the details, the user will be given different payment options. The PayPal 

payment link shown here is compromised. If the user chooses the PayPal option, they will be taken 

to a phishing page shown below.

If the PayPal credentials are entered, the user will be redirected to the legitimate PayPal URL where 

the user can log in and complete the purchase. 

This example is an interesting example of social engineering. It shows a legitimate shopping page 

and the placement of the PayPal phishing link at a location where shoppers would expect a 

legitimate link. The credit card payment links are pointing to legitimate URLs, while only the PayPal 

link has been compromised.
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We commonly see the use of tools such as Cobalt Strike, Mimikatz, LaZagne, among others, by adversaries 

in targeted attacks to perform lateral propagation, data exfiltration, and other C&C activity. Cobalt Strike 

remains one of the most commonly used tools in many such targeted attacks.

Cobalt Strike 
Observed 24,410 blocks for download and 172,568 blocks for callback over TLS.

Summary
Cobalt Strike is a commercial tool for adversary simulation and Red Team operations. It is full-featured 

software with predefined and configurable command-and-control (C&C) profiles that enable it to change 

its behavior and network indicators to simulate the tactics, techniques, and procedures (TTPs) of different 

malware families used in real-world attacks. Although it is a legitimate commercial tool, it has been used 

repeatedly by adversaries in real attacks. Various APT groups, such as the following, are known to use the 

Cobalt Strike framework:

• APT19

• DarkHydrus

• CopyKittens

• APT32

• Cobalt Group

• APT29

• Leviathan

• FIN6

Cobalt Strike is fileless malware and supports multistage shellcode that can be used for multiple purposes.

Network communication
Cobalt Strike can be configured to communicate over one or multiple protocols using a feature called 

malleable C&C profiles:

• DNS (TXT, A, and AAAA records)

• HTTP/HTTPS

• SMB (Named Pipes)

• TCP

Evasion techniques
Cobalt Strike is often dropped as the final stage payload that also uses named pipes, which are sockets 

that allow communication between processes or even hosts.  Cobalt Strike’s post-exploitation functions 

include keyloggers, Mimikatz, and screenshot modules.

Lateral movement using stolen credentials
Cobalt Strike used stolen credentials to interact with a remote network share using Server Message Block 

(SMB), log into a computer using the Remote Desktop Protocol (RDP), and log into a service specifically 

designed to accept remote connections, such as Telnet, SSH, and VNC.

P O S T - E X P L O I TAT I O N  T O O L S
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PoshC2
Observed 98,591 blocks for callback over TLS.

PoshC2 is a proxy-aware C&C framework used to aid penetration testers with red teaming, post-

exploitation, and lateral movement.

PoshC2 is primarily written in Python3. Out-of-the-box PoshC2 comes PowerShell/C# and Python2/

Python3 implants with payloads written in PowerShell v2 and v4, C++ and C# source code. These 

enable C&C functionality on a wide range of devices and operating systems, including Windows, 

*nix, and OSX.

PoshC2 can be used with SharpSocks, which allows for C# reverse HTTPS tunnelling Socks proxy, 

thus allowing C&C traffic to run over HTTPS.

Ursnif
Observed 336,540 blocks for download and 87,821 blocks for callback over TLS.

Summary
Ursnif (also known as Gozi) is a banking trojan, but has variants that include components such as 

backdoors, spyware, file injectors, and more. It was first identified in 2006 and has been running 

continuously. The malware is distributed using country-specific phishing campaigns.

Persistence mechanism
Ursnif uses two mechanisms to create persistence:

1. Creating a new scheduled task (with the name “Power<random_word>” (e.g., PowerSgs).

2. If this is unsuccessful for some reason, it uses the “HKEY_CURRENT_USER\Software\Microsoft\

Windows\CurrentVersion\Run” registry key to enable itself to maintain persistence through 

system reboot.

Network activity
Once it has established a foothold on the machine, it starts its main worker thread, which 

continuously polls the C&C server for commands. This malware collects user information, such as 

“user,” “server,” and “ID” as hash values, and “uptime” is a time value of how long the device has been 

running. “DNS” is the computer name, and “whoami” is the full user name. The malware can be 

seen contacting and relaying information over to its C&C using HTTPS in some cases.
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Dridex
Observed 50,088 blocks for download and 11,167 blocks for callback over TLS.

Summary
Dridex, also known as Bugat and Cridex, is a trojan that specializes in stealing bank credentials.  

It made its first appearance in 2011, evolving over the years, and was featured in several phishing 

campaigns that used Microsoft Word and Excel documents as payloads.

Evasion techniques
Dridex is distributed by the Cutwail botnet or RIG exploit kit. Dridex is also known for using phishing 

campaigns based on current affairs, such as the SpaceX launch, for example.

Network communication
The Dridex document payload contains C&C for the next stage. The C&C is contacted using HTTPS 

to download a dynamic-link library (DLL) file, which is the final payload infecting the user and 

contacting further C&Cs. A variant of Dridex also known as DoppelDridex in its recent campaigns 

has started using cdn.discordapp.com and Slack as their C&C and which contains the DLL file.
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