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Attackers are shifting their tactics and prioritizing attack surface discovery 
before payload delivery. Every open port, misconfigured application, leaked 
credential, and forgotten subdomain becomes a clue—and the attack can 
begin before the first exploit is launched.

Phishing remains a dependable path to initial access, but the economics 
are changing. After peaking at over 2 billion hits in 2023, phishing volume 
declined for a second straight year, dropping nearly 20% year over year in 
both 2024 and 2025. This is not a retreat, but a recalibration as stronger 
email controls, identity defenses, and platform-level enforcement disrupt 
large-scale delivery. Adversaries are continuing to shift toward fewer, more 
targeted lures that blend into real business workflows, especially in high-
trust sectors like Services (up 65.5% YoY) and Government (up 50% YoY).  
AI is fueling this next phase of phishing, helping attackers industrialize 
highly convincing campaigns that look and feel like legitimate business 
interactions, as reflected throughout the ThreatLabz research findings and 
case studies in this report.

What makes this shift more dangerous is where compromise actually 
happens: in the browser, over HTTPS. In 2025, 87% of malicious activity 
blocked by Zscaler was delivered over encrypted channels, meaning 
credential theft and session abuse often blend into normal-looking web 
traffic. Without TLS/SSL inspection and inline controls, security teams lose 
visibility into the phishing infrastructure and the actions that follow the 
click—not just the email that started it. Meanwhile, reconnaissance and 
credential validation are being scaled with disposable cloud infrastructure 
that rotates faster than static defenses can track. ThreatLabz observed 
89.9M malicious interactions with external decoys in just six months—a 
clear signal of how relentlessly threat actors scan, probe, and validate 

potential entry points, and how quickly routine exposure can turn into an 
initial access attempt.

The ThreatLabz 2026 Phishing and Initial Access Report maps the modern 
path to compromise—from external discovery and credential validation to 
encrypted delivery and account takeover—and highlights best practices 
to help teams shrink their attack surface, harden identity, and improve 
encrypted visibility to spot attacker intent early.

Executive 
Summary_

FROM EXTERNAL RECONNAISSANCE TO ACCOUNT TAKEOVER
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Figure 1: Summary of ThreatLabz telemetry per stage of attack cycle
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•	 Phishing volume is down, but effectiveness is up. Phishing activity 
in the Zscaler cloud declined approximately 20% year over year in 
both 2024 and 2025, as stronger email and identity controls force 
attackers toward targeted, higher-conversion campaigns.

•	 AI site builders are accelerating phishing at scale. ThreatLabz 
identified 413,524 AI-generated site instances, flagging 37,447 
(9.06%) as malicious. Unattributed builders drove the highest 
risk (16.48% malicious rate), enabling rapid, high-fidelity phishing 
sites, fake apps, and Potentially Unwanted Applications (PUAs)/ 
Progressive Web Applications (PWA) lures.

•	 The services industry is the new phishing jackpot. Attacks against 
the Services sector surged 65.5% year-over-year, growing from 
330.9 million to 547.7 million hits, as attackers exploited routine 
trust in billing, renewals, and support workflows. 

•	 95.2% of phishing activity was delivered over encrypted channels. 
By comparison, 87% of all blocked malicious activity was encrypted, 
underscoring how heavily phishing relies on trusted channels. 

ThreatLabz analyzed three datasets from the Zscaler cloud to trace how attackers conduct 
attack surface discovery and initial compromise: phishing activity, encrypted traffic, and 
decoy telemetry. 

Seven findings define the year: 

Key_	 									
Findings

•	 Phishing enables real-time account takeover, even with MFA. 
Phishing kits such as BlackForce combine adversary-in-the-
middle (AiTM) and browser-in-the-middle (BiTM) techniques to 
capture credentials and MFA codes during the active login flow. 

•	 Decoys reveal background reconnaissance at scale. ThreatLabz 
observed 89.9 million hostile interactions from 1.37 million unique 
attacker IPs across 520 customer environments in six months. 

•	 Cloud infrastructure has become the primary engine of scanning 
and intrusion. ThreatLabz logged more than 121,000 distinct 
AWS-hosted IPs probing customer environments. 

These findings are grounded in 

one of the largest inline inspection 

datasets in the industry. In 2025, 

the Zscaler Zero Trust Exchange 

processed over 500 trillion daily 

signals and blocked more than 9 

billion threats and policy violations 

per day. Independent testing 

from CyberRatings reported a 

98.0% overall threat detection 

rate, 99.93% of malware samples 

blocked, and 100% resistance 

to evasion techniques tested—

earning the highest AAA rating 

available. AV-TEST independently 

confirmed a 100% phishing URL 

detection rate with a 99.11% 

overall detection rate across all 

malicious threat categories.
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This isn’t a slowdown in attacker activity—it’s a rebalancing of how phishing operates. Large-scale, 
spray-and-pray campaigns are being disrupted by stronger email controls, identity protections, and 
platform-level enforcement, making it harder to deliver phishing at scale. AI is the catalyst for that 
shift, helping adversaries get more impact out of fewer attempts by improving the quality, speed, and 
adaptability of modern phishing operations.  
 
Key trends include:

•	 More convincing lures: Attackers can generate natural-sounding messages that match business 
language and tailor themes to specific roles or seasonal events, without the time and effort once 
required for traditional spear phishing.

•	 Higher-fidelity infrastructure on-demand: AI-powered “text-to-site” tools reduce the cost 
of building polished, brand-consistent phishing portals. Pages that once required a kit and 
a developer can now be produced, iterated, and replaced quickly when enforcement burns 
a domain.

•	 Real-time compromise: AI is making phishing lures and “live” login experiences far more 
convincing as personalized copy, flawless language, and context-aware prompts guide users 
deeper into malicious authentication flows.

The downstream evidence supports the recalibration thesis. The FBI’s 2025 IC3 report logged 191,561 
phishing and spoofing complaints with $215.8 million in losses, a tripling of financial impact against 
essentially flat complaint volume. APWG, which counts phishing sites discovered across the broader 
web rather than blocked emails inside any single environment, recorded 3.8 million phishing attacks in 
2025, on par with 2024’s 3.76 million.

For security leaders, the implication is straightforward; phishing volume measured by blocked emails 
is no longer a reliable proxy for phishing risk. A 20% decline in blocked lures is real progress at the 
inbox—but it can also signal attacker adaptation: shifting to higher-conversion tactics, alternate 
channels, and AI-accelerated infrastructure that produces more compromise per attempt, often through 
paths the email stack never sees.

The real question isn’t whether phishing is up or down—it’s where it’s concentrating and how quickly 
it’s converting attention into footholds. The regional and industry breakdowns that follow show which 
sectors are under the most pressure, where new hotspots are emerging, and where the risk of initial 
access and downstream compromise is building fastest.

Phishing Attacks Are 
Converting Clicks 
Into Compromise
Phishing remains the internet’s most reliable “front door” into enterprise-environments; cheap 
to run, easy to scale, and designed to turn a split-second decision into initial access. But the 
economics of that model are starting to shift. After years of rapid growth, from 868.5 million 
hits in 2021 to a peak of over 2.0 billion in 2023, phishing volume has declined over two 
consecutive years, dropping nearly 20% YoY in both 2024 and 2025.

Figure 2: Total phishing hits by year and the YoY percentage change from 2021 to 2025

PHISHING VOLUME PEAKED IN 2023, THEN FELL TWO YEARS RUNNING

Source: Zscaler ThreatLabz cloud telemetry 2021-2025
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Phishing Trends by Region

The United States continues to absorb the largest share of targeted phishing activity, but volume 
declined 13.35% year over year from 773.4 million hits in 2024. The decline reflects coordinated 
disruption rather than reduced attacker interest. In November 2025, Google launched a landmark 
legal and technical operation against the Lighthouse phishing-as-a-service network, dismantling 
infrastructure that had powered millions of scam messages across more than 200,000 phishing sites. 
The takedown went beyond domain seizure to include server shutdowns and disruption of attacker-
controlled distribution channels.

The pattern is not isolated. Several major markets followed similar trajectories, each declining roughly 
one-third year over year: India (-33.43%), Germany (-32.73%), the United Kingdom (-33.23%), and 
Australia (-33.28%). In Australia, high-profile breaches earlier in the year triggered a nationwide reset 
in cybersecurity posture. The Australian Cyber Security Centre has since strengthened reporting and 
response coordination, reducing phishing dwell time and downstream impact.

Within Europe, the contraction was even more pronounced. Spain saw phishing activity drop 52.79%, 
from 41.6 million to 19.7 million, driven by accelerated government and enterprise response following a 

wave of public sector and infrastructure incidents. These events catalyzed faster detection, stronger 
identity controls, and hardened email security, effectively compressing the phishing attack lifecycle.

Canada experienced the steepest decline among the top 10 countries, falling 64.44% (from 66.6 
million to 23.7 million). This drop reflects disruption at the delivery layer, where coordinated efforts 
between telecom providers, financial institutions, and agencies like the Canadian Anti-Fraud Centre 
have enabled rapid takedown of phishing domains, SMS campaigns, and attacker infrastructure—
reducing both reach and effectiveness.

A note on regional figures: Canada represents a smaller share of overall Zscaler traffic than markets 
such as the United States, India, or Germany. When the underlying base is smaller, even meaningful 
absolute changes can produce dramatic percentage swings that overstate the practical shift in attacker 
activity. Readers should weigh Canadian, Spanish, and other smaller-base regional figures accordingly. 
The directional finding holds that coordinated disruption is suppressing phishing reach, but the 
magnitude of single-region year-over-year percentages should be interpreted with the underlying 
telemetry base in mind.

TOP 10 MOST TARGETED COUNTRIES

1 United States

2 India

3 Germany

4 United Kingdom

5 Canada

6 France

7 Mexico

8 Australia

9 Spain

10 Brazil
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Figure 3: Top 10 most targeted 

countries by phishing volume 
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Figure 4: Top 10 phishing origin countries by hosting infrastructure  

TOP 10 PHISHING ORIGIN COUNTRIES

Phishing infrastructure didn’t just decline in 2025, it rebalanced. Activity concentrated 
into few geographies as several historically dominant hosting hubs fell out of the lead, 
signaling a shift away from stable, high-volume infrastructure toward more distributed and 
ephemeral models. 

Europe saw the sharpest pullback. The United Kingdom fell 32.9% while Germany (-72.5%) 
and the Netherlands (-61.3%) dropped far more significantly. Germany stands out as 
a clear inflection point, falling from 227.2 million hits in 2024 to 62.4 million in 2025. 
This can be attributed to more takedown coordination efforts across German registrars, 
hosting providers and law enforcement. In fact, the Bundesamt für Sicherheit in der 
Informationstechnik has expanded public and private coordination with ISPs and hosting 
providers to identify and remove malicious domains more quickly. 

Hong Kong, which ranked 5th in 2025, saw one of the steepest declines in phishing hosting, dropping 
89.59% year over year. In the last 12 months, Hong Kong recorded nearly 16,000 cybersecurity 
incidents, prompting stronger defenses and faster response across organizations. At the same time, 
attackers are moving away from hosting in the region, and instead are relying on short-lived domains 
and distributed infrastructure to avoid detection. As these takedowns and oversight accelerates, Hong 
Kong is becoming less viable as a consistent base for phishing operations. 

On the other hand, Brazil saw one of the most significant increases in observed phishing hosting 
activity, growing from fewer than 1 million hits in 2024 to 23.6 million in 2025, a 2,522% increase 
that elevated it to the fifth-largest phishing origin country globally. This hosting growth aligns with 
the observed campaigns impersonating Brazilian government services and public sector workflows, 
suggesting attackers increasingly leveraged infrastructure in or associated with the region.

Origin countries are where phishing 

infrastructure/hosting is located.

1 United States

2 United Kingdom

3 Germany

4 The Netherlands

5 Brazil 

6 Singapore

7 India

8 Russia

9 South Korea

10 Hong Kong

TOP 10 MOST TARGETED COUNTRIES BY PHISHING VOLUME, 2025
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GRAPH FPO

Although phishing volume declined in 2025, 
attackers did not step back. Instead, they shifted 
their focus towards industries that are the easiest 
to access and have the biggest risk to lose.  

Attacks in the Services sector surged 65.5%, 
growing from 330.9 million to 547.7 million 
hits year over year. Services operate on high-
volume, trust-based interactions such as 
billing, onboarding, renewals, and support 
communications. These are environments where 
attackers can blend in easily by impersonating 
vendors, hijacking invoices, and capturing 
credentials. In February 2026, a tax-themed 
phishing campaign was uncovered by Microsoft 
that targeted over 29,000 users across 10,000 
services organizations. The campaign leveraged 
highly customized CPA lures, multiple file types 
(including Excel and OneNote), and legitimate 
services like OneDrive to lure users into a false 
sense of security. By aligning tactics with 
everyday business processes, attackers ensure 
their campaigns are hard to distinguish from 
legitimate activity.

The Government sector also had a notable 50% 
increase, rising from 92.4 million to 138.5 million. 
Public sector organizations cannot reduce their 
digital footprint and attackers know it. The 
incentives are broader, ranging from disruption to 
intelligence gathering to influencing operations. 
In 2026, the Internal Revenue Service (IRS) 
identified impersonation scams as one of the 

most prevalent threats, where attackers are 
using email, SMS, and even QR codes to mimic 
official IRS communications and direct users to 
fraudulent portals designed to steal credentials 
and financial data. 

On the other hand, email phishing attacks in 
the Education sector declined sharply, falling 
65.6% year over year and losing more absolute 
phishing volume (187.9 million fewer hits year 
over year) than any other industry. That shift 
stands out, especially after education saw major 
phishing growth in prior reporting periods. A 
likely factor is the continued hardening of the 
platforms schools rely on. Broader adoption of 
protections in platforms like Google Workspace 
for Education and Microsoft 365 Education, 
including phishing-resistant authentication 
and stronger email filtering, may be leaving 
attackers with fewer easy wins in education 
than in years past.  

At a global level, the most targeted 
industries were:

•	 Services
•	 Manufacturing
•	 Government
•	 Technology & Communication
•	 Education
•	 Finance & Insurance
•	 Retail & Wholesale
•	 Others
•	 Healthcare

MOST TARGETED SECTORS WORLDWIDE

Phishing Trends 
by Industry
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Figure 5: Most targeted sectors worldwide

8

https://www.microsoft.com/en-us/security/blog/2026/03/19/when-tax-season-becomes-cyberattack-season-phishing-and-malware-campaigns-using-tax-related-lures/
https://www.microsoft.com/en-us/security/blog/2026/03/19/when-tax-season-becomes-cyberattack-season-phishing-and-malware-campaigns-using-tax-related-lures/
https://www.irs.gov/newsroom/dirty-dozen-tax-scams-for-2026-irs-reminds-taxpayers-to-watch-out-for-dangerous-threats


TOP 20 BRANDS MOST 
FREQUENTLY IMITATED IN 

PHISHING SCAMS

1 Microsoft (includes OneDrive, 
SharePoint, Office 365)

2 Google (includes Google Pay)

3 Telegram

4 Discord

5 LINE

6 Netflix

7 PlayStation

8 Steam

9 Facebook

10 X (formerly Twitter)

11 Adobe

12 Instagram

13 HDFC Bank

14 DHL

15 Apple iCloud

16 Coinbase

17 Binance

18 Amazon

19 Correos

20 Allegro

Most Imitated Brands

In 2025, the most frequently imitated platforms 
are those tied directly to identity, access, 
and core business workflows. Microsoft and 
Google remain at the top, reflecting their role 
as the primary entry points into enterprise 
environments. Credentials associated with these 
platforms extend beyond a single service, making 
them high-value targets for phishing campaigns. 
For example, one Microsoft 365 login can unlock 
email, files, Teams, SharePoint, and downstream 
SaaS access, making those credentials 
disproportionately valuable phishing targets.

This represents a meaningful shift from prior 
years. While community-based platforms such 
as Telegram and Discord continue to appear 
among the most imitated brands, they no 
longer define the trend. Instead, attackers are 
now prioritizing platforms embedded in routine 
workflows, where authentication is expected and 
repeated throughout the day.

A recent 2025 campaign reinforces this pattern. 
Adversaries used spoofed Docusign emails to 
deliver credential harvesting and identity theft 
workflows, sending invoice notifications tied to 
seasonal and financial themes that routed users 
to credential collection forms. The Docusign 
lure works because users expect to click and 
authenticate when they receive such a link,

as the impersonation exploits a workflow 
muscle memory.

At the same time, brands tied to transactions 
and delivery remain consistently abused. 
Brands such as Amazon and DHL are used 
to trigger user action through order updates, 
payment requests, and shipping notifications. 
Financial services and cryptocurrency platforms 
also persist as targets, reflecting continued 
focus on direct monetization.

Compared to 2024, the shift is not away from 
enterprise platforms, but toward those that sit 
at the intersection of identity and workflow. 
Rather than broad experimentation across 
platforms, attackers are concentrating on a 
smaller set of services where user interaction is 
frequent and access can be quickly leveraged.
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From Referral to Risk: 
Top Domains Driving 
Phishing Traffic

In 2025, most phishing traffic came from two primary sources. The first was low-
reputation or lookalike domains: sites purpose-built to impersonate trusted brands, host 
phishing content, or route victims through layered redirect chains that obscure the final 
destination. The second was high-traffic platforms and ad/content networks, which 
attackers can abuse through malvertising and referral redirects to distribute phishing 
links at far greater scale.

To better understand how victims are funneled to phishing pages, ThreatLabz analyzed 
top refering domains using two lenses; reputation (which highlights suspicious or 
purpose-built infrastructure) and content (which surfaces high-volume ecosystems that 
can be abused at scale). Together, the two views reflect dual strategy: purpose-built 
suspicious domains paired with the quiet misuse of legitimate online ecosystems not 
only expand reach, but make malicious activity harder to spot, attribute, and stop.
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Top Refering Domains 
Based on Reputation

These referers skew heavily toward low-
reputation or suspicious domains, including 
apparent brand impersonation and 
typosquatting, often signaling either direct 
malicious hosting or infrastructure designed 
specifically to redirect phishing traffic. It’s 
important to note that referer domains are not 
always inherently malicious and may include 
legitimate sites that have been compromised 
or that contain open-redirect functionality, 
which threat actors abuse to route users to 
phishing pages.

ThreatLabz observed three recurring patterns 
in this list:

•	 Brand/lookalike domains
•	 Adult/dating traffic sources, commonly 

abused for redirects and scam funnels
•	 Miscellaneous opaque domains, likely 

disposable or compromised

TOP 20 REFERING DOMAINS BASED ON 
REPUTATION IN 2025: 

1 webtv-new[.]iptvsmarters[.]com

2 canim[.]az

3 www[.]shareholds[.]com

4 game[.]kingdog[.]pro

5 doublelist[.]com

6 webtv-new[.]iptvsmarters[.]com

7 www[.]attemplate[.]com

8 direotbank[.]net

9 qruqon[.]com

10 www[.]sharepointin[.]com

11 ramtv[.]xyz

12 badgervolleyball[.]org

13 skiplinko[.]com

14 www[.]nicolebarkerva[.]com

15 tsitrucking[.]com

16 tameruo[.]com

17 circlemcrawfish[.]com

18 paqofy[.]com

19 netflixmirorr[.]com

20 jaxxrestaurants[.]ro

Top Refering Domains 
Based on Content

The content-based referer set shows heavier 
use of advertising networks, recommendation 
engines, and major platforms. These channels 
can legitimately generate huge volumes of 
referrals, but may be abused via malvertising, 
compromised placements, or redirect chains. 

ThreatLabz observed the following patterns 
in this list:

•	 Ad-tech and content 
recommendation ecosystems

•	 Major platforms/search appearing as 
referrers often via redirects, tracking 
links, or abused placements

•	 Streaming/piracy-style domains, 
frequently associated with aggressive 
redirect behavior

TOP 20 REFERING DOMAINS BASED ON 
CONTENT IN 2025: 

1 r1[.]outbrain[.]com

2 flickystream[.]net

3 flickystream[.]ru

4 www[.]asppa-net[.]org

5 toppillsstore[.]com

6 edgypollnormandy[.]com

7 l[.]facebook[.]com

8 rutherfordfitness[.]co[.]nz

9 googleads[.]g[.]doubleclick[.]net

10 rescueaccredited[.]com

11 www[.]execusummit-registration[.]com

12 wwv-fmovies[.]com

13 tbcpl[.]lol

14 diurituravitype[.]com

15 ntp[.]msn[.]com

16 www[.]google[.]com

17 www[.]osasvisionmusic[.]com

18 www[.]google[.]sh

19 underwaterexilemovements[.]com

20 www[.]equitypandit[.]com
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Distribution of Attacks 
Across Autonomous 
Systems
Behind every phishing attack is a repeatable 
infrastructure pattern. Autonomous systems—
designated by their autonomous system 
numbers, or ASNs—designate the owner of a 
collection of IP addresses, revealing which ISPs, 
enterprises, or hosting providers are carrying the 
phishing campaign. By analyzing the ASNs, we 
can trace hotspots by region and start connecting 
activity back to threat infrastructures, and even 
the actors themselves.

GRAPH FPO

Zscaler ThreatLabz 2026 Phishing and Initial Access Report

The distribution reinforces a clear trend in attacker behavior. Threat 

actors are no longer prioritizing phishing infrastructure built to last. By 

using hosting platforms that can be provisioned quickly, scaled easily, 

and replaced with minimal cost, attackers sustain campaigns that evolve 

faster than static defenses can adapt. The implication for defenders is 

that signature-based and reputation-based blocking against phishing 

infrastructure has a half-life measured in hours, not days.

ThreatLabz identified three primary categories 
of ASNs associated with phishing: hosting 
providers, ISPs, and business infrastructure. 

Hosting providers accounted for the 
overwhelming majority of phishing 
infrastructure at 98%. By comparison, ISPs 
represented 1.4%, while business infrastructure 
accounted for 0.5%. 

HOSTING PROVIDERS CARRY NEARLY ALL PHISHING INFRASTRUCTURE

Figure 6: A breakdown 
of hosting, business, 

and ISP servers involved 
in phishing attacks

12©2026 Zscaler, Inc. All rights reserved.



ThreatLabz observed 413,524 AI-generated sites, with roughly 9% tied to malicious 
activity, revealing that threat actors are leaning on a mix of specialized AI assistants and 
mainstream site-building tools, often repurposed as rapid phishing-page factories. In 
observed activity, the largest share is tied to unattributed AI tooling (26.9%), followed 
by Manus AI (15.6%) and Blackbox AI (14.3%). Several other platforms cluster closely 
behind—Anything AI (9.8%), Bolt AI (9.8%), Vercel v0 (8.8%), and Framer AI (8.6%)—
highlighting how broadly attackers are experimenting across the ecosystem.

One platform worth calling out for versatility is Lovable AI, which appears in the data 
not only for phishing/scam activity but also in association with ValleyRAT and Remote 
Monitoring and Management tools—a reminder that these platforms can support the 
full lifecycle of intrusion operations, not just front end lure creation. 

From Prompt to Phish: 
AI Site Builders Are 
Accelerating Scams
Threat actors are increasingly exploiting AI-powered “text-to-site” platforms to build 
convincing phishing and scam infrastructure. What used to require a developer, a template kit, 
and time now often takes little more than a prompt and a few iterations. The result is faster 
campaign spin-up, more visually polished lures, and an expanding long tail of malicious sites 
that are harder to distinguish from legitimate brand experiences. 

AI Platform % of AI Transactions Blocked

Manus AI Phishing and scam sites

Blackbox AI Phishing pages

Anything AI Phishing and scam sites

Bolt AI Phishing and scam sites

Vercel v0 Phishing and scam sites

Framer AI Phishing and scam sites

Lovable AI ValleyRAT, RMM tools, Phishing and scam sites

Emergent AI Phishing and scam sites

Tilda AI Phishing and scam sites

Unattributed Phishing sites, Fake app, PUA and PWA sites

Figure 7: Percentage of malicious activity identified by AI platforms

Figure 8: Summary of threat attribution per AI platform
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Figure 10: Distribution 
of encrypted threats

Figure 9: Share of encrypted vs. unencrypted malicious traffic 

Encryption: 
Where Initial Access 
Goes Unseen

Email may deliver the lure, but initial access is often established after the click—in the 
browser—where credential entry, session/token theft, and exploit activity occur over 
HTTPS. ThreatLabz found that 87% of malicious activity blocked between January and 
December 2025 was delivered over HTTPS, placing critical early-stage attack steps 
inside encrypted traffic flows. Without the ability to inspect encrypted web sessions, 
these interactions can look indistinguishable from normal SaaS usage.

The encrypted threat landscape is broader than any single attack type. ThreatLabz 
observed multiple forms of malicious activity moving through HTTPS.

Within encrypted attack traffic, malware 
accounted for accounted for 93.5% of observed 
attack activity, while phishing represented 
4.7%. Despite making up a smaller share 
of the total volume, phishing activity was 
overwhelmingly encrypted: 95.2% of all blocked 
phishing attempts, amounting to 1.2 billion 
hits, were delivered over encrypted channels. 
Browser exploit activity also appeared within 
encrypted traffic, showing that attackers 
continue to use web-based compromise 
techniques to establish access through 
otherwise trusted browsing activity. 

These findings mirror the structure of a 
modern attack chain. Phishing is used to 

establish initial access, while browser-based 
exploitation provides additional paths for 
compromise and malware dominates subsequent 
stages (including payload delivery, command-
and-control, and data exfiltration). Encryption 
remains the common thread across these stages, 
enabling attackers to persist—from initial access 
to sustained compromise—within the same 
trusted channels.

For organizations that do not perform inline TLS 
inspection at scale, the practical consequence is 
that the majority of attacker activity is happening 
inside traffic their security stack cannot 
fully inspect.

©2026 Zscaler, Inc. All rights reserved.Zscaler ThreatLabz 2026 Phishing and Initial Access Report 14
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Figure 11: Encrypted attack hits by industry

MORE THAN 75% OF ENCRYPTED ATTACK ACTIVITY HITS F IVE INDUSTRIES
Which Industries Are Most 
Targeted 
 
ThreatLabz analysis shows more than 75% of encrypted attack activity 
observed within a handful of industries.

In Services (5.5 billion encrypted attack hits) and Technology (2.9 billion) 
environments, large user populations and widespread SaaS usage mean most 
activity is tied to identity and session-based access. When credentials are 
compromised, attackers can simply attackers can hide among the numerous 
legitimate encrypted sessions and operate alongside them without raising 
suspicion based on passive analysis.

In Manufacturing (5.1 billion), access often spans plants, partners, 
and suppliers. That reach can work against defenders. A single 
compromised account can open paths into multiple environments, and 
encrypted traffic allows movement between them to look like normal 
business communication.

In Finance and Insurance (3.9 billion), access tends to lead directly to 
sensitive systems and data. When these interactions (user logins, account 
access, etc.) take place within encrypted sessions, attackers who gain 
access hide among the same trusted channels those same trusted channels, 
viewing data, initiating actions, or moving laterally, often without triggering 
obvious anomalies.

In Retail (3.7 billion), operations center on continuous, high-volume 
transactions across e-commerce platforms, payment systems, and supplier 
portals. Attackers blend into this steady stream of encrypted activity, 
hijacking accounts and carrying out a range of other malicious actions 
without standing out. 

Across these industries, the same encrypted sessions that protect business 
operations also provide cover for attacker activity. 
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Where Encrypted Attack 
Traffic Originates and Lands 

ThreatLabz analysis also uncovered where 
encrypted attack traffic appears to come from 
and where it ultimately lands. 

On the origin side, the United States accounts 
for 65.4% of observed encrypted attack traffic, 
followed by Brazil (8.3%). At first glance, this 
distribution may suggest where attackers are 
based. In reality, it is where traffic is routed 
through—regions with accessible cloud 
and hosting infrastructure. This is especially 
relevant for attacks that rely on proxying. 
By routing traffic through cloud-hosted 
environments in these regions, attackers can 
make activity appear to come from trusted 
locations. For example, phishing frameworks 
such as Tycoon 2FA and EvilProxy have been 
observed routing authentication sessions 
through cloud-hosted proxy infrastructure. 
These operations span major cloud regions, 
including the United States, and intermediate 
communication with legitimate services to 
capture credentials and session tokens in real 
time, allowing malicious activity to blend into 
normal encrypted traffic. 

TOP 10 ORIGIN COUNTRIES FOR 
ENCRYPTED ATTACK TRAFFIC

Country Hits Percentage Share

United States 15,939,251,445 65.4%

Brazil 2,018,588,488 8.3%

Germany 1,183,576,064 4.9%

The Netherlands 798,715,662 3.3%

India 762,124,455 3.1%

Singapore 678,905,990 2.8%

United Kingdom 567,118,524 2.3%

Ireland 398,559,270 1.6%

United Arab 
Emirates 345,351,734 1.4%

China 343,462,046 1.4%
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Where that traffic lands highlights targeting. The United States is 
also the primary destination, with 12 billion encrypted attack hits, 
far exceeding the countries that follow.

TOP 10 COUNTRIES TARGETED BY 
ENCRYPTED ATTACK TRAFFIC

HIDDEN BUT NOT OUT OF S IGHT

As more threat activity hides in encrypted channels, separating 

signal from noise requires more than traffic alone. Observing 

attacker activity before a successful compromise can clarify intent 

before damage is incurred. Deception technology—using decoys 

and lures to detect attacker interaction—reveals that intent 

when adversaries probe for access or attempt lateral movement, 

generating high-confidence signals that can surface intrusions 

before attackers gain a foothold.

TLS inspection turns this geographic view into actionable security context, 
revealing what’s actually happening inside encrypted sessions so defenders 
can detect initial access activity earlier.

Country Hits Percentage Share

United States 12,168,728,075 47.5%

India 2,653,481,064 10.4%

Brazil 2,455,730,174 9.6%

United Kingdom 902,777,048 3.5%

Germany 763,965,001 3.0%

Australia 621,268,013 2.4%

France 543,994,379 2.1%

Canada 469,466,379 1.8%

Japan 430,144,658 1.7%

South Africa 426,889,404 1.7%
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Deception:  
Unmasking the Path 
from Reconnaissance 
to Initial Access
At the earliest stages of an attack, long before a payload is delivered or access 
is established, adversaries are already at work testing the edges of enterprise 
environments. They map what is exposed, probe for weak spots, and test 
assumptions about what defenses they may encounter. These behaviors are often 
easy to miss because they tend to be brief, repetitive, and blend into the background 
noise of legitimate internet traffic.

To separate signal from noise, ThreatLabz analyzed attack telemetry from Zscaler’s 
global mesh of decoys deployed under real customer domains and sitting across 
thousands of environments. Between October 2025 and March 2026, these decoys 
absorbed 89.9 million malicious interactions from 1.37 million unique attacker IPs 
across 520 customer environments spanning 24 industries. 

©2026 Zscaler, Inc. All rights reserved.Zscaler ThreatLabz 2026 Phishing and Initial Access Report ©2026 Zscaler, Inc. All rights reserved. 18



Figure 13: Unique attacker IPs by industry Figure 14: Average attacker IPs per customer by industryFigure 12: Total malicious interactions by industry

Hostile Interaction Trends by Industry

ThreatLabz uncovered that the Manufacturing, Financial Services, and Banking industries account for 
more than half of all hostile interactions against external decoys (~70 million), but they stand out for 
different reasons. 

Manufacturing environments are often large and varied, with a long tail of internet-facing services that 
are difficult to standardize or retire. That makes them ideal targets for broad, low-cost scanning, where 
commodity botnets sweep at scale looking for any publicly-exposed assets.

In contrast, the Banking sector shows more targeted behavior, as evidenced by 8,306 unique attacker IPs 
per customer (see Figure 14), reflecting sustained efforts to validate access. Modern banking intrusions 
often start with credential theft to gain initial access, enabling attackers to focus on specific accounts 
without needing to exploit vulnerabilities. Attackers do not need a novel exploit if they can steal or reuse 
credentials at scale by phishing for online banking logins, harvesting credentials from unrelated breaches, 
and even validating them through automated login attempts.

Telecommunications (39,532) and Information Technology (179,161) 

saw a similar pattern with unique attacker IPs per deployment,  as 

seen in Figure 13. These sectors operate as the connective tissue of 

modern businesses. Whether an adversary uses stolen credentials 

to log in or exploits an exposed management interface, the goal 

is the same: to seize a foothold within the upstream service 

provider. Once inside, the threat actor can leverage the provider’s 

trusted relationship to pivot downstream into the networks of their 

customers and partners.
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ATTACKERS CONCENTRATE ON COLLABORATION PLATFORMS AND IDENTITY SYSTEMS

Figure 16: Unique attackers per targeted datasetFigure 15: Top targeted application categories

Targeted Applications and Datasets

As attackers move from reconnaissance to intrusion, their sole focus is to separate opportunity from 
distraction. That means probing a narrow set of entry points they believe will convert into access. 
Adversaries concentrate on surfaces that can validate stolen credentials quickly, deliver privileged access 
with minimal effort, or expose high value content that unlocks further compromise.

ThreatLabz uncovered that the 10 most targeted application types can be clustered into three categories: 
collaboration platforms, identity systems, and remote access infrastructure—and the distribution is 
quite telling. 

As seen in Figure 15, collaboration platforms, such as code repositories and document platforms, make 
up half of the application types and drive 51% of unique attacker IP addresses, signaling where attackers 
see the biggest downstream payoff. These are environments where one successful entry can expose 
sensitive data and the credentials, tokens, or access paths needed for further lateral movement.

Identity systems, including login portals and webmail systems, show up less in variety but are 
consistently present, accounting for 44% of deployments across the top targets. Their ubiquity and 
direct role in authentication attracts relentless attention as the easiest place to validate stolen credentials 
at scale. 

Remote access infrastructure, including VPNs and gateways, represent another high-value category 
targets, reflecting activity from 24% of unique attacker IP addresses; they are fewer in number, but 
worth sustained targeting when exposed.

When you compare unique attacker IPs with deployments, the story is simple: attackers focus on what’s 
common and what pays off. Outlook Web Access (OWA) stands out on both fronts with 194,438 
unique attacker IPs across 187 deployments, because it’s widely exposed and an easy place to test stolen 
credentials. WordPress draws nearly as many attackers (168,776) even with far fewer deployments (40), 
showing that well-known, commonly exposed platforms attract disproportionate attention.
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PUBLIC CLOUDS DOMINATE ATTACKERS INFRASTRUCTURE – IP BLOCKING CANNOT SCALE

Attacker Infrastructure and 
Hosting Patterns
ThreatLabz telemetry shows attacker infrastructure hosting is heavily concentrated 
in public clouds and low-cost hosting solutions. Amazon Web Services (AWS), 
Google Cloud Platform (GCP), and Linode account for a substantial share of 
observed attacker IP addresses, consistent with adversaries using inexpensive, 
disposable compute to run distributed scanning at scale.

Mid-tier providers such as Contabo, DataPacket, and Vultr show a different 
operating pattern: fewer unique IPs, but higher activity per IP. This is a common 
indicator of sustained campaigns that run from a smaller, more consistent 
infrastructure footprint.

This distribution also underscores a practical challenge for security teams: when 
scanning traffic is sourced from mainstream cloud and hosting providers, IP-
based controls become noisy and short-lived. That’s why simple blocklisting, while 
useful for tactical suppression, doesn’t scale as a primary strategy. With more than 
121,000 distinct AWS-hosted IPs probing environments, static blocking quickly 
becomes unmanageable and increases the risk of collateral impact.

Figure 18: Target customers from top hosting providers sourcing attacker traffic against external decoys

Figure 17: Unique attacker IPs from 
hosting providers sourcing attacker 
traffic against external decoys
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FINANCIAL SERVICES AND IT ACCOUNT FOR - 91 OF COMPROMISED CREDENTIALS TESTED

Figure 19: Percentage of compromised 
credentials tested by vertical

Figure 21: Percentage on distinct attackers 
by credential stuffing by vertical

Figure 20: Percentage of customers targeted 
by credential stuffing by vertical

Credential Stuffing as a 
Primary Intrusion Vector
Reconnaissance is rarely the end state, but rather the setup. Once an 
exposed service is identified, many attackers take the shortest route to 
access: testing credentials that have already been compromised elsewhere. 
External decoys capture this phase of the attack chain with unusual clarity, 
showing how quickly scanning activity turns into credential stuffing.

Across 93 customer environments, ThreatLabz observed credential stuffing 
attempts using 45,011 unique compromised credentials submitted by 2,361 
unique IP addresses. Each login attempt reflects a prior compromise being 
recycled against a new target—leaked databases, infostealer logs, phishing 
kit dumps, and credential marketplaces.

Financial Services saw the highest volume overall (18,003 compromised 
credentials) while Information Technology followed with 10,011 
compromised credentials tested across 1,157 IP addresses. Together, these 
two industries account for ~91% of all compromised credentials tested in the 
dataset—exactly what you’d expect when attackers prioritize environments 
where one valid login can yield direct monetization or privileged 
internal access.

If credentials are already in circulation and a target is already indexed, the 
marginal cost of one more login attempt is effectively zero. Controls that 
consistently reduce impact are rate limiting, credential stuffing detection, 
and phish-resistant MFA. 
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Brand Impersonation at AI Speed: 
The Coinbase Wallet Clone 
In early December 2025, ThreatLabz observed threat actors using Anything’s AI 
application builder to create a fraudulent web page that impersonated a Coinbase 
Wallet. The page advertised a counterfeit Coinbase Chrome extension with the goal 
of prompting users to install it. The threat actors hosted the site on create[.]xyz, a 
legitimate hosting platform, which can help these pages appear more credible and 
accessible to victims.

One indicator suggesting the page had been AI-generated was that Anything AI 
branding remained embedded in the page metadata, visible when hovering over 

certain elements, including the footer. 

Case Studies

KEY TAKEAWAY

AI-assisted website creation, paired with low-cost 

legitimate hosting, has reduced the time and skill 

required to replicate trusted brands. What once took 

a skilled developer days now takes one prompt and an 

hour. As brand impersonation becomes more difficult to 

detect through visual quality and technical sophistication, 

detection efforts must focus on identity, behavior, and 

destination signals. 

Figure 22: AI-generated user interface impersonating Coinbase Wallet
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In early September 2025, ThreatLabz tracked a BlindEagle spear phishing campaign 
targeting a Colombian government agency under the Ministry of Commerce, Industry 
and Tourism (MCIT). The campaign’s initial advantage was credibility: the phishing email 
appeared to be sent from a compromised account inside the organization, making the lure 
far more likely to be opened and trusted.

A Trusted Sender Turns 
Colombia’s Public Sector 
Into the Entry Point

HOW IT WORKED

The email delivered an SVG attachment 
designed to act as a container. When the 
user clicks it, a Base64-encoded HTML 
page embedded inside the SVG is decoded 
and opens a new browser tab, which 
presents a fake portal styled to mimic the 
Colombian judicial branch.

A few seconds later, the portal automatically 
drops a JavaScript “receipt.” If the victim 
double-clicks the file, the attack chain 
escalates through multiple staged scripts 
that deobfuscate and execute one after the 
other, with a final script launching a hidden 
PowerShell command via WMI.

KEY TAKEAWAY

This campaign demonstrates a modern spear phishing 

pattern: trust first, complexity second. By starting with a 

compromised internal sender and using familiar looking files 

and destinations, attackers are able to increase engagement 

and quietly establish a fully remote foothold as the technical 

sophistication of the attack chain matters less than the social 

engineering prompt that made it effective; an email from 

someone the victim inherently trusts. 

PowerShell then downloads what 
appears to be a benign image from 
the Internet Archive,but actually 
contains a hidden base64-encoded 
payload between specfic markers.  The 
PowerShell function then loads the 
decoded payload as a .NET assembly., 
and runs the downloader. ThreatLabz 
identified the downloader as Caminho, 
which ultimately deployed DCRAT—
enabling capabilities such as keylogging 
and disk access.

Figure 23: Attack chain diagram depicting the BlindEagle spear phishing campaign
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GRAPH FPO

In August 2025, ThreatLabz identified a new phishing kit called BlackForce that combines AiTM 
techniques with MitB capabilities to steal credentials and capture one-time MFA codes in real-
time. The kit impersonates widely recognized brands—including Disney, Netflix, DHL, and 
UPS—to increase click-through and credential submission rates.

From Phishing to Account 
Takeover: BlackForce 
Captures MFA Codes Mid-Login

The attack begins when a victim clicks on a phishing link and lands on an attacker-controlled 
page. Before serving the lure, BlackForce applies server-side filtering (ISP/vendor blocklists 
and user-agent checks) to block known crawlers, scanners, and researcher traffic, helping the 
campaign avoid automated detection and analysis.

Once the victim is validated, the phishing page is delivered and styled to closely resemble the 
legitimate site. When the victim enters credentials, they are captured immediately. The operator 
receives real-time session notifications via a C2 panel, and stolen credentials are forwarded 
through a Telegram channel, enabling rapid follow-through while the victim is still active.

The attacker then uses the stolen credentials to attempt a login to the real service, triggering an 
MFA prompt. At that point, BlackForce shifts to MitB: through the C2 panel, the attacker injects a 
fake MFA prompt into the victim’s browser. The victim enters the one-time code, the kit captures 
it, and the attacker relays it to the legitimate site—successfully completing authentication and 
compromising the account.

Figure 24: Attack chain diagram depicting the BlackForce attack flow
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KEY TAKEAWAY

BlackForce reinforces a key reality of modern phishing; MFA can 

be bypassed when attackers can intercept the login flow in real-

time. By pairing AitM-style session handling with a MitB step that 

captures one-time codes during an active session, BlackForce turns 

a standard credential phishing attack into account takeover.

Figure 25: BlackForce control panel for version 3
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In August 2025, ThreatLabz uncovered a phishing campaign impersonating Brazilian 
government services. Threat actors used AI-powered website builders (DeepSite AI and 
BlackBox AI) to rapidly produce convincing replicas of official portals, which also followed the 
same step-by-step journey users expect from government workflows.

HOW IT WORKS

The attack chain began with poisoned search 
engine results. Users searching for government-
related services encountered malicious domains 
positioned alongside legitimate resources, 
increasing the likelihood of interactions. After 
clicking a malicious link from the search results, 
victims are directed to polished websites 
closely resembling official Brazilian government 
platforms. The pages guided users through 
a multi-step process that mirrored real 
administrative procedures, requesting national 
identification incrementally rather than all at 
once. Each step reinforced the perception 
that the user was progressively entering their 
information into a legitimate service.

After submitting identification information, the 
site would validate the user and automatically 
populate personal information like name and 
demographic details, creating the impression 
of a live connection to official systems, when 
in reality, the interaction was mediated by 
attacker-controlled infrastructure.

The final step introduced a service fee and 
instructed victims to pay via Pix, a widely used 
and trusted payment method in Brazil.

LEGITIMATE WEBSITE PHISHING PAGE REPLICA

Figure 26: Side-by-side comparison of legitimate page and phishing page of Brazilian government website

Search to Scam: AI-Generated 
Fake Government Portals
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KEY TAKEAWAY

The convergence of AI site generation, search-

engine poisoning, and a trusted payment method 

made this campaign nearly indistinguishable from a 

legitimate government service. For users, the only 

meaningful tell was the URL itself, a domain check 

that the multi-step flow was specifically designed 

to discourage.

ThreatLabz identified several indicators in the page source consistent with AI-generated UI code:

•	 Generator-style dependencies: Repeated use of common builder-friendly libraries 
such as Tailwind CSS and Font Awesome, which tools like DeepSite AI and BlackBox AI 
frequently rely on for rapid UI assembly.

•	 Over-explained comments: Source code comments that are unusually verbose and 
instructional, reading more like implementation guidance than typical developer notes.

•	 UI that looks finished but isn’t connected: Multiple non-clickable or non-functional 
elements that would require a human to connect via actions, variables, and 
backend logic.
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Zero-Day Exploit Impacts  
Microsoft SharePoint Services
In July 2025, Zscaler ThreatLabz investigated active exploitation of CVE-2025-53770, 
a critical zero day affecting on-premises Microsoft SharePoint Server 2016, 2019, 
and Subscription Edition. Zscaler Deception customers saw the earliest signals on the 
morning of July 17—four days before CISA issued its advisory—when SharePoint 
decoys recorded exploitation attempts and helped surface the source IPs involved.

The campaign (often referred to as “ToolShell”) centers on SharePoint’s ToolPane.aspx 
workflow. Attackers spoof a SignOut.aspx-style Referer to bypass authentication, 
then abuse insecure deserialization of ASP.NET ViewState to achieve unauthenticated 
remote code execution. From there, operators can quickly pivot to post-compromise 
actions—enumerating SharePoint content, staging data theft from document libraries, 
and using the SharePoint host as a foothold for lateral movement.

A notable escalation observed is theft of .NET machine keys (the ValidationKey 
and DecryptionKey) from web.config. With this material, attackers can forge valid 
ViewState payloads, creating a durable execution path that may survive patching 
unless keys are rotated.

KEY TAKEAWAY

This incident reinforces that internet-exposed collaboration tools 

have become a magnet for zero days, and SharePoint RCEs can 

be exploited fast, often before public advisories are issued. The 

key lesson is speed: Deception controls surfaced exploitation 

attempts four days before the public CVE, giving potential victims a 

meaningful head start to contain the blast radius before attackers 

pivoted to lateral movement, data theft, and even long-term 

access. In a compressed exploitation window, the difference 

between “early signal” and “public advisory” is the difference 

between containment and breach.

Figure 27: Attack flow CVE-2025-53770 follows to achieve RCE on a SharePoint server
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Fake CAPTCHAs, Real Risk: 
How AI-Generated Tycoon 2FA 
Phishing Kits Evade Detection

ThreatLabz identified phishing pages equipped with a fake 
CAPTCHA-based component of the Tycoon 2FA campaign, 
designed as an intermediate verification step to enhance credibility 
and evade automated detection systems. 

The template exhibits several notable characteristics: 

•	 Implements a fully functional canvas-based CAPTCHA 
(distorted text + noise) 

•	 Modern design to build trust- glassmorphism effects, gradient 
backgrounds, and smooth animations to appear professional

•	 Obfuscated JS hides the form submission logic
•	 Hidden form suggests data capture and forwarding to 

phishing stages
•	 Emojis are used throughout the HTML code, which suggests it 

may have been generated by AI

Figure 28: Tycoon 2FA phishing pages generated using AI
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Figure 29: Tycoon 2FA phishing page javascript

KEY TAKEAWAY

Attackers are turning polished “verification” interstitials and fake 

CAPTCHAs into an evasion layer—one that slips past automated 

analysis while boosting victim trust and conversion. Simply 

examining the URL is not sufficient to inform an effective response; 

security teams need to trace the full phishing chain end to end 

and hunt for telltale mechanics like canvas-rendered CAPTCHAs, 

obfuscated scripts, and hidden form submissions, not just pages that 

look legitimate.
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In this example, attackers used Loveable AI-generated templates to produce high-fidelity 
lookalikes that mimic trusted brands and login experiences. Observed examples include Apple 
Pay and Microsoft-themed phishing pages hosted at aplepay[.]live and outlook-support[.]live.

Type 1: Phishing & scam sites

Figure 30: Fake Page of Apple Pay and Microsoft phishing 

page generated using Lovable AI

From Prompt to Payload: Threat 
Actors Abuse Lovable AI to 
Ship High-Fidelity Lures Fast

ThreatLabz observed threat actors weaponizing Lovable’s AI-driven 
development capabilities to rapidly deploy sophisticated phishing sites 
and malicious download portals. These observed campaigns range from 
credential harvesting pages, designed to steal sensitive login information 
through near-perfect replicas of legitimate sites, to complex landing pages 
that lure victims into downloading malware or unauthorized (RMM) tools. 
What used to take real front end effort—polished layouts, brand-consistent 
styling, and convincing user flows—can now be generated, deployed, and 
iterated with minimal friction. The result is a faster, smoother path from a 
web lure to credential theft, malware delivery, or persistent remote access.
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Beyond the visual polish, the page source carries telltale signs of AI-assisted 
generation and a standardized build pipeline—metadata and social preview tags 
referencing lovable.dev resources, along with bundled assets and a modern single-
page-app structure (e.g., div id=”root” plus compiled JS/CSS). In practice, these 
details matter because they hint at repeatability: the same template can be quickly 
repurposed across brands, domains, and campaigns with minimal changes.

Figure 31: Lovable AI JavaScript for fake page
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In this example, threat actors leveraged Lovable to create a 
convincing clone of a Zoom download page. The objective isn’t just 
to fool the user—it’s to move them from download to execution, 
delivering a malicious installer that deploys unauthorized RMM 
tooling. That shifts the incident from a single click to persistent 
access, giving attackers the foothold they need for surveillance, 
lateral movement, and follow-on actions.

Type 2: Unauthorized RMM tools distribution

Figure 32: Fake Zoom download Page 

Evidence of AI Generation 
Across these examples, Lovable 
fingerprints show up in the metadata 
and preview-image references—
particularly Open Graph and Twitter 
card tags that still point to https://
lovable.dev/opengraph-image-...png. 
Those retained development artifacts, 
paired with consistent asset bundling 
patterns, provide a useful thread for 
clustering related infrastructure and 
identifying additional pages built from 
the same workflow.

Figure 33: Lovable AI page JavaScript for fake zoom

KEY TAKEAWAY

AI isn’t just making phishing pages prettier—it’s making them faster to 

produce, easier to scale, and quicker to rebrand after takedowns. Security 

teams should assume high-quality lures can appear and mutate rapidly, and 

prioritize controls and detections that track behavior and delivery chains 

(credential capture, redirects, payload execution, and RMM installation) rather 

than relying on visual tells or one-off domain verdicts.
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Typebot-Fueled Chatbots Are Powering 
a New Wave of Financial Fraud

ThreatLabz uncovered a sophisticated Brazilian-targeted financial fraud campaign that 
leverages a chatbot created using typebot[.]io to carefully plan a multi-stage social 
engineering attack. Instead of a one-page lure, the operation relies on an interactive 
conversation that builds credibility step by step, and then converts that trust into a payment.

The scam opens by prompting the user for a CPF (Cadastro de Pessoas Físicas) number, 
Brazil’s national ID, through a chatbot experience designed to resemble legitimate financial 
service support. Once the victim enters their CPF, the chatbot “claims to verify” the 
information and responds with fabricated loan or debt details, positioning the victim as 
someone with an outstanding balance that needs immediate attention.

Chatbot asking for CPF number 
from user.

Chatbot verifies user data. Chatbot tells the user that they have debt 
pending and they can get a discount.

Chatbot tells the 99% off. Chatbot sends a button that will redirect the 
user to a payment portal when clicked.

From there, the pressure ramps up. The chatbot introduces urgency and incentive, claiming 
the debt can be settled instantly with a steep, time-sensitive discount—up to “99% off”—
to push the victim toward a quick decision rather than careful verification. In the final step, 
the chatbot presents a button that redirects the user to a payment portal, where victims 
unknowingly send real funds to accounts controlled by the fraudsters, believing they are 
clearing a legitimate obligation. 

Figure 34: Chatbot prompts to redirect user to portal
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KEY TAKEAWAY

This campaign shows how attackers are using chatbot platforms to 

turn fraud into a guided journey, by capturing high-value identifiers, 

manufacturing “verified” debt narratives, and steering victims straight to 

payment. For defenders, the priority is to treat conversational flows as an 

attack surface and watch for the pattern of personal information collection 

followed by debt claims, extreme discount prompts, and outbound 

redirection to payment pages.

Supply Chain Attacks 
Targeting AI Tools: The 
S1ngularity Nx Compromise

In August 2025, ThreatLabz discovered threat actors using malicious Nx 
npm packages as part of a software supply chain attack. The trojanized 
packages included malicious JavaScript designed to collect sensitive data 
from developer machines—specifically by targeting locally installed AI 
assistant tools.

After installation, the malicious script ran as part of the infected Nx 
package and began by scanning the host for the presence of specific 
AI assistant tools, as seen in figure 35. 

Figure 36: Script prompt of AI assistant 

Figure 37: Script prompt to upload data to S1ngularity-repository

Figure 35: Malicious script of infected Nx package 

Once AI tools are located, the script would prompt the AI assistant to 
steal sensitive data.

The collected data is then uploaded to a GitHub repository named “S1ngularity-repository”: 

©2026 Zscaler, Inc. All rights reserved.Zscaler ThreatLabz 2026 AI Security ReportZscaler ThreatLabz 2026 Phishing and Initial Access Report 36



Zscaler ThreatLabz 2026 Phishing and Initial Access Report

Predictions Watchlist 
for 2026

AI Agents Will Phish Other AI Agents
Autonomous AI systems will become both targets and participants in phishing attacks. As 
organizations deploy AI agents to automate workflows and decision-making, attackers will 
target these systems directly. Adversaries will manipulate agent behavior through crafted 
inputs, prompt injection, and spoofed interactions between systems. Attacker-controlled 
agents will engage enterprise agents to request data, escalate privileges, or trigger actions.

WHAT THIS MEANS 
Security must extend to non-human identities, enforcing authentication, policy validation, 
and context-aware controls across all agent interactions.

AI Agents Will Automate and Scale Phishing Operations
Malicious AI agents will execute phishing campaigns end to end with minimal human 
involvement. Attackers are already using AI for content generation and targeting. Agentic 
systems will extend this to autonomous execution by identifying targets, engaging victims, 
adapting messaging in real time, and progressing attacks through compromise.

WHAT THIS MEANS 
Defenders must address persistent and adaptive adversaries by detecting interaction 
patterns, intent, and anomalous behavior.
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Phishing Evolves Into Persistent, Multi-Channel Attacks
Phishing will shift from isolated email campaigns to continuous 
engagement across communication channels. Attackers are expanding 
beyond email into messaging platforms, SMS, and voice, often chaining 
interactions together to build credibility over time. AI enables consistent 
tone, memory, and responsiveness across channels, making attacks 
appear cohesive and legitimate.

WHAT THIS MEANS 
Security must operate inline across all communication surfaces, with 
policies enforced consistently based on identity rather than channel.

Identity Takeover Replaces Credential Theft
Phishing will focus on real-time session hijacking and identity 
manipulation rather than credentials alone. Modern phishing techniques 
intercept authentication flows, capture session tokens, and bypass  
MFA to gain immediate access. Attackers increasingly prioritize control of 
active identities over reusable credentials.

WHAT THIS MEANS 
Security must enforce continuous inline access control, where trust is 
dynamically evaluated and revoked as risk changes.

AI-Generated Phishing Becomes the Baseline
AI will become the default engine behind phishing and eliminate 
traditional detection signals. Large language models are enabling 
attackers to generate fluent, context-aware phishing emails at scale. 
These messages remove long-standing indicators such as poor 
grammar and generic tone while increasing personalization using 
publicly available and compromised data.

WHAT THIS MEANS 
Phishing detection must move beyond content analysis to inline 
evaluation of identity, behavior, and context.

Deepfake Impersonation Redefines Social Engineering
AI-generated voice and video will become the most effective 
vector for high-impact phishing. Threat actors are using deepfake 
technologies to impersonate executives, partners, and trusted contacts 
in real time. These attacks exploit human trust in familiar voices and 
faces and significantly increase the likelihood of success.

WHAT THIS MEANS 
Trust can no longer rely on human recognition alone. Organizations 
must enforce continuous identity verification across every interaction.
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Phishing has evolved beyond deceptive emails into realistic, business-like workflows 
designed to steal credentials and hijack sessions to gain initial access. ThreatLabz telemetry 
consistently shows the same progression: attackers deliver convincing lures, validate access 
through credential testing at scale, and then pivot quickly to the next reachable target to 
expand control and drive impact. To counter this, organizations need a unified AI-powered 
platform that reduces user compromise, restores visibility in encrypted channels, and 
interrupts attacker momentum early in the chain.

The Zscaler Zero Trust Exchange is a cloud-native zero trust architecture that reduces 
risk across the attack lifecycle by connecting users, workloads, and devices directly to 
authorized applications and data. It enforces policy, inspects encrypted traffic at scale, and 
prevents and detects initial access from escalating into lateral movement and data loss.

How the Zscaler Zero 
Trust Exchange 
Mitigates Attack 
Surface Discovery and 
Initial Compromise
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Minimizing the Attack Surface Preventing Compromise

Stop phishing at the point of click
When phishing turns into action, Zscaler mediates access to the internet and SaaS 
applications to detect and prevent malicious lures from being delivered or executed. By 
blocking access to known and emerging malicious destinations and cutting off common 
delivery paths, the platform helps ensure a single click doesn’t become a breach.

Eliminate exposed application entry points
Zscaler reduces externally exposed access by replacing broad, network-level 
connectivity with identity- and context-based access to specific applications. Even if 
credentials are compromised, attackers don’t inherit internal reach, shrinking discovery 
opportunities and disrupting lateral movement.

Surface attacker behavior early with high-confidence telemetry
Zscaler Deception draws attacker activity into the open by placing realistic, instrumented 
decoys in paths attackers probe after gaining access. Any interaction generates high-
fidelity telemetry on reconnaissance and credential-seeking behavior, enabling faster 
detection and containment before attackers can establish persistence or expansion. 

Full TLS/SSL inspection at scale
Zscaler decrypts and inspects traffic inline using an advanced proxy architecture, exposing 
threats that would otherwise remain hidden. Zscaler AI engines evaluate destinations, URLs, 
and domains for phishing indicators such as domain characteristics, certificate metadata, brand 
impersonation, behavioral signals, and other anomalies in real time, enabling organizations to 
block malicious activity before users are impacted.

Zero Trust Browser 
The Zscaler Zero Trust Browser protects against patient-zero infections, ransomware, drive-by 
downloads, malvertising, and more by isolating web traffic through an air gap between web 
content and users. The solution provides an extra layer of security for users and departments 
by creating an isolated browser session if a user tries to access a potentially malicious webpage, 
eliminating the chance of lateral threat propagation.

Beyond isolation, protection is extended to native browsing scenarios through Zero Trust 
Browser Extension and Enterprise Browser, which prevent compromise by detecting and 
blocking over 100+ attack vectors, including malicious files, phishing sites, rogue extensions, 
last-mile reassembly, and identity-based attacks. This ensures consistent protection across 
both managed and unmanaged devices, including Bring Your Own Device (BYOD) environments, 
with additional safeguards against techniques such as screen capture abuse and keylogging. 	

Policy-driven access control 
Zscaler enforces dynamic, policy-based controls that continuously adjust access based 
on identity, device posture, location, and real-time risk signals. Deviations from normal 
behavior automatically trigger safeguards such as blocking access to suspicious destinations 
or applications, to stop phishing-driven compromise even when attackers attempt to reuse 
stolen credentials.
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Eliminating Lateral Movement

Phishing and encrypted intrusions rarely end with initial access. Once attackers obtain 
credentials or a session token, they look for the easiest next step: exposed applications, 
permissive pathways, and opportunities to escalate privileges or establish persistence. 
The Zero Trust Exchange breaks this progression by replacing network-level access 
with direct, policy-based connections to specific applications. With least-privilege 
enforcement, continuous verification, segmentation, and inspection that remains 
effective even when traffic is encrypted, the platform reduces attackers’ ability to 
discover additional targets, elevate privileges, or expand beyond the initial incident.

Shutting Down Compromised Users 
and Insider Threats
Zscaler continuously enforces policy by inspecting user-to-internet, user-to-SaaS, and 
user-to-private application traffic in real time, including encrypted sessions. When 
malicious behavior is detected such as compromised credentials, anomalous post-phish 
access patterns, insider risk signals, or encrypted command-and-control activity, the 
platform can automatically block connections, terminate sessions, and restrict access 
based on identity and context. Combined with Deception telemetry that exposes probing 
and credential seeking, these controls help contain threats quickly and prevent lateral 
movement or further impact. 

Stopping Data Loss

Zscaler helps prevent attackers from turning a successful phishing incident into data theft by 
protecting sensitive information in transit and across sanctioned cloud services. Inline controls 
maintain visibility and enforcement even when traffic is encrypted. 

Key capabilities include:

•	 Real-time threat detection: Inline inspection of encrypted and unencrypted traffic to 
identify and block malicious behavior during transmission, including exfiltration attempts and 
encrypted command-and-control patterns.

•	 Data Loss Prevention (DLP): Inline DLP policies help stop sensitive data from leaving the 
organization across web, SaaS, unmanaged and BYOD access, and GenAI applications.
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Related Zscaler Products

Zscaler Internet Access™ helps identify and stop malicious activity by 
routing and inspecting all internet and SaaS traffic through the Zero Trust 
Exchange. Zscaler blocks:

•	 URLs and IPs observed in the Zscaler cloud and from natively 
integrated open source and commercial threat intel sources—
including policy-defined, high-risk URL categories commonly 
used for phishing, such as newly observed and newly 
activated domains

•	 IPS signatures developed from ThreatLabz analysis of phishing kits 
and pages

•	 Novel phishing sites identified by content scans powered by 
AI/ML detection

•	 Malicious file downloads of new and evasive malware using 
inline sandboxing.

Zscaler Private Access™ safeguards applications by enforcing least-
privileged access, user-to-app segmentation, and full inline inspection 
of private application traffic — limiting lateral movement and exposure. 

Advanced Threat Protection blocks all known C2 domains, including 
those operating over encrypted channels. 

Zscaler ITDR mitigates identity-based attacks through continuous 
visibility, risk monitoring, and threat detection.

Zero Trust Browser prevents exposure to malicious web content 
by creating a secure gap between users and high-risk websites 
through isolation, while also enforcing protection in native browsing 
environments to block active threats before they reach the endpoint. 

Zero Trust Firewall extends C2 protection to all ports and protocols, 
including emerging C2 destinations.

DNS Security defends against DNS-based attacks and 
exfiltration attempts.

AppProtection provides high-performance, inline security inspection of 
the entire application payload to expose threats.

Zscaler Deception™ detects and contains attackers attempting to 
move laterally or escalate privileges by luring them with decoy servers, 
applications, directories, and user accounts.

Data Loss Prevention (DLP) helps organizations protect sensitive data by 
identifying, monitoring, and preventing unauthorized access, sharing, or 
leakage across all internet traffic and connected devices.

Zscaler Exposure Management allows customers to unify and 
contextualize findings from fragmented sources spanning Zscaler and 
third parties to understand risk in your environment. Get a prioritized list 
of your most critical exposures based on your risk factors and mitigating 
controls, including your zero trust protections. Accelerate remediation with 
AI-powered suggestions and automated workflows that connect to your 
existing tools. Pinpoint and close exposures with the speed of modern 
adversaries using an exposure management solution that understands the 
context and controls unique to your environment.

Zscaler AI Protect provides comprehensive, zero trust, security for AI 
initiatives, enabling organizations to innovate with confidence. Zscaler 
continuously scans endpoint, internet, cloud services, code repositories 
and SaaS to provide comprehensive insights into AI usage, assets and 
risk. Zscaler’s zero trust architecture governs access to AI applications at a 
granular level, ensuring responsible use of AI. Zscaler also accelerates the 
safe deployment of AI applications and infrastructure, from development 
to runtime with continuous red teaming, advanced inline guardrails and 
comprehensive governance and compliance.
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Best_Practices for 
Defending Against Attack 
Surface Discovery and 
Initial Compromise

Adversaries are now able to craft highly credible lures, blend into normal business 
workflows, and leverage encrypted traffic to conceal payload delivery. Organizations should 
assume these attacks will look legitimate and that once access is obtained, attackers will 
rapidly test what is reachable next. 

Effective defense requires reducing what can be discovered and accessed in the first place, 
maintaining visibility and control even when traffic is encrypted, and detecting early post-
compromise behavior before it turns into lateral movement or data loss.

User checklist: 

•	 Reduce publicly exposed services and metadata that can be harvested

•	 Continuously audit internet-facing assets, misconfigurations and 
access paths 

•	 Patch aggressively and place applications behind a cloud broker 
instead of exposing networks

•	 Assume any exposed service can and will be probed

User checklist: 

•	 Train users to recognize deepfake voice, video, and 
GenAI-written messages

•	 Run simulations that mirror current attack techniques 

•	 Encourage rapid reporting to reduce dwell time 

•	 Treat unexpected authority-driven requests as high risk

Reduce Exposure Before an Attack Begins 
Attackers increasingly begin with automated reconnaissance to identify 
exposed services, leaked credentials, and public information they can quickly 
convert into targeted phishing. This preparation makes gaining access easier 
and reduces the time organizations have to respond. To counter these risks, 
enterprises should focus on protecting what’s visible and reachable, so 
attackers have less to find, less to test, and fewer paths to exploit.

Keep Humans Ahead of AI-Driven Impersonation
Impersonation is getting more convincing as the most effective attacks 
exploit trust, authority, and urgency. The best defense is a workforce that 
slows down just long enough to verify identity and intent, especially for 
high-impact requests. 
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User checklist: 

•	 Verify senders and requests through trusted channels 

•	 Treat links and attachments as untrusted by default

•	 Be skeptical of urgency, especially when tied to business purposes

User checklist: 

•	 Replace network access with direct user-to-app connectivity

•	 Apply microsegmentation by default, including for authenticated users

•	 Inspect east-west and north-south encrypted traffic

•	 Eliminate implicit trust between users, devices, and workloads

User checklist: 

•	 Never share credentials or MFA codes

•	 Question requests that bypass normal workflows 

•	 Verify identity even when the request appears authentic 

User checklist: 

•	 Inspect outbound encrypted traffic for abnormal destinations and 
session behavior

•	 Detect beaconing, protocol misuse, and cloud service abuse 

•	 Block emerging C2 infrastructure using behavioral analysis rather than 
signatures alone 

Disrupt Phishing and Hidden Payload Delivery
Phishing is still one of the fastest ways for attackers to get in, often by 
making a routine business request look normal and time-sensitive. If a 
user engages, encrypted delivery can mask what’s being downloaded or 
where a session is being redirected. 

Contain Movement after Access is Gained
Once an attacker gets valid access, the next step is expanding reach 
by probing for adjacent apps, workloads, and data. By tightening 
connectivity and enforcing segmentation, organizations can limit how far 
an intruder can go even when they appear to be legitimate. 

Prevent Identity Takeover and Abuse
Most modern attacks don’t start with malware but with impersonation. 
Stolen credentials, session tokens, and MFA fatigue tactics let adversaries 
blend in with legitimate users and move quickly. 

Disrupt Encrypted C2 Activity
C2 activity today blends into encrypted web traffic on purpose. Spotting “normal-
looking” connections that behave abnormally, including quiet beaconing, strange 
protocol patterns, and unexpected cloud service usage, is essential.
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User checklist: 

•	 Enforce least privilege consistently across user and applications

•	 Automate containment when malicious behavior is detected

•	 Maintain clear response workflows for phishing, deepfake, and 
encrypted attacks 

•	 Leverage shared intelligence to accelerate investigation and response 

Reduce Impact When Attacks Succeed
Not every attack is preventable, but every attack can be containable. 
Least privilege reduces what an intruder can reach; automated 
containment cuts the time available to do damage. The faster 
organizations turn detection into action, the less opportunity threats have 
to spread or persist.

©2026 Zscaler, Inc. All rights reserved.Zscaler ThreatLabz 2026 Phishing and Initial Access Report ©2026 Zscaler, Inc. All rights reserved.Zscaler ThreatLabz 2026 Phishing and Initial Access Report 45



Methodology

The Zscaler global security cloud processes more than 500 trillion daily 
signals, blocks more than 9 billion threats and policy violations per day, 
and delivers 250,000+ daily security updates to Zscaler customers. 
This telemetry provides broad visibility into real-world attacker activity 
across users, applications, and locations. For this report, ThreatLabz 
used aggregated and anonymized platform data to analyze three areas of 
activity, phishing, encrypted attacks, and Deception telemetry, to quantify 
attack volume and identify the infrastructure, delivery methods, and 
trends observed during the reporting period.

Phishing trends
ThreatLabz analyzed phishing activity observed between January-
December 2025, including 1,297,255,997 phishing hits and 
approximately 2 billion blocked phishing transactions. The analysis 
explored top phishing attack patterns, targeted countries, hosting 
countries for phishing content, distribution of hosting organizations 
based on server IP address attribution, and the top referring domains 
that led users to phishing pages. 

In addition to this quantitative review, ThreatLabz tracked notable 
phishing trends and recurring use cases throughout 2025 to provide 
context on how campaigns evolved and how attackers attempted to 
reach victims.

Encrypted traffic
ThreatLabz analyzed 30,109,068,661 total blocked transactions recorded between January-December 2025 to 
understand how threats and policy violations were delivered over encrypted versus unencrypted channels. Of these 
blocks, 27,058,703,183 were associated with encrypted (TLS/SSL) traffic, while 4,033,365,478 were tied to unencrypted 
traffic. This breakdown helps quantify the prevalence of blocked activity occurring over encrypted sessions and reinforces 
the importance of encrypted traffic inspection for detecting threats that would otherwise be obscured in transit.

Deception telemetry
ThreatLabz analyzed telemetry from externally facing Deception decoys deployed under real customer domains across 
520 customer deployments in 24 industries, observed between October 2025 and March 2026. These decoys sit 
alongside production assets on the public internet and are indistinguishable from legitimate infrastructure, which makes 
every observed interaction hostile by nature. During the observation window, ThreatLabz recorded 89,925,866 malicious 
interactions from 1,370,165 unique attacker IPs. The analysis covered attack surface discovery patterns (targeted 
industries, application types, and hosting infrastructure sourcing attacker traffic), reconnaissance against exposed AI 
applications, and credential stuffing activity against 93 customer deployments involving 45,011 unique compromised 
credentials submitted by 2,361 distinct attackers.

A note on regional figures: Coverage of Zscaler customer traffic is not 

evenly distributed across geographies. Markets such as Canada, Spain, 

and several APAC regions represent a smaller share of total Zscaler traffic 

than the United States, India, or Germany. In these smaller-base regions, 

even meaningful absolute changes can produce dramatic year-over-year 

percentage swings. Where ThreatLabz reports large regional shifts, readers 

should interpret the directional finding as the primary signal and weight the 

percentage magnitude with the underlying telemetry base in mind.
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About_ 
ThreatLabz 

ThreatLabz is the security research arm of Zscaler. This world-class team is responsible for 
hunting new threats and ensuring that the thousands of organizations using the global Zscaler 
platform are always protected. In addition to malware research and behavioral analysis, 
team members are involved in the research and development of new prototype modules for 
advanced threat protection on the Zscaler platform, and regularly conduct internal security 
audits to ensure that Zscaler products and infrastructure meet security compliance standards. 
ThreatLabz regularly publishes in-depth analyses of new and emerging threats on its 
portal, research.zscaler.com.

Follow us: X @ThreatLabz  |  ThreatLabz security research blog
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About Zscaler
Zscaler (NASDAQ: ZS) accelerates digital transformation so customers can be more agile, efficient, resilient, and 
secure. The Zscaler Zero Trust Exchange™ platform protects thousands of customers from cyberattacks and data 
loss by securely connecting users, devices, and applications in any location. Distributed across more than 150 data 
centers globally, the SSE-based Zero Trust Exchange™ is the world’s largest in-line cloud security platform. Learn 
more at zscaler.com or follow us on Twitter @zscaler.
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