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Zscaler™ and Box
Enabling secure collaboration
for the enterprise

Zscaler and Box work together to enable secure collaboration that delivers
business agility and employee productivity, and ensures data is safe from
exposure wherever your users connect.
Collaboration challenges in a work-from-anywhere world
As employees increasingly work from everywhere, collaboration and
information sharing have become even more critical elements to ensuring
business agility and employee productivity. But, having all your remote users
connect over VPN will rapidly overload your system, eliminate many of the
benefits that Box provides, and will leave your users frustrated and looking
for work-arounds. They’ll simply bypass traditional security controls and go
direct-to-cloud to rapidly access cloud resources and get their work done.

Benefits of Zscaler
and Box integration:
• Report and remediate
data exposure
• Uncover hidden threats
being exchanged
between users

Going direct-to-cloud can give users a better experience, but exposes the
organization to increased risk. Sensitive data can be accidentally shared, data
can be exfiltrated maliciously, or compromised machines can access files
and spread malware. With traditional perimeter security solutions, a separate
cloud access security broker (CASB) overlay is often added to report on SaaS
usage and provide some level of control. This creates an unnecessary data
protection overlay, separate from the organization’s security controls. These
traditional approaches increase operational complexity and create blind spots
that can increase risk.

• Automated compliance
assurance
• Real-time visibility, to
control access and
user activity
• Single unified platform
to protect all users
everywhere
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Zscaler and Box: Fast and secure collaboration
for a modern workforce
Box Cloud Content Management makes it simple to collaborate
across teams, customers, partners, and vendors, with the ability to
access files from any device, enabling work-from-anywhere, anytime.
Box can power better collaboration by giving teams a central
workspace to edit, review, and share files, as well as assign tasks.
Zscaler has partnered with Box to ensure that your data is safe from
exposure, wherever your users connect. The Zscaler Zero Trust
Exchange™ delivers security as a cloud service built on the secure
access service edge (SASE) model.
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The global Zero Trust Exchange platform brings apps close to users for a fast experience, and
delivers massive scalability to handle surges in traffic without impacting performance.
Zscaler integrates with Box APIs to scan your files for sensitive data using Zscaler’s data loss
prevention (DLP) dictionaries and engines. Zscaler can report on, or automatically remediate, sharing
of sensitive information in violation of policy. These same files can be scanned for malware to
prevent the spread of infection across your users.
Zscaler CASB checks Box configurations to provide compliance visibility and to automatically
mitigate any violations automatically. Zscaler CASB also checks for hidden threats being exchanged
and prevents their propagation.
These advanced capabilities of the Zscaler and Box integration ensure users can collaborate safely,
share information securely, and leverage all the benefits of Box from wherever they work.

To learn more about Zscaler’s CASB solution and integrations, visit us at

zscaler.com/products/cloud-access-security-broker-casb

About Zscaler
Zscaler (NASDAQ: ZS) accelerates digital transformation so that customers can be more agile, efficient, resilient, and secure. The
Zscaler Zero Trust Exchange protects thousands of customers from cyberattacks and data loss by securely connecting users, devices,
and applications in any location. Distributed across more than 150 data centers globally, the SASE-based Zero Trust Exchange is the
world’s largest inline cloud security platform. Learn more at zscaler.com or follow us on Twitter @zscaler.
About Box
Box (NYSE:BOX) is a leading cloud content management platform that enables organizations to accelerate business processes,
power workplace collaboration, and protect their most valuable information, all while working with a best-of-breed enterprise IT stack.
Founded in 2005, Box simplifies work for leading organizations globally, including AstraZeneca, General Electric, JLL, and Morgan
Stanley. Box is headquartered in Redwood City, CA, with offices in the United States, Europe, and Asia. To learn more about Box, visit
www.box.com. To learn more about how Box powers nonprofits to fulfill their missions, visit Box.org.
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