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™

More and more users are embracing the use of cloud-based applications. In fact, there
has been an exponential rise in the number and usage of cloud based applications in
the Enterprise.
SOLUTION OVERVIEW
Zscaler and Okta have partnered to deliver seamless authentication and security for enterprises using cloud-based
applications. By combining Zscaler’s Security Cloud with Okta’s identity and access management service, enterprises
can apply corporate policy to every employee, regardless of where they are or what device they are using. The Okta
Directory Integration Edition for Zscaler offers a complete, reliable, and easy-to-use AD integration with Zscaler that
provides a seamless authentication experience for end-users.
• Many companies use Federated Identity systems like SAML to
authenticate users only once with an identity provider and then
access multiple cloud services without additional authentication.
• Zscaler supports SAML and fully integrates with these
Federated Identity Systems.
The end result is users can log into Zscaler with their AD credentials
and the AD Group membership is automatically synchronized to
Zscaler. No password is stored in Zscaler or Okta – the AD server
remains the single source of authentication – users do not need to
remember yet another password or reset their Zscaler password
because their AD password is now their Zscaler password.
Together, Zscaler and Okta provide a seamless, secure and highly
usable integrated solution for Enterprises to safely enable cloud
based applications and the use of mobile devices.

Integrating SD with Zscaler

HIGHLIGHTS
• Rapid provisioning of user-based
security and authentication to safely
enable cloud based applications
• Seamless integration with Federated
Identity solution using SAML
• Users login to Zscaler with their AD
credentials. AD Group membership
is automatically synchronized
• For hassle-free (and budget-free)
SSO, use Okta Cloud Connect for free
to integrate Active Directory with
select Zscaler subscriptions
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Zscaler User Management in Okta
Okta Cloud Connect is free for use with
Zscaler subscriptions (including ZIA, ZPA,
and Zscaler Admin). Unlimited users,
unlimited time.
PRODUCTS
• Universal Directory
• Single Sign-On
• Provisioning
• MFA

(limited to 3rd party integrations)

RESOURCES
• Basic Support

(3 tickets/year. email, portal, phone)

• Live Virtual Classes
• Self-Service Resources
• Community Forums
To start using Okta service for free with Zscaler,
sign up at https://www.okta.com/zscaler/

About Zscaler
Zscaler enables organizations to securely transform from the old world of IT, which focused on securing the internal
network, to the world of cloud and mobility, where the Internet is the new enterprise network. Zscaler delivers the
inbound and outbound gateway stacks as a service, providing secure access to the Internet and applications in the data
center or cloud. Each day, the Zscaler cloud processes more than 40 billion requests, blocking over 100 million threats
for thousands of organizations in 185 countries, and the ThreatLabZ research team provides continuous protection from
new and evolving threats. Visit www.zscaler.com for more information.

Okta
Okta is the foundation for secure connections between people and technology. By harnessing the power of the cloud,
Okta allows people to access applications on any device at any time, while still enforcing strong security protections.
It integrates directly with an organization’s existing directories and identity systems, as well as 4,000+ applications.
Because Okta runs on an integrated platform, organizations can implement the service quickly at largescale and low
total cost. Thousands of customers trust Okta to help their organizations work faster, boost revenue, and stay secure.
Visit www.okta.com for more information.
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