&> zscaler

©2026 Zscaler, Inc. All rights reserved.



Background

Cyber breaches are growing in both frequency and their potentials for significant financial impact.
Organizations are increasingly recognizing the need to quantify cybersecurity risks in financial
terms to make informed, strategic decisions.

Translating cybersecurity risks into financial terms empowers executive leadership to:

« Define Acceptable Risk: Understand and set organizational risk tolerance levels.

e Optimize Risk Transfer: Inform decisions on cyber insurance coverage and allocation.

* Prioritize Investments: Justify technology investments and resource allocation for maximum
mitigation impact.

Traditionally, quantifying cybersecurity risks in financial terms has been difficult for
several reasons:

* Intangible Risks: The inherent complexity of cyber threats makes them difficult to score and
measure, hindering accurate financial loss quantification.

 Dynamic Threat Landscape: The ever—evolving nature of cyber threats complicates accurate
prediction of potential financial impacts.

* Lack of Standardized Metrics: The absence of universally accepted metrics has led to
inconsistent and subjective risk assessments.

Benefits of Financial Risk Analysis with Risk360

At Zscaler, we developed Risk360 to provide a holistic view of your organization’s cyber risk.
Its integrated Financial Risk module goes a step further translating these risks into quantifiable
financial terms. It provides the following capabilities:

1. Yearly Average Loss: Risk360 provides a clear estimate of your organization’s annual financial
exposure, accounting for your current cyber risk posture and the protective controls gained
through Zscaler solutions. Crucially, it also forecasts the potential reduction in Yearly Average
Loss if you remediate your top ten risk factors, highlighting clear pathways for improvement
(see Figure 1).

2. Loss Curve Analysis: Visualize your Yearly Average Loss over time through a historical trend
line, enabling you to track progress in reducing financial exposure (see Loss Curve section in
Figure 1).

3. Financial Exposure of Top Ten Factors: To facilitate targeted remediation and demonstrate

clear ROI, Risk360 details the specific financial exposure associated with each of your top ten
risk factors (see Top 10 Financial Contributing Factors in Figure 1).
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4. Comparison of Yearly Average Losses: Gain critical insights by comparing Yearly Average
Losses across four distinct scenarios (See Average Yearly Exposure section of Figure 2). The
four scenarios are as follows:

a. Inherent Risk: Represents a scenario based on the current risk score

b. Last 30 Days Average Risk: Represents a scenario based on the average risk score in the
last 30 days

c. Residual Risk: Your projected risk after mitigating the top ten identified risk factors

d. Industry Peer Risk: Represents a scenario based on the average industry peer risk score

5. Breach Probability: The breach probability has a value between zero to one and is an input
parameter for the financial exposure. The value of Zscaler—calculated breach probability is
continuously updated and determined based on the industry vertical, annual revenue range
and the organization risk score. Risk360 shows the breach probability based on Inherent
Risk, Last 30 Days Average Risk, Residual Risk and Industry Peer Risk scenarios (See Breach
Probability section of Figure 2).

6. Loss Exceedance Curve: Understanding that cyber breaches and their financial impacts are
probabilistic, the Loss Exceedance Curve shows the probability of financial losses exceeding
various thresholds. This crucial insight directly supports strategic decisions regarding cyber
insurance coverage and acceptable risk transfer (see Loss Exceedance in Figure 2).

Financial Risk @ $ Sattings D"W

Financial Surmmary Loss Curve (0
With a risk score of 33, our

. e f
estimated financial exposure is s /\; ,."I
$6.00M. Without Zscaler, this /\ /

| f
exposure would be $44.47M. \//\ \ / I,f
We can reduce this exposure by saan
o e (g e g e famy Wy Tamy TEmg Mamy Mamy My Tam

$3.86M by taking below actions.

Top 10 Financial Contributing Factors @

Financial Exposure  Factor Cateqory Your Scone | Licensed? Recommiended Actons

Inwestigate these vulnerabiiies (CWES): Crtcal:
TESA, High: 24674, Madlum: 16680

$E72,090 Enusr Yulrsabilies 10V AL Cubermal Mlbash Surfnes

a o) — Upgrage 123 sorvers aut of BTT cxposed sorers
al S TLS Sar HE External Allack Surias 204 Wk E
$53TE08  Ouldsted 530 TLS Serwarg Extermal Altask Suriase ja7a Rl e
Humber of WPN domains in use: 40, based on
§537.E08 WPR Lsags Ohaarusd 4= Extarnal Sitask Suriase m 37 “
koopwsord makchirg. ..
2447000  Data Unkaacon o Ursanoored psiestion B nars Lo [ .47 FEREREENE izl i L o gy ke s et e
apps. Consdor laseing zppication if ...
Fealricl ports o privele spplicstion RICHIE
§343,245  Applicatian Segmants with Onan Forts  Lateral Fropagation ED = w kil et b
where pussbie,
Irrwwaligals wsar saetreily resulling in a2live DLP
SI9EZES  DLP Folicy Viclatiors ¥ Data Loz [ 161 [N I e ! :
prdicy Lineers
. . . . , Fatablish a eeatam of graness te moribas 3
FIFA 410 S5L/TLS Cerlificate Expiration A External &ttack Surfacs ja.rd 1] ;

asprralian gals of SSLTLS estilicalss and spguns

Figure 1: Overview of Financial Risk
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Figure 2: Monte Carlo Simulation

Methodology

Our methodology of quantifying cybersecurity risks in financial terms is built on robust data. We
begin by collecting extensive information on historical cyber breaches from organizations not
leveraging Zscaler solutions.

We use this information to estimate the probability of a cyber breach for organizations

within a specific industry verticals and annual revenue category which is not using Zscaler
solutions (refer to Appendix for details). We then tailor and adjust this probability for your
organization based on your real-time Risk360 risk score, reflecting the specific efficacy of your
Zscaler—protected environment..

Similarly, we analyze reported financial losses to define a lower/upper bound (confidence interval)
for the financial loss when an organization in a given industry vertical and a particular annual
revenue size experiences a cyber breach.

Risk360 also offers the flexibility for customers to customize key input parameters, ensuring the

financial model accurately reflects the unique realities and specifics of their organization (See
Figure 3).
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Figure 3: Customizing the Financial Risk Settings

The core of our financial risk quantification follows the widely accepted formula:

Financial Risk = Likelihood (Probability of a breach) x Impact (The severity of the consequences when a
breach happens)

The Impact, i.e. the severity of the consequences when a breach happens is probabilistic and we have
defined a log—normal continuous probability distribution to estimate the impact of a breach when a
cyber breach occurs.

We then run Monte Carlo simulations, one thousand times. Monte Carlo simulations is a computational
technique that uses random sampling to analyze the impact of uncertainty in a system. When we run
the Monte Carlo simulations, the Likelihood i.e. the probability of a breach determines the simulation
results that represent an actual breach. The Impact for the simulation results that represent a breach is
determined through a randomized financial loss within the defined confidence interval. We average the
results of simulations (see Figure 4) to produce the Yearly Average Loss and use the same simulation
results to produce the Loss Exceedance (see Figure 2).
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Figure 4

Empowering “What-if’Scenario Planning

A critical feature for strategic planning, the Financial Risk module of Risk360 enables robust “what-if”
analyses. This allows you to model the financial impact of various breach probability scenarios.

As explained in the previous section, the breach probability is an input parameter for your organization’s
financial exposure calculation. The value of Zscaler-computed breach probability is continuously updated
and determined based on the industry vertical, annual revenue range, and the organization’s risk score.

You can actively manipulate this probability using the ‘Simulate’ toggle, adjusting it for specific scenarios.

Upon applying changes, Risk360 instantly re—evaluates your financial exposure, providing immediate
feedback. Disabling the toggle seamlessly restores the Zscaler-computed probabilities.
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Simulate

Breach Probability (%) ®

Inherent Risk 39.6 %
Last 30 Days Average Risk 39.6 %
Residual Risk 14.49 %
Industry Peer Risk 42.12 %

Apply

Figure 5

Conclusion

Integrating sophisticated financial modeling into cybersecurity risk management represents a profound
advancement in how organizations strategically approach and understand cyber threats. By providing

a clear, quantifiable and actionable measure of cybersecurity risks in financial terms, Zscaler Risk360
empowers your leadership team to navigate the complex cyber landscape with unparalleled confidence,
precision, and strategic advantage.

Appendix

INDUSTRY REVENUE CATEGORY

Administrative Information Real Estate $10M to $100M

Education Management Retail $100M to $1B
Entertainment Manufacturing Trade

$1B to $10B
Financial Other Transportation
$10B to $1008B
Healthcare Professional Utilities
Hospitality Public More than $1008

About Zscaler
Zscaler (NASDAQ: ZS) accelerates digital transformation so customers can be more agile, efficient, resilient,
and secure. The Zscaler Zero Trust Exchange™ platform protects thousands of customers from cyberattacks
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and data loss by securely connecting users, devices, and applications in any location. Distributed across
more than 150 data centers globally, the SSE-based Zero Trust Exchange™ is the world’s largest in-line
cloud security platform. Learn more at zscaler.com or follow us on Twitter @zscaler.

Act Fast.
Stay Secure.
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