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The following acronyms and their associated definitions
will be used throughout this document.

Acronym Definition

AD Active Directory

AD FS Active Directory Federation Services
CA Certificate Authority

CLI Command Line Interface

DNS Domain Name Service

FQDN Fully Qualified Domain Name

GRE Generic Routing Encapsulation

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure
laC Infrastructure as Code

IdP Identity Provider

IP Internet Protocol

os Operating System

PKI Public Key Infrastructure

SAML Security Assertion Markup Language
SCIM System for Cross—Domain Identity Management
SP Service Provider

SSH Secure Shell

SSL Secure Socket Layer (superseded by TLS)
TCP Transmission Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol

VDI Virtual Desktop Infrastructure

VM Virtual Machine

WLAN Wireless Local Area Network

ZCA Zscaler Central Authority

ZDX Zscaler Digital Experience

ZIA Zscaler Internet Access

ZPA Zscaler Private Access

ZTE Zero Trust Exchange
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Introduction

This Solution Guide provides guidance that will
help implement Zscaler Internet Access (ZIA) with
TLS interception, reducing friction, lower security
risk(s) and degradation to the Developer’s user
experience and workflow. This solution guide is
intended for use by software development teams,
software developer managers, and

Zscaler security professionals that support the

enterprise environment.

The document focuses on changes to a
developer’s environment allowing TLS interception
leveraging Zscaler Internet Access. Subsequent
editions of this solution guide will include
common ZIA configurations and guidance for
Zscaler Private Access (ZPA) to secure developer
traffic from endpoint devices to server

based targets.

This Solution Guide will discuss the
following topics:

* How Zscaler Internet Access provides security

to Software developer use cases

» Zscaler TLS Interception and Public Key
Infrastructure (PKI) Certificates

» TLS interception and configurations to the
developer’s tools

« Zscaler configurations and
troubleshooting guidance

Initial Configuration guidance when deploying
Zscaler Internet Access (ZIA) TLS Interception can
be found in this document: ZIA SSL Inspection

Leading Practices Guide

©2024 Zscaler, Inc. All rights reserved.

Problem Statement for Software
Developers

This Solution Guide focuses on two common
problem cases:

1. Applications or software packages that do
not use the default system certificate store or
do not trust Zscaler’s certificates. This causes
unexpected errors or behaviors that otherwise
would not appear.

2. Applications that perform certificate chain
checks (Certificate Pinning or mTLS) not
allowing Zscaler TLS interception to inspect
the traffic.

Solution Architecture

The following architecture design principles
must be maintained for the developer cohort to
be productive when using Zscaler. It is assumed
the Developer’s local computer will have the
Zscaler Client Connector installed.

* Internet access is required for the Developer’s
local computer

« Internet access is required for the server/
application that builds or hosts the application
created by the developer.

» The developer is required to make connections
to the servers to transfer data, upload code and
review, test, administer, and troubleshoot

the server.

* The developer is expected to inspect and

troubleshoot the inter-server communications.

In this document we will be exploring application
connections through ZIA.
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Figure 1: High level Developer Workflow

TLS Inspection Architecture

Details about TLS are outside the scope of this
document: in general terms when establishing a
secure TLS session from a client device to a server
both will exchange secure messages, called a
handshake. During this exchange, the server
sends a certificate to the client endpoint device to
prove its identity. The client endpoint verifies this
certificate against a pre—-installed list of certificate
authorities, included within the web browser

or operating system’s trust store, and that the
current date is a value between the “issued”

and “expired” dates of the certificate. Before the
network layer determines if the TLS handshake
was successful several other steps usually

are done.

Certificate validity is checked with either the
Certificate Revocation List (CRL) or Online
Certificate Status Protocol (OCSP). In both cases,
the client can contact the certificate authority (or
its delegate) and verify if a given certificate has
been revoked by the certificate authority. The
result is success or failure for a given certificate.

More information on PKI environments can be

©2024 Zscaler, Inc. All rights reserved.

found here. If a certificate fails the verification,
the TLS handshake is completed but no further
data is sent and a warning message is shown in
the Web browser or other client application.

If an application is using “certificate pinning” it
will perform an additional check to validate that
a specific hardcoded certificate or its public key
is present in the TLS connection. This ensures
that the app only accepts that pre—-approved
certificate, preventing Zscaler Internet Access

from working for this application.

Zscaler intercepts all requests made by the client
and uses this to make SSL interception decisions.
When a session is selected for interception
Zscaler Internet Access (ZIA) operates as a MiTM
(Man in The Middle) proxy which intercepts the
encrypted traffic, decrypts the traffic, inspects
and applies controls, then re—encrypts the
session before sending it to its destination. For
ZIA to decrypt encrypted traffic, the Zscaler
service dynamically generates, signs and issues

a certificate on behalf of the server and thus
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requires the client endpoint to trust this certificate issued for Zscaler as root Certificate Authority (CA).

This is achieved by installing a root CA certificate as a trusted root CA in the Developer’s local machine

certificate trust store. Operating systems use a system-wide trust store to keep the root CA certificates.

Linux is managed by OpenSSL, MacOS utilizes Keychain and in Windows, the system trust store is

managed by CertMgr. In the Software Configuration Reference and Troubleshooting Connection Problems

sections, there are some examples for Windows and Mac on tools that are commonly used by developers.

©

. MITM [ =
ruststore Certificate | N =)

(1.

D —
Zscaler Root CA SSL/TLS Client

Solution

Please use the Order of policy enforcement
documentation to understand how ZIA evaluates
a given request, if it has been determined that
there is a problem at the TLS layer then proceed
to determine if there is a missing certificate trust
configuration or a TLS network error. A quick

test is to turn off ZIA, once off, if the application
works as intended then proceed with this section.
Troubleshooting can be found in Troubleshooting
Connection Problems.

The most important steps happen between the
developer and ZIA administrator in the form of

a report and a confirmation that it is resolved or
further analysis is required. This feedback loop
starts with the developer reporting that a specific
domain needs to be bypassed. The loop is either
finished when the ZIA manager gets confirmation
that the application is working or looping if

©2024 Zscaler, Inc. All rights reserved.
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further investigation is needed. We provide
examples of how this communication can be done
using the configurations and tools provided

within Zscaler.

The 3 common solutions for developers when
they encounter an application error:

 Specific ZIA SSL Inspection Policy to bypass the
domain. This is applied to the Developer’s user

or group only.

* Install SSL Interception intermediate certificates

into developer application/OS certificate store.

* Install or configure the application’s specific
packages to make use of system trust store or
certificate bundle.
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When there is a reported problem with a single application the most common scenario is Public Key

Pinning (PKP) or Certificate Pinning, where an application will verify the server certificate in order to make

the connection. When this happens and ZIA is enabled in the environment the application will not work

and a URL bypass is needed.

ZIA SSL Interception Configuration

This section explores how to enable developers when using SSL inspection. When applying SSL inspection

bypass policies keep in mind the following principles:

+ A single policy can be applied to up to 4 users. To create scale, utilizing groups allows an administrator

to apply policies to many users.

+ Understanding the needs of each developer group allows policies to be applied to more than one

developer team in a single group.

« Each group will have at least one URL category for both SSL Interception and URL Filtering.

» Consider applying a URL category for all groups and a unique URL category for each group

« Lastly keep in mind that a bypass for domain github.com would bypass all repositories, but if used as a

URL filter i.e. github.com/github-copilot, it can be used to block as long as the github domain is being

inspected

Please refer to the following table for SSL Inspection policies:

URL Category Criteria Action Description
1 SSL Pinning Bypass | ByPass-Apple Group: Developers | Do Not Inspect, Example to enable Mac OS X
for Apple Evaluate Other Apple Store to work
Policies
2 Smart Isolation One | Suspicious Domains Inspect Smart Isolate Single Click Rule
Click Rule automatically created upon
enabling Smart Isolation from
Browser Control.
3 Github_Exemptions = Developer GitHub Group: Developers | Inspect, Evaluate Github Specific URL filtering
Requests Other Policies actions
4 Private CA Private CA Sites Group: Developers | Inspect
Allow Untrusted
Server Certificate
5 Zscaler Recommended SSL Do Not Inspect
Recomr:nended Exemptions Bypass Other
Exemptions Policies
6 Office 365 One Do Not Inspect, Disabled due to rule name in
Click Bypass Other logging
Policies
7 Existing rules
Default | Default SSL Do Not Inspect, Default
Rule Inspection Rule Evaluate Other
Policies

©2024 Zscaler, Inc. All rights reserved.
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When creating URL Categories please refer to URL Format Guidelines. Keep in mind that TLS inspection

can only operate on the information available in the SNI header (such as hostname or domain) but NOT the
full URL. Without TLS inspection visibility into the full URL of an HTTPS session is not possible.

The same URL category can be used for SSL Inspection and for URL Filtering, the first feature uses domain

names while the second feature uses URLs, and as stated previously URL filtering only applies to SSL

intercepted traffic.

The following URL Categories are all User-Defined and are provided as guidance when

enabling developers.

Order
Bypass—Apple

©2024 Zscaler, Inc. All rights reserved.

Name
amp-api-edge.apps.apple.com
amp-api.apps.apple.com
api.apple-cloudkit.com
app-site—association.cdn—-apple.com
appldnld.apple.com
apps.mzstatic.com

bag-cdn-Ib.itunes—apple.com.akadns.net

bag.itunes.apple.com
configuration.apple.com
dit.whatsapp.net
downloaddispatch.itunes.apple.com
entitlements.itunes.apple.com
gateway.icloud.com
gdmf.apple.com
gg.apple.com
gs-loc.apple.com
gs.apple.com

gsa.apple.com
h3.media.apple.map.fastly.net
humb.apple.com
identity.ess.apple.com
ig.apple.com
init.itunes.apple.com
itunes.apple.com
Icdn—-locator.apple.com
lcdn-registration.apple.com
mesu.apple.com
metrics.icloud.com
mmg.whatsapp.net
ns.itunes.apple.com
oscdn.apple.com
p63-acsegateway.icloud.com
p63-fmip.icloud.com
playgrounds-assets—cdn.apple.com

URL Category

Apple specific URLs that have public key
pinning (PKP) and will be bypassed
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Order
Bypass-Apple

Name

ppg.apple.com
profile.ess.apple.com
securemetrics.apple.com
serverstatus.apple.com
setup.icloud.com
skl.apple.com
suconfig.apple.com
swcdn.apple.com
swdist.apple.com
swscan.apple.com
token.safebrowsing.apple
updates—http.cdn-apple.com
updates.cdn-apple.com
xp-cdn.apple.com
xp.apple.com

URL Category

Developer GitHub Requests

github.com/microsoft/vcpkg.git
github.com/composer
codeload.github.com
api.github.com/repos/Behat

URL requested by developers, assign to
only developers and apply only to URL
filtering

Github Auto Pilot URLs

github.com/github-copilot
github.com/features/copilot/

Blocking copilot for everyone via
URL filtering

Private CA Sites

testing.httpbin.org

Sites with invalid or private certificates

Each group of users would have two SSL Interception policies, both are defined by URL Categories that are

part of the feedback loop that is discussed in this document.

1. On a specific group this policy will allow bypassing TLS interception to certain specific domains and

the second is to allow connections to sites with certificate errors. This is controlled within the SSL

Interception Action:

ACTION

Action

© Evaluate Other Policies Bypass Other Policies ]

Untrusted Server Certificates

OCSP Revocation Check

Show Notifications for Blocked Traffic

Minimum TLS Version

TLS 1.0

©2024 Zscaler, Inc. All rights reserved.
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2. On the same specific group the policy will connect to a site that has a certificate from a private CA,

invalid certificate or an expired certificate. This is controlled within the SSL Interception Action:

ACTION

Action

Edit SSL Inspection Rule b4

@ Inspect Do Not Inspect | Block ]

Override Default Intermediate CA Certificate Intermediate CA Certificate

@ No Zscaler Intermediate CA Certificate

Untrusted Server Certificates

O Allow

Pass Through ‘ Block ]

When connecting to sites protected by the Zero Trust Exchange the following image shows how a site

displays the provided Zscaler certificate:

General = Details

Issued To

Common Name (CN)
Organization (O)
Organizational Unit (OU)

Issued By

Common Name (CN)
Organization (O)
Organizational Unit (OU)

Validity Period

Certificate Viewer: stackoverflow.com X

Issued On Friday, June 7, 2024 at 11:45:02PM
Expires On Friday, June 21, 2024 at 11:45:02PM
SHA-256
Fingerprints
Certificate 5d8fb371ce7d9f87fb42c31819a3118c531cc02e91b4f64fc41f3ba
8bc4746ab
Public Key 867e9d7e8808303e0a7e369bdd856c7b5b469178af3b91f5950
6c1c4c0707da8

stackoverflow.com
<Not Part Of Certificate>
<Not Part Of Certificate>

Zscaler Intermediate Root CA (zscalertwo.net) (t)
Zscaler Inc.
Zscaler Inc.

©2024 Zscaler, Inc. All rights reserved.
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In Appendix: PKI and Certificate Authorities we explain how a custom intermediate certificate can be
requested and installed in ZIA.

Zscaler Client Connector Tunnel Version

Zscaler on the Client Connector offers two versions of the Z-Tunnel. Traffic is forwarded through the
tunnel so that the ZIA Public Service Edge can apply the appropriate security and access policies. Discuss
with your administrator which ZTunnel strikes the correct balance between connectivity and security. The
following shows some of the advantages of each ZTunnel type:

Z-Tunnel 1.0
Z-Tunnel 1.0 forwards traffic to the Zscaler cloud via CONNECT requests, much like a traditional proxy.
Version 1.0 sends all proxy—aware traffic or port 80/443 traffic to the Zscaler service.

For the developer use case all internet websites commonly use port 443 and any custom deployed
software on the local machine would make use of higher (+1024) port numbers. This allows the
developer to browse securely via ZIA but still deploy software locally and make requests to other
machines in the local network.

Z-Tunnel 2.0

Z-Tunnel 2.0 has a tunneling architecture that uses DTLS or TLS to send packets to the Zscaler service.
Z-Tunnel 2.0 is capable of forwarding to Zscaler all ports and protocols where the forwarding policy will
determine if a given request is for the local network or for a website on the internet via Zscaler.

Zscaler Client Connector Automated Certificate Installation

This section will showcase how some configurations will affect the developer local machine’s Zscaler
Client Connector. By default the Zscaler Client Connector will not install the intermediate certificate for
SSL Interception, so follow the following steps to accomplish this.

When the developer uses either Zscaler provided certificates or their own custom Certificate Authority
Root certificates, this allows the installation of the certificate to the system certificate store in Windows
and Mac.

©2024 Zscaler, Inc. All rights reserved. WHITE PAPER 012



From the Zscaler Client Connector the App Profile controls if the Intermediate certificate is installed, by
default no certificate is installed in the client machine. Download the intermediate certificate from ZIA:

SSL Inspection

Configure SSL Inspection Policy

Rules are evaluated in the order specified. Rule evaluation stops at the first match.

SSL Inspection Policy  Intermediate CA Certificates "®/

© Add Intermediate CA Certificate v
No. Name & Protection Type R.. (=) Status (= Validity Start... (=) Expiration D... Description : E
1 Private_Intermediate Software Protec... Global Enabled June 24, 2024 June 24, 2026 ---
2 Zscaler Intermediate CA C...  zscalerthree.net Global Enabled June 05, 2020 June 23, 2041 Zscaler Interme... rd

Regardless of which certificate is used for SSL Interception, the uploaded certificate in this section will be
uploaded to the Client Portal App Profile:

(;Zscaler @R Dashboard LJ Enrolled Devices é88 App Profiles L} Administration

v -ﬂ' Settings
APP SUPPORTABILITY NETWORK PERFORMANCE APP FAIL OPEN USER PRIVACY ENDPOINT INTEGRATION DEVICE CLEANUP
Client Connector App Store
Client Connector Notifications ADVANCED CONFIGURATION
Audit Logs
Forwarding Profile DIRECTORY SYNC STATUS
Trusted Networks

Client.Connector Sipport Next Directory Group Sync Time

= - M Jul 15 24 13:34 MT-0400 (Eastert
Zscaler Service Entitlement o 0I5 2024 10009 /0MT0400 Eastem

User Agent
Sync Directory Groups Manually

Client Connector IdP

Device Posture

ZIA Posture Profile

Application Bypass CUSTOM ROOT CERTIFICATE

Dedicated Proxy Port Custom Certificate @

Zscaler Deception Delete Upload

Platform Settings

Administration Management

©2024 Zscaler, Inc. All rights reserved. WHITE PAPER 013



Proceed to the App Profile to enable the certificate installation from the Client Connector automatically,
an App Update and possible browser restarts will be necessary. This is configured in App Profiles, Select

Windows or Mac, and add a new policy. You will find an option to enable “Install Zscaler SSL Certificate”,

this will install the certificate mentioned above in the developer machine.

Edit macOS Policy

Logout Password @

Password to Disable ZIA @ @

Password to Disable ZDX @ @ (& v.360+

Forwarding Profile

Tunnel2-fwd v
Log Mode @
Debug v

Reactivate Internet Security After (In Mins) @

900

Uninstall Password @ @ (& v. 410+

Exit Password @ @ (&

Password to Disable ZPA @ @ (& v. 360+

Install Zscaler SSL Certificate

Log File Size in MB @
100

Tunnel Internal Client Connector Traffic @

In Mac OS X (if there is not MDM solution in place) it is necessary also to trust the installed

certificate, otherwise the following error will be seen:

©2024 Zscaler, Inc. All rights reserved.
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Follow this step to Trust the installed certificate, in KeyChain Access:

Zscaler Root CA
R ertl te

Trust

Detalls
Subject Name
Country or Region
State/Province
Locality
Orgenizstion
Organizational Unit
Common Name
Emall Address

Issuer Name
Country or Region
State/Province
Locality
Organization
Organizational Unit
Common Name

Expires

ght Saving Time

Moy 6, 2042 at 8:27:66 PM |

Open Trust within the certificate and change it to Always trust:

Zscaler Root CA
Root certificate authori

Zscaler Root CA
Root cartificate authority

PM Eastern Daylight Saving Time

Expires

Expire Monday, May 5, 2042 at B:27:55 PM Eastern Daylight Saving Time

When using this certificate:

Secure Sockets Layer {SS5L}
Secure Mail (S/MIME)
Extensible Authentication (EAP)

IP Security (IPsec)
Code Signing
Time Stamping
X.509 Basic Policy

Details
Subject Name
Country or Regis us
State/Province California
n Jose
ler Inc.

Always Trust

Always Trust
Always Trust
Always Trust
Always Trust
Always Trust
Always Trust
Always Trust

day 5, 2042 a1 8:27:65 PM

In Microsoft Windows there is no need to make any changes.

©2024 Zscaler, Inc. All rights reserved.
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DNS Control

Zscaler service typically includes some type of DNS modification or inspection. A full discussion of this
topic is outside the scope of this document. It is important to have a discussion between the network/
security team that manages Zscaler and the developer teams to understand if this will impact common
developer activities. As an example, Internet bound DNS requests are often inspected, so a newly
registered domain may trigger an action that a developer may not expect (possibly dropped or modified).
In another example internal zones may be handled differently to enable Zero Trust Network Access (ZTNA)
through the Zscaler service (internal IP may be modified in the DNS response). Have the conversation up
front to be certain that the developer community understands the architecture and the implications.

Browser Isolation

This feature allows the developer to browse URL categories that are considered risky, yet there is valuable
content that can be found on those sites.

A developer needs to be aware when a site is being rendered by Browser Isolation. Here is a an example
for how a HTTP request looks like without browser isolation:

% curl https://openai.com/chatgpt/

<!DOCTYPE html><html lang="en-US"”><head><title>Just a moment...</title><meta http-
equiv="Content-Type” content="text/html; charset=UTF-8"><meta http-equiv="X-UA-Compatible”
content="IE=Edge”><meta name="robots” content="noindex,nofollow”><meta name="viewport”

content="width=device-width,initial-scale=1">

And also for reference here is an example of the same web site with browser isolation:

% curl https://openai.com/chatgpt/

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.01 Transitional//EN” “http://www.w3c.org/
TR/1999/REC-html401-19991224/1oose.dtd"”>

<html>

<head>

<meta name="description” content="Zscaler makes the internet safe for businesses by

protecting their employees from malware, viruses, and other security threats.”>

Zscaler Browser Isolation renders the risky web page on an air gapped computer that isolates it from
the developer computer, yet it does allow certain configurable interaction options that are relevant for a
developer use case:

« Copy / Paste
This feature can be turned on/off and will allow the developer to copy and paste text between the

browser isolation and his local machine

©2024 Zscaler, Inc. All rights reserved. WHITE PAPER 016



» File Transfer
This configuration allows the developer to upload files or download files (or both) to the isolated
browser session running within Zscaler.

» URL Obfuscation
The URL that was browsed to can be obfuscated from the developer, or can be shown plain text, this
matters as this URL might be shared between developers.

Enable feedback from User to Administrator

The Zscaler Client Connector has the ability to send an email with the relevant data that will allow the

ZIA Administrator to work with the developer to create bypass rules in a short time frame.

First the Administrator for Zscaler Client Connector needs to turn on “Enable Support Access in Zscaler
Client Connector” and specify an email address that will receive the communication

~ -ﬂ- Settings
APP SUPPORTABILITY NETWORK PERFORMANCE APP FAIL OPEN USER PRIVACY ENDPOINT INTEGRATION DEVICE CLEANUP
Client Connector App Store
Client Connector Notifications ADVANCED CONFIGURATION

Audit Logs

Forwarding Profile

Trusted NEhVOTks Hide Logging Controls on Zscaler Client Connector @

Client Connector Support m

Zscaler Service Entitlement
Client Connector App Logs
User Agent PpLog @

Client Connector IdP

Device Posture : .
Enable Support Access in Zscaler Client Connector @

Z1A Posture Profile
Application Bypass
Dedicated Proxy Port

Admin Email Address to Send Logs @
Zscaler Deception

@zscaler.com

Platform Settings

fdministration Management Enable End User Ticket Submission to Zscaler @

@ )

©2024 Zscaler, Inc. All rights reserved. WHITE PAPER
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Once a user provides feedback via the feature it will be received in the configured email address:

Mac ZCC 4.2.0.262 Feedback by Developer (devi@okta.danielcastro.info) & @

Inbox x

no-reply@zscaler.com 9:48AM (O minutes ago) Yy &

tome =

This feedback is received with following information:-

Name : Developer 1
Log URL : https://dg9cmw04dmnn1.cloudfront.net/Zscaler-48-18-2024-01-48-549c68e266-6bba-4f67-bcd5-c7156daa1404.enc2

Comments : Please add to my by-pass list: 2024-07-17 18:16:29.783551(-0400)[80582:16211546] INF 1D=492535293, Tunnel to SME for
host=downloaddispatch.itunes.apple.com:443, SME IP=104.129.206.47:443 2024-07-17 18:16:30.054381(-0400)[80582:16211546) WAR
1D=492535293, Exception in TepConnection run() (Error=Application exception: Both client and server sockets are closed!) 2024-07-17
18:16:30.054553(-0400)[B0582:162115486] INF ===> |D=492535293, ~ZTCPServerConnection state=closed ServerConnections=1
clt_bytes=891, srv_bytes=4230!

( < Reply -\ \\/ -r—> Forward-\
e AN y,

But more importantly it contains, when, who and what URL failed, this can be corroborated in the

Web Insights Logs.

' Insights Logs MR e e
Event Time @ User Q ®© Policy Action Location Q@ URL E
Wednesday, July 17, 2024... devi@okta.danielc... Dropped due to failed client SSL handshake Road Warrior play.itunes.apple.com
Wednesday, July 17, 2024... devi@okta.danielc... Dropped due to failed client SSL handshake Road Warrior downloaddispatch.itunes.apple.com

When looking for a particular entry in Web Insight logs it is easier to download the CSV file and find
relevant entries using grep or a similar search application when dealing with very large files.

The administrator can now add the URL to the user/group bypass list and allow the app to run normally.

©2024 Zscaler, Inc. All rights reserved. WHITE PAPER 018



Software Configuration Reference

Some applications use their own application trust store instead of using the default system store. VWhen
this is the case, the application is not able to validate the TLS interception certificate. A “ca—bundle” file
commonly refers to a file that contains a list of root certificates and normally replaces the system certificate
store for a set of applications. We provide example steps to build a “ca-bundle” file with either the Zscaler
root certificate or custom root certificate also containing Mozilla common system root CAs.

In each subsection you will find the required steps to use the generated ca-bundle to the application
specific trust store. The general guidance is to use environment variables as this is the most broad
approach to enabling certificate bundles. In some cases, individual configurations are employed for the
specific tool or libraries.

Zscaler online documentation has the initial list of applications: Adding Custom Certificates to Applications.
In the following subsections you will find applications that are not on that list or more details are provided
on a particular application.

In order to build the ca—bundle you can leverage Mozilla Firefox CA Bundle (cacert.pem can be
downloaded here) and add the Zscaler root certificate in PEM format at the end of the file. The ca-bundle
filename extension must match what format is required by each application, this is commonly “pem” or
“crt”. If your administrator follows this guide your root Zscaler certificate will be installed already in your
machine’s certificate store and can be exported (for example, as ZscalerRootCertificate—2048-SHA256.crt).

+ For Mac you would use Keychain Access, right click on the certificate in question (Zscaler or custom), &
choose export from the menu.

* For Windows you would open the Certificate Manager MMC snap-in, select System Certificates and
Right—click the certificate, select All Tasks, and then select Export. Finish the Export Wizard and use
Base 64 Encoded Format, if this option is grayed out then select PKCS#12 DER format but this will need
to be converted to PEM format.

Merge the two files using a text editor or with the following command in Mac or Linux:

cat cacert.pem ZscalerRootCertificate-2048-SHA256.crt > ca-bundle.pem

341 AWS-CLI v1 and v2
This section describes the SSL configuration of the two AWS CLI versions.
The Zscaler certificate error will be seen similar to this:

SSL validation failed for https://sts.amazonaws.com/ [SSL: CERTIFICATE_VERIFY_FAILED]

certificate verify failed: unable to get local issuer certificate (_ssl.c:1145)
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SSL validation failed for https://ec2.us-west-2.amazonaws.com/ [SSL: CERTIFICATE_VERIFY_
FAILED] certificate verify failed: unable to get local issuer certificate (_ssl.c:1145)

AWS - CLI v1 and v2

Tested Version ‘ Documentation

aws—cli/2.15.33 Python/3.11.8 Version 1: https://docs.aws.amazon.com/cli/v1/ Apple specific URLs that have public key
userguide/cli-configure-envvars.html pinning (PKP) and will be bypassed

Version 2: https://docs.aws.amazon.com/cli/
latest/userguide/cli-configure—options.html

Configuration Details

Command Line Argument

--ca-bundle <string>

Environment Variable

export AWS_CA_BUNDLE=<Path to Certificate>/ca-bundle.pem
Configuration File

% aws configure
When the above is run the following changes are done in the configuration file
ca_bundle="file.pem”

Specifies a CA certificate bundle (a file with the .pem extension) that is used to verify SSL
certificates. Can be overridden by the AWS_CA_BUNDLE environment variable or the --ca-bundle command
line option.

3.2 Curl

This section describes the SSL configuration for the curl application.

Curl

Tested Version Documentation

8.4.0 with libreSSL 3.3.6 https://curl.se/docs/sslcerts.html On Mac OS X makes use of the system
certificate store

On Debian Linux distribution curl uses
ca-certificates, see more information on
314 APT

Configuration Details
Command Line Argument

--with-ca-file=<folder> or --with-ca-bundle=<file> OR --cacert <file> or --capath <folder>
Environment Variable

[System.Environment]: :SetEnvironmentVariable(”CURL_CA_BUNDLE”, “<Path to Certificate>\ca-bundle.
pem”, “Machine”)
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3.3 Docker

This section describes the SSL configuration of various Docker components.

Docker Image Docker Daemon Notes
Tested software version: Tested software version: 26.1 Docker daemon also accesses the
Docker 26.1 Official Documentation Link: https:/docs.docker. | Ccertificate store of the operating

system by default, so that a separate

Alpine latest (3.20.1) com/engine/security/certificates - . ¢ ;
configuration of Docker is not required.

Ubuntu latest (24.04),
Windows Server Core (2022)
Official Documentation Link:

https://docs.docker.com/build/
building/best-practices
https://docs.docker.com/
reference/dockerfile/#copy

https://docs.docker.com/
reference/dockerfile/#run

Configuration Details

Ubuntu Linux

FROM ubuntu:latest
# Don’t ask any command line questions
ENV DEBIAN_FRONTEND=noninteractive

# Copy the certificate to the docker image file system in a trusted location. On Ubuntu the file
needs to have the extension .crt otherwise it will no be accepted

COPY ca-bundle.crt /usr/local/share/ca-certificates/
# Create the ssl directory because it does not exists at this point
RUN mkdir -p /etc/ssl/certs

# Append the ca certificate to the main certificate file manually because otherwise it is probably
not possible to reach the internet

RUN cat ‘/usr/local/share/ca-certificates/ca-bundle.crt’ >> /etc/ssl/certs/ca-certificates.crt
# Update package list

RUN apt-get update

# Install certificate management

RUN apt-get install -y ca-certificates

# Update the certificates

RUN update-ca-certificates

# More commands..
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Alpine Linux

FROM alpine:latest

# Copy the certificate to the docker image file system in a trusted location
COPY ‘ca-bundle.pem’ /usr/local/share/ca-certificates/

# Create the directory because it does not exists at this point

RUN mkdir -p /etc/ssl/certs

# Append the ca certificate to the main certificate file manually because otherwise it can be
impossible to reach the internet

RUN cat ‘/usr/local/share/ca-certificates/ca-bundle.pem’ >> /etc/ssl/certs/ca-certificates.crt
# Install ca-certificates package

RUN apk add --no-cache ca-certificates

# Update CA certificates

RUN update-ca-certificates

# More commands..

Windows Server Core 2022

FROM mcr.microsoft.com/windows/servercore:ltsc2022

# Copy the certificate to the docker image file system

COPY ca-bundle.pem ./

# Import the certificate into the trust store of the computer

RUN powershell -Command Import-Certificate -FilePath ca-bundle.pem -CertStorelLocation Cert:\
LocalMachine\Root\

# More commands..

3.4 Git

This section describes the SSL configuration for the git application.

Git
Tested Version ‘ Documentation ‘ Notes
2.38.1 https:/git-scm.com/docs/git-config Git can be configured per individual

repository or for all repositories.

On Mac OS X git uses the system
certificate store

Configuration Details

Command Line Argument

# one repository

git config --global http.”https://repos.sample.com”.sslCAInfo /path_to_file/cert.pem <string>
# all repositories

git config --global http.sslCAInfo /path_to_file/ca-bundle.pem

Windows System Store

git config --system http.sslbackend schannel
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3.5 NPM

This section describes the SSL configuration of various node package manager application.

NPM

Tested Version ‘ Documentation

10.2.3 https://nodejs.org/api/cli.ntml#cli_node_extra_ca_ | curl on Mac OS X makes use of the
certs_file system certificate store

Configuration Details

Command Line Argument
--with-ca-file=<folder> or --with-ca-bundle=<file>
Environment Variable Windows

[System.Environment]::SetEnvironmentVariable(”“NODE_EXTRA_CA_CERTS”, "“<Path to Certificate>\ca-
bundle.pem”, “Machine”)

Environment Variable Mac

launchctl setenv NODE_EXTRA_CA_CERTS <Path to Certificate>/ca-bundle.pem

Environment Variable Linux

echo “export NODE_EXTRA_CA_CERTS”=<Path to Certificate>/ca-bundle.pem” >> $HOME/.bashrc

3.6 Oracle Java

This section describes the SSL configuration of various Java components.

Java

Tested Version Documentation

Java(TM) SE Runtime https://docs.oracle.com/en/java/javase/12/tools/ = Oracle Java uses its own certificate store,
Environment (build 1.8.0_411- keytool.html which is normally stored in the cacerts
b09) file in the Java Runtime installation

directory. To manage the certificate
store, Java provides the command line
tool keytool, which is also located in the
Java installation directory. The default
password for the Java certificate store is
changeit and is required for changes to
the certificate store.

Configuration Details

Command Line Argument

keytool -importcert -file “<Path to Certificate>/ca-bundle.pem” -alias mycert -keystore “<Java
Runtime Install Path>/lib/security/cacerts” -storepass changeit

Note: The ca-bundle.pem file must have system trusted certificates stored along with Zscaler CA certificate or customer custom CA.
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3.7 Python

This section describes the SSL configuration of various Python components and libraries. Use the following
table to modify python in your local system.

Python 3.4.1 or later

Tested Version ‘ Documentation ‘ Notes
3.14.0a0 https:/www.python-httpx.org/environment_ Python 3.4.1 and earlier do not do
variables/#ssl_cert_file certificate validation by default. If you

are using virtual environments then use
export on the terminal instead of launchtcl

Configuration Details

Environment Variable Windows

[System.Environment]::SetEnvironmentVariable(”SSL_CERT_FILE”, “<Path to Certificate>\ca-bundle.pem”,
“Machine")

Environment Variable Linux

echo “export SSL_CERT_FILE=<Path to Certificate>/ca-bundle.pem” >> $HOME/.bashrc

Environment Variable Mac

launchctl setenv SSL_CERT_FILE <Path to Certificate>/ca-bundle.pem

If the developer would rather include the bundle in the python code follow the following guidance:

To verify if indeed the environment is being routed through Zscaler ZIA, the following Python code below
can be used to verify the peer certificate:

from socket import socket
import ssl

import M2Crypto

import OpenSSL

# M2Crypto

cert = ssl.get_server_certificate(('www.google.com’, 443))

x509 = M2Crypto.X509.load_cert_string(cert)

print x509.get_subject().as_text()

x509 = OpenSSL.crypto.load_certificate(OpenSSL.crypto.FILETYPE_PEM, cert)
print x509.get_subject().get_components()

The following code will return the ssl_cert_dir CA certificate store path:

python -c “import ssl; print(ssl.get_default_verify_paths())”

If behind ZIA you will get the following error:

File "~/.pyenv/versions/3.14-dev/lib/python3.14/urllib/request.py”, line 1322, in do_open
raise URLError(err)

urllib.error.URLError: <urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify
failed: Missing Authority Key Identifier (_ssl.c:1020)>
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In order to manually specify the ca bundle within the python code there are multiple ways to do it but
depending on the package needed this will vary. In the following example no additional packages
are installed:

import certifi

import ssl

from urllib.request import urlopen

ctx = ssl.create_default_context(ssl.Purpose.SERVER_AUTH) ctx.load_verify_
locations(cafile=certifi.where()) # modify to your location

response = urlopen(“https://httpbin.org”, context=ctx)

When distributing the software include the ca—bundle with the python files and point cafile to a relative
location in relation to the python file.

3.8 Python PIP / Conda

This section describes the SSL configuration for PIP command.

Pip
Tested Version ‘ Documentation ‘ Notes
pip 24.0 with python 3.14 https:/pip.pypa.io/en/latest/topics/https- By default, pip will not use the system

certificates/ certificate store but, instead, uses a
bundled CA certificate store from certifi.

Version 22.2+ use system trust store
with —-use-feature=truststore. This will
replace the bundled packaged certificates
for verifying HTTPS certificates.

Requires Python 3.10+.

Configuration Details

Command Line Argument

python -m pip install SomePackage --use-feature=truststore

3.9 Python urlib3 library
This section describes the SSL configuration for the urllib3 python library and packages.
Tested software version: 2.2.1

Official Documentation Link: https://urllib3.readthedocs.io/en/2.2.1/user-guide.htmli#certificate-

verification

If certificate validation is needed, starting on version 1.25 you can use the PoolManager configuration
option ca_certs
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import certifi
import urllib3
http = urllib3.PoolManager(
cert_reqs='CERT_REQUIRED',

ca_certs=certifi.where() # Specify your location

)

3.10 Python requests library

This section describes the SSL configuration for the request python library. Requests verifies SSL
certificates for HTTPS requests, just like a web browser. By default, SSL verification is enabled, and
Requests will throw a SSLError if it’s unable to verify the certificate.

There are two main methods to enable a certificate bundle for requests, when making the request using
the verify option. Or via environment variables.

import requests
cafile = ‘cacert.pem’ # adjust to your location

r = requests.get(url, verify=cafile)

Python Requests
Tested Version ‘ Documentation ‘ Notes

Python 3.14 with Requests 2.32.3  https://requests.readthedocs.io/en/latest/ This list of trusted CAs can also be
specified through the REQUESTS_
CA_BUNDLE environment variable. If
REQUESTS_CA_BUNDLE is not set,
CURL_CA_BUNDLE will be used as
fallback.

Configuration Details

Environment Variable Windows

[System.Environment]::SetEnvironmentVariable(“REQUESTS_CA_BUNDLE”, “<Path to Certificate>\ca-bundle.
pem”, “Machine”)

Environment Variable Linux
echo “export REQUESTS_CA_BUNDLE=<Path to Certificate>/ca-bundle.pem” >> $HOME/.bashrc
Environment Variable Mac

echo “export REQUESTS_CA_BUNDLE=<Path to Certificate>/ca-bundle.pem”
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3.11 Xcode Simulator

The following steps need to be taken in order to install Zscaler Root Certificate to Xcode simulator.

Xcode Simulator

Tested Version ‘ Documentation
Xxcrun version 68. https://support.apple.com/en-us/HT204132 Use this guide to troubleshoot connection
Xcode 11.4 https://developer.apple.com/documentation/ problems: Identifying the Source of

xcode/installing-additional-simulator-runtimes Blocked Connections

Configuration Details
Environment Variable Windows

xcrun simctl keychain booted add-root-cert <Zscaler Root Certificate path in pem format>

3.12 Android Emulator

The following steps were tested in Koala (Build #A1-241.18034.62.2411.12071903, built on July 10, 2024),
in order to install Zscaler Root Certificate to Android Emulator.

You can drag and drop the Zscaler Root Certificate onto the Android Emulator and it will be stored

in the files.
Step 1 Step 2 Step 3 Step 4
Open Settings > Security Click on Install a Certificate > Select the certificate from files. A notification “CA certificate
> More Security Settings > CA Certificate to install Zscaler | And on the warning click on installed” at the bottom of
Encryption & Credentials. Root Certificate from files. “Install Anyway”. the emulator screen and the
B Zscaler Root certificate should
& S = Recent % i | beinstalled.
O Loreties D Thia week Verify the certificate is installed
: . ; Settings > Security
Encrvption Recent fles ] under
yption & Install a certificate > More Security Settings >
credentials Y 2acsleroctGApem oo Encryption & Credentials >
CAlooinonte Trusted Credentials > User.
<_
Encrypt phone VPN & app user certificate

Wi-Fi certificate

ol soroos Trusted credentials

Trusted credentials
Display trusted CA certificates ter User
Zscaler Inc

User credentials
Zscaler Root CA

w and modify stored credential

Install a certificate

install certificates from SD card

Clear credentials

Remove all certificate
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313 APT

The command-line tool “apt-get” is the most popular package management tool used in the Debian-
based Linux operating system. Starting on apt 1.5 HTTPS is natively supported, yet most sources are
configured on HTTP by default.

The following procedure was tested on Ubuntu 20.04 LTS, official documentation on update-ca-
certificates can be found here.

If you encounter an error like this:

Err:5 https://us-west-1l.ec2.archive.ubuntu.com/ubuntu focal Release

Certificate verification failed: The certificate is NOT trusted. The certificate
issuer is unknown. Could not handshake: Error in the certificate verification. [IP:
54.241.183.81 443]

Depending on the distribution and version the package ca-certificates will enable a centralized certificate
store for the Linux distribution located at /etc/ssl/certs. The package comes with CLI commands to
interact with the store.

Make a folder to contain the Zscaler root certificate:

mkdir /usr/share/ca-certificates/zscaler

Then copy the certificate as an individual file within that folder and use the extension crt.

Then modify the ca-certificates configuration file to include the certificate. At the last line include:

zscaler/Zscaler_root.crt

Then issue the command:

update-ca-certificates

The output of the command will look like this:

ubuntu@ip-192-168-99-133:/etc/ssl/certs$ sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...

rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate
or CRL

1 added, @ removed; done.

Running hooks in /etc/ca-certificates/update.d...

done.

This update CA store will enable ZIA for more applications than just APT.
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314 YUM

YUM is a software package management utility used in many popular Linux distributions, including
Fedora, CentOS and Amazon Linux 2.

The following procedure was tested in Amazon Linux 2.0.20240719.0
If you encounter an error like this:

[ec2-user@ip-192-168-99-237 tls]$ sudo yum update

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd

Could not retrieve mirrorlist https://amazonlinux-2-repos-us-west-1.s3.dualstack.us-
west-1.amazonaws.com/2/core/latest/x86_64/mirror.list error was

14: curl#60 - "SSL certificate problem: unable to get local issuer certificate”

Place the Zscaler root certificate in this location:

/etc/pki/ca-trust/source/anchors/zscaler.pem

And run the following command:

sudo update-ca-trust extract

You can now update your system via YUM with the following command:

sudo yum update
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Troubleshooting Connection Problems

This section describes ways to diagnose connection problems when ZIA is activated on the Zscaler Client
Connector. Connection problems with individual applications often manifest themselves in the fact that the
affected applications do not function correctly, no longer respond when starting or during execution or do
not start at all. The problems only occur if the network traffic is routed via ZIA.

For the ZIA Administrator the easiest way to diagnose connection problems is via the Analytics function
in the ZIA Admin Portal. To check the logs in the Admin Portal, navigate to Analytics / Web Insights /
Logs, Analytics / Firewall Insights / Logs and Analytics / DNS Insights / Logs. Filter the log file using the
username and timestamp of the blocked traffic and look for “not allowed” connections.

If a diagnosis via the ZIA Admin Portal is not possible, an analysis can also be carried out via the Zscaler
Client Connector or via network diagnosis tools such as Wireshark. The procedure for Mac OS X and
Windows is described in the following sections.

As of version 4.3 you can find local logs for the Zscaler Client Connector in the following locations:

os Log Location Details
macOS /Library/Application Support/Zscaler/ Common Logs
~/Library/Application Support/com.zscaler.zscaler/ User specific logs
Windows C:\ProgramData\Zscaler Common Logs
%ALLUSERSPROFILE%\Zscaler ZSAService
ZSAUpdater
ZSATunnel (MT)
C:\ProgramData\Zscaler\log-[User SID] User Specific Logs
%ALLUSERSPROFILE%\Zscaler\log-[User-SID] ZSATrayManager
ZSATrayHelper
ZSATunnel (User)
ZSAUpm DBs
C:\Users\[User Folder]\AppData\Local\Zscaler User AppData Logs
%LOCALAPPDATA%\Zscaler ZSATray
ZSATrayHelper
Mac OS X

The application that is having trouble could be grouped in applications that open and don’t show the
correct or incomplete content, or applications that fail to open or quit unexpectedly. Regardless, use the
Zscaler Client Connector Packet Capture with ZIA disabled as a comparison when the application works
as expected.
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1. As an example we will use the Apple App Store. This application has certificate pinning, so it will not
work with default settings with ZIA, in fact it will open and look like this:

Discover

Discover
Arcade

Create

Work
Play Cannot Connect to App Store

Develop
Retry
Categories

Updates

Console

Gene's Virtual... — Message

.171837-0400 Store boringss1_session_apply_protocol_options_for_transport_block_invoke(2087) [C9:11[8x14b825db8] TLS configured [min_version (9xe3e
Crash Reports :10.171961-0408 Store boringssl_context_info_handler(2150) [C9:11[8x14b825db@] Client handshake state: TLS client enter_early_data
Spin Reports .172225-0400 Store boringss1_context_info_handler(2150) [C9:1][8x14b825db0] Client handshake state: TLS client read_server_hello
ot +242829-0400 Store boringssl_context_info_handler(2150) [C7.1.3.1:2][@x14b920238] Client handshake state: TLS 1.3 client Tead_hello_retry_request
og Reports
429380408 Store boringssl_context_info_handler(2158) .3.1:2][@x14b92e238] Client handshake state: TLS 1.3 client send_second_client_hello

Diagnostic Re.
.242988-8400 Store boringssl_context_info_handler(2156) 1(ex14b92e238] Client handshake state: TLS 1.3 client read_server_hello

Lot 2768950400 Store boringssl_context_info_handler(2156) 21[0x14b920230] Client handshake state: TLS 1.3 client read_encrypted_extensions
system.log :10.276959-0408 Store boringssl_context_info_handler(2150) 2](0x14b920238] Client handshake state: TLS 1.3 client read_certificate_request
Store boringssl_context_info_handler(215@) .1:2][0x14b92e2308] Client handshake state: TLS 1.3 client read_server rtificate
store boringss1_context_info_handler(2158) [C7.1.3.1:2](@x14b920238] Client handshake state: TLS 1.3 client read_server_certificate_v
Store Connection 7: asked to evaluate TLS Trust
.288089-0400 Store Connection 7: default TLS Trust evaluation failed(-9807)
.288116-0400 Store Connection 7: TLS Trust result -9807
1288126-0400 Store Connection 7: TLS Trust encountered error 3:-9807
6610400 [C8 B59C852E-52A1-4179-9D4B-5F846B188718 IPva#bfc3foaf: quic-connection, url hash: acf@5e99, tls, definite, attribution: dev
.288716-0400 [C8 B59C852E-52A1~4179-9D4B-5F846B18871@ IPvANbfc3foaf:4 quic-connection, url hash: acf@5e99, tls, definite, attribution: dev
1269397-0400 [C9 20988944-5AD-4440-89A0-5COSS4EQDIAE TPv4#2c1d6d66:443 quic-connection, url hash: acf@Se99, tls, definite, attribution: dev
.289661-0400 [C9 20988944-58AD-4440-89AB-5COS54E0DIAE IPv4#2c1d6d66:443 quic-connection, url hash: acf@se99, tls, definite, attribution: dev

915771-0400 arsec [C3 13CFB8655-62D6-41B5-A33B-DB2DCFEABA74 Hostname#f7440142:443 quic-connection, hash: ef@cblas, definite, attribution: deve

App Store (CFNetwork) 0R
Subsystem: -- Category: <Missing Description> 2024-09-06 14:61:10.288126-0400

Connection 7: TLS Trust encountered error 3:-9807

The easiest way to troubleshoot an application in Mac is to use several built—in tools and the ability of the
Zscaler Client Connector to do a Packet Capture.
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2.

Process Name
Amazon music Kenaer

Amazon Music Renderer
Amazon Music Renderer
Amazon Music Renderer
Amazon Music Renderer (GP...
Amazon Music Renderer (Re...
AMPDeviceDiscoveryAgent

analyticsd

apfsd

App Store

appleeventsd
appleh13camerad
appstoreagent

apsd

AskPermissionUl Networking
AudioComponentRegistrar
AudioComponentRegistrar
auditd

authd

3.
following command:
nettop -L @ -p <PID>

CPU Time
1.6b

3.51
2:16.08
1.01
1:50:28.40
40:14.19
3.01
1:12.45
221
4.22
9.98
27:29.33
173
1:17.51
0.60
0.06
0.056
0.05
5.09

If the application opens but does not work, use “Application Monitor” to get the PID of the application.

Threads Idle Wake Ups GPU Time

4 A u.uu
0.00

0.00

0.00

3:14.96

0.00

0.00

0.00

0.00

0.01

00 App Store (82191)

Parent Process: User: danielc (501)

Process Group: App Store (82191)

% CPU: 0.00 Recent hangs: 0

Memory  Statistics  Open Files and Ports

Real Memory Size: 32.4MB
Virtual Memory Size: 391.05 GB
Shared Memory Size: 27.2 MB

Private Memory Size: 6.6 MB

With the PID in hand we can now use nettop to track the connection done by the application. Use the

Add a “-n" if you want to try to see IP addresses instead of names.

This will open a log file on screen that shows any TCP connections that the application tries. Most often

you will be able to see the names or destination IP address, in this case 23.55.204.23. A reverse

lookup for

the IP points to akamaitechnologies.com, a known CDN provider.

interface,state,by
.159343,App Store.82191,,,21352,219
interface,state,bytes_in,by
5.154002,App Store.82191,,,2
25.1233 %
,interface,state,by
164090,App Store
,tcp4 100
ate,bytes_in,bytes_out,rx
,App Stor
,tcp4 100
,interface,state,b
:28.154504 ,App Store
28.124492,tcp4 100 0.1:63400
interf state, by _in,by
6:29.167051,App Store.82191,,,29

dupe

2193554

ut, rx_dup
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es_1n,bytes_out,rx_dupe,rx_ooo,re-tx,rtt_avg,rcvsize,tx_
A N

"X_000,re-tx,rtt
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443 utun6,Established,7811,1001,0,0,0,1.25 ms,131072,131072,8BE, -, cubic,~-,-,~,
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In the Appendix: Wireshark Troubleshooting Example we demonstrate how the developer can use
Wireshark and other utilities to capture the traffic and see the DNS queries and possibly the TCP reset
on the connection. In Appendix: Wireshark Troubleshooting TLS Example we present an alternate
troubleshooting method that focuses on the TLS handshake.

Also with some of the Zscaler Client Connector logs it corroborates that indeed there is a connection
problem with the application:

2024-07-17 18:16:29.783551(-0400)[80582:16211546] INF ID=492535293, Tunnel to SME for
host=downloaddispatch.itunes.apple.com:443, SME IP=104.129.206.47:443

2024-07-17 18:16:30.054381(-0400)[80582:16211546] WAR ID=492535293, Exception in

TcpConnection run() (Error=Application exception: Both client and server sockets

are closed!

4. Now communicate with the ZIA Administrator or follow the procedure described in the section
Feedback from User to Administrator to send a message to the administrators using the Zscaler
Client Connector.

Report the issue using the Zscaler Client Connector More option:

Private Access

Internet Security

o
</
Digital Experience

ko

Data Protection

Notifications

More

Zscaler Client Connector

&> zscaler

Settings

Show all notifications

Show Private Access reauthentication notifications

Troubleshoot

Start Packet Capture

Report an Issue

Restart Service

Clear Logs

Log Mode

About

App Version 4.3.0.212

App Policy Mac_Corp_V4

License Agreement

Third Party Software Notice

(=

Log Out

ON TURN OFF
ON TURN OFF
Debug &
Update App

Update Policy
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With that information the Administrator can investigate the issue on the ZIA logs. In the form specify that
there was a Network Connectivity issue and a copy of the Zscaler Client Connector log entry that shows

the URL for the connection:

@ @ Report An Issue

Report an Issue
Developer 1

dcastro@zscaler.com

[ A
(B

Problem Network Connectivity %)
Private Acces!
Priority Normal B
Comments Ple pa: 0400)[80582:16211546
Tu atch.itunes.apple.com:443,

47:443
54381(-0400)[80582:16211

ection run() (E

& Internet Securi 2024-07-1

NAR ID=492535293
ption: Both client and server

Applicatior

3352¢ o
;3s2¢  Notifications
)=492

Attach File: Choose File (Max 10 MB)

Mc
nore Cancel Send

App Version: 4.2.0.262 Update App
App Policy:  tunnel2-mac Update Policy

The developer has now provided enough information for the Administrator to act on this and possibly

resolve the case.

Windows

The Zscaler Client Connector is well suited for diagnostics on Windows systems, as it automatically creates

the necessary logs and can also record data traffic for analysis in Wireshark if required.

To keep the size of the logs to be analyzed small, the Clear Logs option can be selected in the Zscaler

Client Connector before reproducing the problem:
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Private Access

Internet Security

e

r. J
~

Digital Experience
ke

Data Protection

Notifications

More

Zscaler Client Connector

(®) Settings

Log Out

Show all notifications
Show Private Access reauthentication notifications

Do Not Disturb (DND) Mode

Advanced Settings

(® Troubleshoot

«
«
Disabled =

Start Packet Capture @
Report an Issue

Export Logs

Restart Service

Repair App

Clear Logs

Log Mode

(® About

Debug v

App Version: 4.5.0.255
App Policy: Win_Corp_V4

Update App
Update Policy

The Start Packet Capture option is then selected to obtain the Wireshark logs as well as the logs, the

problem is reproduced and the recording of the network traffic is ended via Stop Packet Capture. The logs
can then be exported in the form of a ZIP file via the Export Logs option in the Zscaler Client Connector:

Private Access

Internet Security
(o
Nar)

Digital Experience
ke

Data Protection

Notifications

More

& Zscaler Client Connector

(®) settings

Log Out

Show all notifications
Show Private Access reauthentication notifications
Do Not Disturb (DND) Mode

Advanced Settings

() Troubleshoot

[ ¢
[ ¢
Disabled v

Start Packet Capture @
Report an Issue

Export Logs

Restart Service
Repair App
Clear Logs

Log Mode

() About

Debué ¥

App Version: 4.5.0.255
App Policy: Win_Corp_V4

Update App
Update Policy
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The ZIP file contains many logs. For the analysis of non—permitted host names and IP addresses, the logs
beginning with the designation ZSATunnel* and the explicitly created Wireshark logs with the designation
CaptureLWF* are of interest.

To select possible problem candidates, the network record is opened with Wireshark and searched
for unanswered DNS queries. If the Zscaler Zero Trust Exchange blocks a connection at DNS level, this
is shown in the logs by the fact that a DNS query is sent but no response is returned. The following
Wireshark filter detects such requests:

dns && (dns.flags.response == @) && ! dns.response_in

The following queries are displayed as a result:

A
Am 2 ® REQewsEges = =Eaqail
(W] dns @& (dns.flags.response == 0) &8 ! dns.response_in (B )+
No. Time Source Destination Protocol Length Info
278 3.082054 192.168.36.32 TS Y DNS 78 Standard query @x96de A edge.microsoft.com
2350 27.279791 192.168.36.32 111 DNS 82 Standard query ©x930c A zist.illusionblack.com
2467 28.832553 192.168.36.32 i L DNS 93 Standard query ©x1b19 A downloaddispatch.itunes.apple.com

v Packet comments
TUNNEL2_REQUEST_PACKET
Forward Packet to T2 as per include/exclude
Frame 2467: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface \DEVICE\{B521233A-DC4B-4F42-9F7A-B88E94A9D81D}, id 2
Ethernet II, Src: Intel_c3:69:3c (00:42:38:c3:69:3c), Dst: Microsoft_24:fb:@a (00:15:5d:24:fb:0a)
> Internet Protocol Version 4, Src: 192.168.36.32, Dst: 1.1.1.1
User Datagram Protocol, Src Port: 62750, Dst Port: 53
v Domain Name System (query)
Transaction ID: @x1b19
Flags: ©x010@ Standard query
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: @
Queries
Retransmitted request. Original request in: 2466

[Retransmission: True]

© 7 Thisis a retransmitted DNS query (dns.retransmit_request_in) Packets: 3234 - Displayed: 3 (0.1%) - Comments: 5996 || Profile: Default

There are other reasons why a DNS request may not be answered, but the three hostnames listed - edge.
microsoft.com, zist.illusionblack.com and downloaddispatch.itunes.apple.com - are candidates for
further investigation.
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Appendix

Wireshark Troubleshooting TLS Example

1. Start at the same spot for App Store broken:

2. Open ZCC, Clear Logs, Start Packet Capture. Then hit the displayed “Retry” button from above. Stop

Packet Capture, Export Logs.

3. Unzip Log bundle, search for .pcapng file with today’s date & open in Wireshark.

4. First look for TLS handshakes using the “tls.handshake” filter:

A iOomBERE@

M |tis.handshake

No. | Time
160 4.721087
163 4.726052
167 4.734576
169 4.734854
170 4.739499
172 4.739844
173 4.756631
179 4.765082

| Source
100.64.0.1
100.64.0.1
199.232.39.6
100.64.0.1
199.232.39.6
100.64.0.1
199.232.39.6
199.232.39.6

©2024 Zscaler, Inc. All rights reserved.

ReEFIE

| Destination
199.232.39.6
199.232.39.6
100.64.0.1
199.232.39.6
100.64.0.1
199.232.39.6
100.64.0.1
100.64.0.1

| Protocol

TLSv1.3
TLSv1.3
TLSv1.3
TLSv1.3
TLSv1.3
TLSV1.3
TLSv1.3
TLSV1.3

CaptureAdapters_2024-08-23-22-22-52.10

Lengtt| Info

583 Client Hello (SNI=apps.mzstatic.com)

583 Client Hello (SNI=bag.itunes.apple.com)

165 Hello Retry Request, Change Cipher Spec

424 Change Cipher Spec, Client Hello (SNI=apps.mzstatic.com)
165 Hello Retry Request, Change Cipher Spec

427 Change Cipher Spec, Client Hello (SNI=bag.itunes.apple.com)
1414 Server Hello, Application Data

1414 Server Hello, Application Data
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5. Then use the Conversation Filter option to view a likely suspect as displayed:

[ ]
a d@ m Qe EF

W [tis. handshake
No. Time | Destination info
160 4.721087 .64.0. P 0 Client Hello (SNI=apps.mzstatic.com)

726052 B B e Client Hello (SNI=bag.itunes.apple.com) Mark/Unmark Packet %M
734576 5 . .64.0. = Hello Retry Request, Change Cipher Spec Ignore/Unignore Packet %D
.734854 .64.0. 7 5 Change Cipher Spec, Client Hello (SNI=apps.: Set/Unset Time Reference XT
739409 5 " .64.0. = Hello Retry Request, Change Cipher Spec Time Shift.. ORT
739844 .64.0. .232.39. & Change Cipher Spec, Client Hello (SNI=bag. itJRE iU
756631 i . .64. . server Hello, Application Data
.765082 B o .64.8. 5 Server Hello, Application Data

Edit Resolved Name

Apply as Filter
Prepare as Filter

Conversation Filter

Colorize Conversation

SCTP

Follow Ethernet

Copy

Protocol Preferences
Decode As.
Show Packet in New Window

Frame 168: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interface utund, id 9
Ethernet II, Src: 00:00:00_00 00 (00:00 o0 0), Dst: 90:00:00_00

Internet Protecol Version 4, Src: 100.64.8.1, Dst: 199.232.39.6

Transmission Control Protocel, Src Port: 52069, Dst Port: 443, Seq: 1, Ack:

Transport Layer Security

6. Here you can see that immediately after the server side transmits it’s hello information in packets 173,
174, & 176. Immediately following the ACK of packet 176 (packet 177) the client side (App Store) sends
a RST in packet 178. This is what it looks like when the application terminates a session without finding
an acceptable certificate (certificate pinning).

i mERR Rex>EF IR

and Ip.addr €q199.232.39.6) and (tcp.port eq 52069 and tcp.port eq 443)
Protocal Lengtt|Info
TP

ECE, OWR] Seq=8 Win=65535 Len=8 M55=1360 WS=64 TSval

100 64. T I, ACK] Seq=0 Ack=1 Len= ws=32 Tsval
159 4.720545 .64, 199.232.39.6 - 443 [ACK] Seq=1 Ack=1 Win=132096 Len=0 T5val=1022173628 TSecr=2972999152
168 4.721087 .64, .232.39. 5 Client Hello (SNI=apps.mzstatic.com)

167 4.734576 +232.39. .64.0. : Hello Retry Request, Change Cipher Spec

168 4.734662 o 66 52069 ~ 443 [ACK] Seq=518 Ack=108 Win=131968 Len-0 TSval=1022179043 TSecr=297299154
169 4.734854 TLsvi.3 424 Change Cipher Spec, Client Hello (SNI=apps.mzstatic.com)

173 4.756631 Tisv1.3 1414 Server Hello, Application Data

174 4.756647 o 1414 443 + 52068 [ACK] Seq=1448 Ack=876 Win=66848 Len=1348 TSval-2972909156 TSecr=1022179843 [TCP segment of a reassembled POU]
175 4.756727 Tcp 66 52069 - 443 [ACK] Seq=876 Ack=2796 Win=129280 Len=d TSval=1022179065 TSecr=2972909156

176 4,758891 Application Data, Application Data
177 4.758948 .64.0. .232.39. 52069 «+ 443 [ACK] Sequ876 Ack=4144 Win=129664 Lensd TSval=1022179067 TSecrs2972909156
178 4.763086 X 199.232. 3¢ T 52069 - 443 [FIN, ACK] Ack=4144

185 4.770300 .. 9.6 . . Application Data

TSval=2972909158 TSecr=1022179071

189 4.775325 .64, i 52069 ~ 443 [RST) Seq=877 Win=8 Len=0

7. In this case both of these destinations (apps.mzstatic.com & bag.itunes.apple.com) display the same
behavior shown using the mzstatic example above.

8. Note, the ZSATunnel logs here show almost nothing from a web perspective as the web packets are
routed directly to the tunnel:

*4& domain.

m found in

y[461
scaler—1
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Wireshark Troubleshooting DNS Example

Start the Packet Capture in the Zscaler Client Connector:

o0e Zscaler Client Connector

(=

Log Out

ﬂ Settings

Private Access Show all notifications ON TURN OFF

l Show Private Access reauthentication notifications ON TURN OFF
Internet Security Troubleshoot
Start Packet Capture
2 (o]
\-) Report an Issue
Digital Experience Restart Service
N Clear Logs
to Log Mode Debug
Data Protection
o About
App Version 4.3.0.212 Update App
Notifications -
App Policy Mac_Corp_V4 Update Policy
e License Agreement
More Third Party Software Notice

In another terminal window, and while the Packet Capture is already running issue the following command
to clear the DNS cache:

sudo dscacheutil -flushcache: sudo killall -HUP mDNSResponder

Refresh the application, open the application or any similar action that forces the application to use the
network. In our case we hit the Retry button.

Proceed to stop the Packet Capture and Export the logs to the local file system.

Unzip the file and look for a file with filename extension pcapng and open this file in Wireshark. Once
open use the “dns” filter and look for the relevant entry that points to the application you are trying to use.

Note: The application developer could have used an acronym, a short name or some random cdn as the
connection that is failing, in this case the application provider is Apple and the IP is owned by Akamai
Technologies. Therefore, look for a combination of Apple and Akamai in the domain name. The image
below illustrates the DNS entry as a combined list of CNAME entries:
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Protocol | Lengtt| Info

DNS 81 Standard query @x8bdé A play.itunes.apple.com

DNS 276 Standard query response @x617e HTTPS play.itunes.apple.com CNAME play-cdn.itunes-apple.com.akadns.net CNAME play.itun
DNS 244 Standard query response @x8bdé A play.itunes.apple.com CNAME play-cdn.itunes-apple.com.akadns.net CNAME play.itunes.a
DNS 84 Standard query @x2ael HTTPS al806.dscwl54.akamai.net

DNS 151 Standard query response @x2ael HTTPS al806.dscwl54.akamai.net SOA n@dscwl54.akamai.net

DNS 312 Standard query response @xc387 HTTPS downloaddispatch.itunes.apple.com CNAME downloaddispatch-cdn.itunes-apple.com.ak
DNS 280 Standard query response @xfb35 A downloaddispatch.itunes.apple.com CNAME downloaddispatch-cdn.itunes-apple.com.akadns
DNS 312 Standard query response @xc387 HTTPS downloaddispatch.itunes.apple.com CNAME downloaddispatch-cdn.itunes-apple.com.ak
DNS 84 Standard query 0x92d3 HTTPS a1988.dscapi6.akamai.net

DNS 84 Standard query 0x92d3 HTTPS al988.dscapi6.akamai.net —
DNS 151 Standard query response 0x92d3 HTTPS al1988.dscapi6.akamai.net SOA n@dscapi6.akamai.net

DNS 151 Standard query response 0x92d3 HTTPS a1988.dscapi6.akamai.net SOA n@dscapi6.akamai.net

DNS 81 Standard query @x617e HTTPS play.itunes.apple.com
DNS 81 Standard query @x617e HTTPS play.itunes.apple.com
DNS 81 Standard query 0x8bd6 A play.itunes.apple.com —_

The DNS response is:

Standard query response 0Oxc387 HTTPS downloaddispatch.itunes.apple.com CNAME
downloaddispatch-cdn.itunes-apple.com.akadns.net CNAME downloaddispatch.itunes.apple.com.

edgesuite.net CNAME al988.dscapi6.akamai.net SOA n@dscapi6.akamai.net

Following the next DNS request in the trace will resolve a1988.dscap16.akamai.com to 23.55.204.23 This
Akamai IP falls within the ASN 35994 (https://bgp.he.net/AS35994) so is 23.46.150.50. Name verification
indicates that all other names are within this ASN.

When exploring this DNS name on the exported logs from Zscaler Client Connector you will find this the
Application Exception error for Client and Server connection close:

2024-07-17 18:16:29.783551(-0400)[80582:16211546] INF ID=492535293, Tunnel to SME for
host=downloaddispatch.itunes.apple.com:443, SME IP=104.129.206.47:443

2024-07-17 18:16:30.054381(-0400)[80582:16211546] WAR ID=492535293, Exception in
TcpConnection run() (Error=Application exception: Both client and server sockets

are closed!

2024-07-17 18:16:30.054553(-0400)[80582:16211546] INF ===> ID=492535293,
~/TCPServerConnection state=closed ServerConnections=1 clt_bytes=891, srv_bytes=4230!
2024-07-17 18:16:29.783551(-0400)[80582:16211546] INF ID=492535293, Tunnel to SME for
host=downloaddispatch.itunes.apple.com:443, SME IP=104.129.206.47:443

2024-07-17 18:16:30.054381(-0400)[80582:16211546] WAR ID=492535293, Exception in
TcpConnection run() (Error=Application exception: Both client and server sockets are
closed!)

2024-07-17 18:16:30.054553(-0400)[80582:16211546] INF ===> ID=492535293,

~ZTCPServerConnection state=closed ServerConnections=1 clt_bytes=891, srv_bytes=4230!

So the first entry shows the URL for the connection and the string Error=Application exception: Both
client and server sockets are closed! was exactly what we needed to make sure this DNS name

requires a corresponding bypass rule to be created in ZIA.
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PKI and Certificate Authorities

Self Signed Intermediate CA Certificates
In order for Zscaler to verify SSL traffic, the operating system from which an SSL connection is established
to a target server on the Internet must trust the root and intermediate CA certificate used by Zscaler.

It is possible to create and use your own root and intermediate CA certificate or to use the one provided
by Zscaler.

If such a certificate is placed in the SSL Inspection section of the ZIA Admin Portal, then this certificate
is installed by the Zscaler Client Connector in the certificate store of the operating system so that all
applications that access the certificate store of the operating system trust this certificate.

In managed environments, a certification authority usually already exists and a suitable certificate
has already been stored in ZIA. If not, the following sections describe various options for creating a
corresponding root and intermediate certification authority certificate that can be used in this case.

Windows Certificate Authority Installation Procedure

A Windows Certificate Authority can be deployed on a member server or domain controller of an Active
Domain or on a standalone server. If the certificate authority is installed on a domain controller or member
server of an Active Directory domain, the root certificate authority certificate is automatically distributed
to all member servers and computers via group policy. If it is a standalone server, the root certification
authority certificate must be published manually in the Active Directory domain.

In the rest of this section we will show how how to configure AD and ADCS and then how to install an
Enrolment Certificate in ZPA:

Select role services

Select the role services to install for Active Directory Certific

Before You Begin

Installation Type Role services
Server Selection S .
Certification Authority

Server Roles [] Certificate Enrollment Policy Web Service

P Certificate Enrollment Web Service

“““““ Certification Authority Web Enroliment
AD CS [[] Network Device Enroliment Service

.
=
Web Server Role (1IS)
Role Services

Confirmation
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CA Name

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography

Velidity Period
Certificate Database

Confirmation

DESTINATION SERVER
ad-test.domain.daniel info

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:
ibomain»ad~test»CA l

Distinguished name suffix:

[DC:domain,DC:danielcastro,DC:info ‘

Preview of distinguished name:

lCN:domain-ad~test-CA,DC=domain,DC:danielcastro,DC:info l

More about CA Name

Credentials
Role Services
Setup Type
CA Type

Private Key

Validity Period
Certificate Database

Confirmation

DESTINATION SERVER

Cryptography for CA e et ot abitlcnctin i

Specify the cryptographic options

Select a cryptographic provider: Key length:
| RSA#Microsoft Software Key Storage Provider v |[2048 v

Select the hash algorithm for signing certificates issued by this CA:

SHA256 £
SHA384

SHA512

SHA1

MDS kit

[ Allow administrator interaction when the private key is accessed by the CA.

Role Services

Cradentials

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER

ad-test.domain.daniel info

Select Role Services to configure

Certification Authority

[[] Certification Authority Web Enroliment

[ ] Online Responder

[ ] Network Device Enrollment Service

[ Certificate Enroliment Web Service

[ "] Certificate Enrollment Policy Web Service
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Setup Type

Credentials

Role Services

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER

ad-test domalndandel info

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

@® Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

O Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

CA Type

Credentials

Role Services

Setup Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

DESTINATIOI
ad-test.domain.danielc

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extendi
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and it
own self-signed certificate. A subordinate CA receives a certificate from the CA above it ir
hierarchy.

@® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA
Subordinate CAs require an established PKI hierarchy and are authorized to issue certi

Confirmation the CA above them in the hierarchy.
- DESTINATION SERVER
Private Key ad-test.domain danielcastro.info
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type @) Create a new private key
Use this option if you do not have a private key or want to create a new private key.
h
Chmtodrapy (O Use existing private key
CA Name

Validity Period

Certificate Database

Confirmation

Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.
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DESTINATION SERVER

Cryptography for CA sttt abokinsti
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type | RsA2Microsoft Software Key Storage Provider v |[2048 v
LIateikey Select the hash algorithm for signing certificates issued by this CA:
L SHA256 o
CA Name SHA384
Validity Period SHA512
Certificate Database SHA1
MDS -
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.
= . DESTINATION SERVER
Validity Period RPN i
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type [5 ‘ I Years M |
Private Key CA expiration Date: 6/5/2029 7:31:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Certificate Database

Confirmation

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):
|15| l l Years s l
CA expiration Date: 6/5/2039 7:33:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.
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DESTINATION SERVER
Results oi-tnctiionaindenielonstin ik

The following roles, role services, or features were configured:

(A) Active Directory Certificate Services

Certification Authority Web Enrollment o Configuration succeeded
More about Web Enroliment Configuration

AD CS Configuration

Do you want to configure additional role services 7

Yes No
. DESTINATION SERVER
Role Services TR A
Cradentials Select Role Services to configure
/| Certification Authority
: L ) .
Authentication Type for C... v Cert_lﬁcatuon Authority Web Enroliment
. Online Responder
Service Account for CES Network Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service
DESTINATION SERVER

CA for CES ad-test.domain.daniek info

Credentials Specify CA for Certificate Enrollment Web Services

Role Services

Select the certification authority (CA) that you want to use for issuing certificates requested
through this Certificate Enrollment Web Service (CES).

Authentication Type for C...

Service Account for CES Select:
@® CAname

O Computer name

Target CA: |ad-test.domain.danielcastro.info\domain-ad-test-CA ‘ | Select...

[ Configure the Certificate Enroliment Web Service for renewal-only mode.
0 Renewal-only mode requires that the targeted CA run at least Windows Server 2008 R2.
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Credentials

Role Services

DESTINATION SERVER

Authentication Type for CES e it oottt

Select the type of authentication

Role Services
CA for CES
Authentication Type for C...

Server Certificate

Confirmation

CA for CES O Windows integrated authentication
O Client certificate authentication
Service Account for CES
@® User name and password
g DESTINATION SERVER
Service Account for CES ittt daiicnokls
Credentials Specify the service account

Select the identity that the Certificate Enroliment Web Service (CES) uses when communicating
with the certification authority (CA) and other services on the network.

O Specify service account (recommended)
The account selected must be a member of the IIS_IUSRS group. If Kerberos is selected as the
authentication type, a service principal name is required for the service account.

[ l [ Select...

@® Use the built-in application pool identity

Server Certificate

Credentials
Role Services
CA for CES

Authentication Type for C...

Service Account for CES

DESTINATION SERVER

ad-test.d e Ty e

Specify a Server Authentication Certificate

When communicating with clients, the web service(s) uses Secure Sockets Layer (SSL) protocol to
encrypt network traffic.

@® Choose an existing certificate for SSL encryption (recommended)

Issued To Issued By Expiration Date
domain-ad-test-CA domain-ad-test-CA  6/5/2039

Properties Refresh

(O Choose and assign a certificate for SSL later
A\ For this role service to function, you must configure this server with a valid certificate.
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Confirmation

Credentials

Role Services

CA for CES
Authentication Type for C

Service Account for CES

wn

ver Ceritificate

Confirmation

DESTINATION SERVER
ad-test.domain.danielcastro.info

To configure the following roles, role services, or features, click Configure.

@ Active Directory Certificate Services

Certificate Enrollment Web Service

CA Name: ad-test.domain.danielcastro.info\domain-ad-test-CA
Renewal Only Mode: False

Authentication Type: Username and password authentication

Allow Key-based Renewal: False

Account: Application Pool Identity

Server Authentication C665D67CB1551C05D49F7E1959C9B6173ACDESSA
Certificate:

At this point ADCS has been successfully installed and we can proceed to open the browser and explore

the CA services. But first head over to either ZIA or ZPA and request a new CSR:

GENERAL

Name

Enter Text

Region

GLOBAL

Description

1 General 2 Generate Key Pair

Add Software Intermediate CA Certificate

3 Generate CSR 4 Upload Intermediate Certificate 5 Review

Protection Type

Software Protection

Status

Certificates without Windows Certificate Authority

In addition to creating an intermediate certification authority certificate as described in the previous

section, it is also possible, for testing purposes, to create corresponding certificates on a Windows client

computer. It should be noted that certificates created in this way are only available on the local computer.

For use on other computers, both the root and intermediate certification authority certificates must be

exported and imported on the other computers, for example via management software such as Intune or

through group policies for Active Directory domain members.
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Create a new Root CA Certificate with PowerShell

When ADCS is ready you can create a new root CA certificate \ with the following PowerShell cmdlet:

PS C:\> $rootCert = New-SelfSignedCertificate -CertStoreLocation

Cert:\CurrentUser\My -DnsName "RootCA" -TextExtension
@("2.5.29.19={text}CA=true") -KeyUsage CertSign,CrlSign,DigitalSignature

The root CA certificate (without the private key) can then be exported as a file using the

following command:

PS C:\> [String]$rootCertPath = Join-Path -Path 'cert:\CurrentUser\My\'
-ChildPath "$($rootCert.Thumbprint)"
PS C:\> Export-Certificate -Cert $rootCertPath -FilePath 'RootCA.crt’

Create a new Intermediate CA Certificate with PowerShell
A new intermediate certification authority certificate, which is signed with the previously created root CA

certificate, can then be created with the following command:

PS C:\> $intermediateCACert = New-SelfSignedCertificate -CertStoreLocation
Cert:\LocalMachine\My -DnsName "IntermediateCA" -TextExtension
@("2.5.29.19={text}CA=true”) -KeyLength 2048 -KeyUsage
CertSign,CrlSign,DigitalSignature -Signer $rootCert

The Intermediate CA certificate (without the private key) can then be exported as a file using the

following commands:

PS C:\> [String]$intermediateCertPath = Join-Path -Path 'cert:\LocalMachine\My\’
-ChildPath "$($intermediateCACert.Thumbprint)”

PS C:\> Export-Certificate -Cert $intermediateCertPath -FilePath
'IntermediateCA.crt’
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OpenSSL Certificate Authority Creation

In this section we will show you how to create a root CA from which openssl can create additional
certificates or can be uploaded to ZIA for TLS interception.

Create a configuration file for the root CA, we will call this rootCA_openssl.conf, modify the folder
locations to match your configuration

[ cal]
# “man ca’

default_ca = CA_default

[ CA_default ]
# Directory and file locations.

# The root key and root certificate.

private_key = root.key
certificate = root.pem
new_certs_dir = /Users/danielcastro/Downloads
database = index.txt
policy = policy_strict
dir = “~/CA"

certs = $dir/certs
crl_dir = $dir/crl
database = $dir/index.txt
serial = $dir/serial
RANDFILE = $dir/.rand

[ policy_strict ]
# The root CA should only sign intermediate certificates that match.

# See the POLICY FORMAT section of "man ca’.

countryName = optional
stateOrProvinceName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional
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[ policy_loose ]
# Allow the intermediate CA to sign a more diverse range of certificates.
# See the POLICY FORMAT section of the “ca” man page.

countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional
[ req ]

distinguished_name = req_distinguished_name
extensions = v3_ca
req_extensions = v3_ca

[ v3_ca ]

subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, digitalSignature, cRLSign, keyCertSign

[ v3_intermediate_ca ]

# Extensions for a typical intermediate CA (“man x509v3_config).
subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer

basicConstraints = critical, CA:true

keyUsage = critical, digitalSignature, cRLSign, keyCertSign

[ usr_cert ]

# Extensions for client certificates ( “man x509v3_config’).
basicConstraints = CA:FALSE

nsCertType = client, email

nsComment = “OpenSSL Generated Client Certificate”
subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid, issuer

keyUsage = critical, nonRepudiation, digitalSignature, keyEncipherment

extendedKeyUsage = clientAuth, emailProtection
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[ server_cert ]

# Extensions for server certificates ( man x509v3_config).
basicConstraints = CA:FALSE

nsCertType = server

nsComment = “OpenSSL Generated Server Certificate”
subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid,issuer:always

keyUsage = critical, digitalSignature, keyEncipherment

extendedKeyUsage = serverAuth

[ erl_ext ]
# Extension for CRLs (“man x509v3_config’).
authorityKeyIdentifier=keyid:always

[ reg_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default = CA
countryName_min =2
countryName_max =2

organizationName Zscaler Private CA

organizationName_default = Zscaler Inc.

0.organizationName = Zscaler Private
organizationalUnitName = Pro Serv
commonName = ca.danielcastro.info

emailAddress dcastro@zscaler.com
Define the serial number of the generated certificates with this command:
> echo 1000 > serial

Proceed to create the ca private key, and certificate with:

> openssl req -config rootCA_openssl.conf -key root.key -new -x509 -days 7300 -sha256

-extensions v3_ca -out root.pem

Now in the same folder you will have root.pem, root.key and a configuration file. With these three files

you can create server certificates, intermediate certificates and many more.
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PKI and Customer Provided Certificate Authority
To provide an Intermediate Certificate in ZIA and the organization uses their own enterprise Certificate
Authority (CA) it is necessary to understand Public key infrastructure (PKI).

Public key infrastructure (PKI) is a system of processes, technologies, and policies that allows you to
encrypt and/or sign data. With PKI, you can issue digital certificates that authenticate the identity of users,
devices, or services. These certificates work for both public web pages and private internal services. In the
enterprise this is usually a web service or software that is run as part of the enterprise infrastructure, this is
normally called the Certificate Authority (CA).

In the context of this whitepaper we will refer to the following objects and operations:

 Public Key is a number that is inside a certificate, when applied to data it will encrypt the data but the
data can only be decrypted with the private key.

* Private Key is a file (inside there is a string that represents a number) that was created and will allow it
to decrypt any data that is encrypted using the public key of the certificate. This file must be stored in
a safe place.

- Certificate Sign Request (CSR) is a file that describes the desired certificate that is being requested.
+ Signing is the process of taking in a CSR to the CA and asking for a certificate.

« Custom Intermediate Certificate is a certificate (used in ZIA and ZPA but cannot be the same) that
allows operations as if it were a Certificate Authority, becoming a delegate of a higher tier Certificate
Authority. ZIA uses this for TLS Interception and ZPA uses this for certificate enrollment.

A client in order to make a secure connection must have a trust relationship to the Certificate Authority
that issued the certificate provided by the server. That inherited trust enables secure communications.
Every device has a list of trusted certificate authorities (CA) that are provided by the manufacturer of the
device. Installing an additional CA is usually documented by the manufacturer or software provider so that
the device can trust any secure connections that make use of certificates under that CA. Furthermore,
most individual software components provide a method by which insecure (untrusted) communication
can be done, for example in python’s urllib3 a specific configuration needs to be done when sending
HTTP requests to a server with an untrusted certificate, but this configuration does not enable trust

between the client and server.
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ZIA TLS Interception Certificate

When an organization wants to bring their own certificate to ZIA they first need to create a request, the
procedure is as follows, start on ZIA’s SSL Inspection — Intermediate CA Certificates and use the

Add option:

SSL Inspection

Configure SSL Inspection Policy

Rules are evaluated in the order specified. Rule evaluation stops at the first match.

SSL Inspection Policy  Intermediate CA Certificates NEY
° Add Intermediate CA Certificate v
No. Name ©® P. Region Stat... Validity St...
1 Zscaler Intermediate C... 2sC... Global Enabled June 05, 2020

Expiration ... Description e

June 23, 2041 Zscaler Interm... Va

Proceed with the Private Key. This key is stored inside Zscaler and can not be exported.

Proceed with the key creation:

KEY PAIR
Public Key (RSA 2048 bit)

MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAYybWQEPOIcf3TD+/JLBQ
QjRYXxUKmBTelg7MkzL5uKzG3CT76GgAqO0QZzF12zPLknYauBIOIGD4QFHUb42d|
5fGD6NsB083hQ7Bw6kPLR/zhoVhEDzBPGOpEeD1+TBdGglUD08sxMOt/okE29¢ej9
oytKDvrIRu1Lc/uUNC30DjFOJxI39GOWqZNw5XVL5wP8ZhiV30QLH412i24FTKyj
cDwwidopKsGmHUAIDDLJIBWS8uvkLXbp9lavHdWcFHZWSIZ30vxvT0I6C8a59m/4
+ZkQcXeCAeFyjuleRgfTo1CTsy9WVpRSIoTL79GUTCYmrcem2ha/9uSUGaozcBe7
gwIDAQAB

----- END PUBLIC KEY-----

Key Pair Generated on June 24, 2024 at 01:57 PM & Download Public Key

Previous m Close

Add Software Intermediate CA Certificate b4

1  General 2 Generate Key Pair 3 Generate CSR 4 Upload Intermediate Certificate 5 Review
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In the next step the CSR details must be filled in accordingly:

1 General 2 Generate Key Pair 3 Generate CSR

CERTIFICATE SIGNING REQUEST

CSR File Name

intermediate.csr

Organization

PS Services

Town/City

Los Angeles

Country

United States v

4 Upload Intermediate Certificate

Common Name (CN)

inter-dcastro.domain.danielcastro.info

Department Name

Prof Services

Province, Region, County, or State

California

Key Size

2048

Add Software Intermediate CA Certificate

S Review

The unique details about your certificate need to be adjusted based on your organization. Finish with

Generate and Save New CSR.

Country

United States v

Signature Algorithm

SHA-256

Generate and Save New CSR
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Proceed to download the file and open it in a text editor

CSR Certificate Generated on June 24, 2024 at 01:58 PM & CSR for Custom Certificate v CSR generated and saved

7\ intermediate.csr.pem - Notepad = a X

File Edit Format View Help

The CSR’s text will be needed in the CA to request the certificate. The next section explains how to request
the certificate from Active Directory Certificate Services (ADCS). Once you have the certificate make sure it
is in PEM format and the filename ends with .pem and then proceed

Upload Certificate X

UPLOAD CERTIFICATE

File (.pem)

Choose File | intermediate.csr.pem
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Upload and review

1 | General 2 Generate Key Pair 3 Generate CSR

INTERMEDIATE CERTIFICATE

File (.pem)

intermediate-ad-dcastro.pem | Z Upload File

intermediate-ad-dcastro.pem

4 Upload Intermediate Certificate

CSR File Name Common Name (CN)

inter-dcastro.domain.danielcastro.info

Organization Department Name

PS Services Prof Services

Town/City Province, Region, County, or State
Los Angeles California

Country Key Size

United States 2048

Add Software Intermediate CA Certificate X

5 Review

Once you finish the upload process you will see the certificate in the administration panel.

SSL Inspection

Configure SSL Inspection Policy
Rules are evaluated in the order specified. Rule evaluation stops at the first match.

SSL Inspection Policy  Intermediate CA Certificates MV

° Add Intermediate CA Certificate v
No. Name @ Protection Type R Status
1 Private_Intermediate Software Protec... Global Enabled
2 Zscaler Intermediate CA C...  zscalerthree.net Global  Enabled

Validity Start...

June 24, 2024

June 05, 2020

Expiration D...

June 24, 2026

June 23, 2041

Description :

Zscaler Interme...
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To make use of the certificate you must use it as a SSL inspection policy action. The following screenshot
is from the “SSL Inspection Policy” in ZIA:

ACTION
Action
@ Inspect Do Not Inspect Block
Override Default Intermediate CA Certificate Intermediate CA Certificate

@ Zscaler Intermediate CA Certificate A

Private_Intermediate

Untrusted Server Certificates
Zscaler Intermediate CA Certificate
{ Allow Pass Through @ Block

OCSP Revocation Check Block Undecryptable Traffic
Minimum Client TLS Version Minimum Server TLS Version
TLS 1.0 v TLS 1.0 v

You can select now which Intermediate CA Certificate is used for SSL Interception.

Create an Intermediate Certificate at Active Directory Certificate Services

Active Directory Certificate Services (ADCS) is a Windows Server role for issuing and managing public key
infrastructure (PKI) certificates used in secure communication and authentication protocols. This is usually
hosted on a MS Windows server and exposes a Web Server that allows anonymous and authenticated
users to perform PKI operations on the Certificate Authority (CA). There can be multiple ADCS as part of
a windows domain, where each ADCS operates over a part of the certificate chain. In other words there
could be one ADCS for the root CA and multiple ADCS for subordinate intermediate CA that issue server
certificates from those intermediate certificates.

If you need instruction on how to install ADCS please see VWVindows Certificate Authority Installation
Procedure. We will now show how to request an Intermediate Certificate. The steps for both ZIA and ZPA
are very similar since the process starts by requesting a CSR from the service. Once you have the CSR file it
can be used to sign a certificate at the CA.
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Microsoft Certificate Enrollment Services allows the usage of a web form to submit the CSR and
get the certificate.

@ Microsoft Active Directory ... % ||

Microsoft Active Directory Certificate Services —- domain-ad-test-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

& Microsoft Active Directory ... % ||

Microsoft Active Directory Certificate Services — domain-ad-test-CA

. Request a Certificate

- LJ
e @ nhttp://ad-test.domain.danielcastro.info/certsrv/certrqus.asp ~ & || Search.. D~ D 2g 9 @

: Select the certificate type:
User Certificate

: Or, submit an advanced certificate request.
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Select the advanced certificate request option.

Microsoft Active Directory Certificate Services — domain-ad-test-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file.

Use the second option to submit a certificate request.

& Microsoft Active Directory ... X ||

Microsoft Active Directory Certificate Services — domain-ad-test-CA

Submit a Certificate Request or Renewal Request

e & nhttp://ad-test.domain.danielcastro.info/certsrv/certrgxt.asp ~ & || Search... 0~ 0 3¢ 08

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or
PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved
Request box.

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #T7):

Certificate Template:

User v

Additional Attributes:

Attributes:
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Paste the contents of the CSR file into the “Saved Request:” section, change the “Certificate Template” to
“Subordinate Certification Authority” and submit. It will look like this:

e @ http://ad-test.domain.danielcastro.info/certsrv/certrgxt.asp ~ & || Search... Jolns ARt
& Microsoft Active Directory .. % ||

Microsoft Active Directory Certificate Services — domain-ad-test-CA

. Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or
PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved
Request box.

‘' Saved Request:

ttOuuvNJI++tgjiIl+aCYQA2UKrml14Deq2PiwRTx]’
Base-64-encoded |YV/4I8EFEScUCUhiftjCgP81AiejhPX730ShNEfzNjA
: certificate request 808ek+SNn7CFx1Avéq6ijDlylfkTV4RQAt 4cEBKO.

(CMC or vquMD+Xj rw==
: PKCS#10or |[-————- END CERTIFICATE REQUEST----- v
i PKCS#7):
< >
Certificate Template:

Subordinate Certification Authority §id

Additional Attributes:

Attributes:
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Once you submit the request, either the CA is configured to issue the certificate automatically or an
administrator must approve the certificate and issue it. You then will login into Microsoft Certificate
Enroliment Services and see your approved certificates and be able to download the issued certificate.

e @ http://ad-test.domain.danielcastro.info/certsrv/certfnsh.asp ~ & | Search.. 0~ WS

& Microsoft Active Directory .. % ||

Microsoft Active Directory Certificate Services — domain-ad-test-CA

Certificate Issued

The certificate you requested was issued to you.

ODER encoded or @ Base 64 encoded

@ Download certificate
t==1 Download certificate chain

Be careful with the format you downloaded the certificate, as ZIA and ZPA only accept Base64 encoded
PEM. If you see the certificate file name extension as p7b you used the wrong format, the correct filename
ends with cer.

Create a Intermediate Certificate with OpenSSL

OpenSSL is a software library for applications that enables secure communications over computer
networks. Among its features it allows the creation and verification of certificates and cryptographic keys.
In this guide this will be used to create the root certificate that can be used to sign other certificates.

If you need instruction on how to create a CA using openssl please see OpenSSL Certificate Authority
Creation. In the rest of this section we will show you how to create an intermediate certificate using
openssl| as CA.

In order to obtain an Intermediate certificate using openssl as CA you need to have defined the

attributes in the configuration file. The CSR contains the “want” information for the future certificate, the
configuration is the “possibilities” for the future certificate. When generating the certificate the CSR makes
a request and the configuration determines if that is an attribute that can be used in the certificate.

openssl x509 -in from_zia.csr -out cert.pem -req -signkey root.key -days 1001 -config

rootCA_openssl.conf -key root.key -extensions v3_ca
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The output of the command will be the certificate in Base64 encoded PEM, copy and paste the output

into a file.

+ days determine for how many days the certificate will be valid, it is paramount that the number of days

is less than the days your root CA is valid, otherwise the resulting certificate will not be accepted by ZIA.

» config determines what and how openssl operates on the given command, the configuration file is

used from creating the initial root certificate to any other certificate that the CA creates.

« extensions determine what attributes will be met for this particular certificate. The possible extensions

are defined in the configuration file.

f;zscaler“‘ | Experience your world, secured.
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Zscaler (NASDAQ: ZS) accelerates digital transformation so that customers can be more agile, efficient,
resilient, and secure. The Zscaler Zero Trust Exchange protects thousands of customers from cyberattacks
and data loss by securely connecting users, devices, and applications in any location. Distributed across
more than 150 data centers globally, the SASE-based Zero Trust Exchange is the world’s largest inline
cloud security platform. Learn more at zscaler.com or follow us on Twitter @zscaler.

+1 408.533.0288 Zscaler, Inc. (HQ) « 120 Holger Way + San Jose, CA 95134

© 2024 Zscaler, Inc. All rights reserved. Zscaler™,
Zero Trust Exchange™, Zscaler Internet Access™,
ZIA™, Zscaler Private Access™, ZPA™, Zscaler Digital
Experience, and ZDX™,and other trademarks listed at
zscaler.com/legal/trademarks are either (i) registered
trademarks or service marks or (i) trademarks or
service marks of Zscaler, Inc. in the United States
and/or other countries. Any other trademarks are the
properties of their respective owners.

zscaler.com


http://www.zscaler.com
http://www.zscaler.com
https://twitter.com/zscaler
https://www.zscaler.com/legal/trademarks



